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ABSTRACT

Error control coding is an important functional block to ensure the reliability
of any communication system. Specifically, Cyclic Redundancy Check
(CRC) codes are widely used in many fields such as civil communication
and industrial communication. CRC codes efficiently provide the first layer
of protection against data corruption during data transmission sent from a
transmitter to a receiver over channels. With the advantage of being simple
but effective in detecting and possibly correcting errors in data transmission
and storage of digital data. In this paper, we present a detailed design and
implementation of a CRC-16 encoder and decoder based on Field
Programmable Gate Array (FPGA) using Verilog hardware description
language. Then, we evaluate the design using both Xilinx ISE software and
AX309 FPGA kit where error detection capability and resource usage are
tested in detail. Extensive simulations and FPGA board based experimental
results have been conducted to confirm the effectiveness of our proposed
design.
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TOM TAT

Ma kiém tra 15i 12 mot khéi chire ning quan trong giup dam bao d6 tin cay
trong cac hé thong thong tin lién lac. Pac biét, md héa CRC (CyCIIC
Redundancy Check) dugc sur dung rong rai trong nhiéu linh vuc nhu truyén
thong dan dung va truyén thong cong nghiép. Mo hinh ma CRC 1a mét trong
nhitng mé hinh mé kiém tra 13i hiéu qua gitp khic phuc dir liéu bi anh huéng
ctia nhiéu trong qua trinh truyén dir liéu qua kénh truyén. Uu diém chinh cua
mi CRC 1a don gian nhung dat dugc hiéu qua cao trong viéc phat hién 18i va
luu trir dit liéu s6. Trong bai bao ndy, chung t6i trinh bay chi tiét thiét ké va
thi cong bd ma hoa va bd giai ma ma CRC-16 dua trén cong nghé FPGA bang
ngdn nglt mo ta phan cing Verilog. Cac két qua danh gia dugc thyc hién trén
ca phin mém mé phong va kit FPGA dé so sanh d6 chinh xac va tinh hiéu
qué cua thiét ké so véi 1y thuyét.
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1. Giéi thigu

Ma kiém tra 16i CRC (Cyclic Redundancy Check) thudc loai ma FEC (Forward Error Correction),
¢6 uu diém 1a d& thyc hién mi hoa va giai mé ciing nhu kha nang phat hién 15i manh mé [1]. Do d6, ma
CRC dugc st dung rong rai trong nhiéu linh vuc nhu truyén théng dan dung va truyén théng cong
nghiép,... Bo ma CRC duoc thiét ké dac biét dé gilp khic phuc cac loai 16i pho bién gay ra boi kénh
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truyén hiru tuyén hodc vo tuyén, dam bao tinh toan ven ciia thong tin (information message) duogc guri
tir thiét bi phat dén thiét bi thu [1]. Trong ma CRC, cac bit du thira hay con goi la cac ma CRC duoc tao
ra bang phép chia nhi phan khong nho hay phep chia modulo-2. Déi v6i bd ma hoa, phan du cua phép
chia nhi phéan chinh 1a ma CRC dugc gin vao phia cudi cta chudi dit liéu truyén di. Con dbi véi bo giai
ma, két qua cta phép chia cho két qua bang khong thi chudi dit liéu nhan duoc tai sau khi qua kénh
truyén la chinh xac[2]. Cac phép chia cua bd ma hoa va giai ma dugc thuc hién thong qua bd chia. B
dai cua bo chia sé béng voi s6 bac cong thém 1 . Vi dy, CRC-16 c¢6 bac 1a 16 tuong ting d6 dai cua bd
chia 1a 17 bit. Mot cach khac dé biéu dién bo chia 1a dudi dang da thirc, nguoi ta goi d6 la da thire sinh.
Uu diém ciia da thirc sinh 12 ngén ngon va dé& dang phan tich phat hién 18i. Mot da thirc sinh c6 kha ning
bao quat dugc hau hét cac trudong hop 16i phai thoéa min cac dic diém sau: (1) khong chia hét cho x; (2)
khong chia hét cho X' +1, vdi 2 <t < n -1; (3) khi phan tich thanh nhan tir c6 (x+1). Dic diém thir nhat
nham bao dam phat hién duoc tat ca cac 151 bét (Burst) c6 do dai bé‘mg béc cua da thire sinh. Pic diém
thir hai bao dam phat hién duoc 16i 2 bit ngdu nhién. Pac diém cudi cing bao dam phat hién duoc tit ca
céc 18i voi tong sb bit bi 18 1a s6 16 [3].

M& CRC di duoc trinh bay trong nhiéu bai bao [4-6]. Trong bai béo [4], tac gia thiét ké va thi cong
bd mi CRC cho hé théng ADS-B (Automatic Dependent Surveillance Broadcast) dua trén cong nghé
FPGA. Trong bai bao [5], tic gia dé xuét thuét toan CRC 6 khd nang giam ti 1¢ 16i ciia hé thdng bang
cach phat hién va kiém soat 15i trong truyén thong mang mdy tinh. Trong bai bao [6], tac gia xét tinh
nang sira 16i cia ma CRC 4p dung cho hai tiéu chuan yéu ciu ning lugng thap Bluetooth Low Energy
(BLE) va IEEE 802.15.4. Trong bai bio nay, chung tdi trinh bay chi tiét thiét ké va thi cong bo ma hoa
va by giai ma CRC-16 ung dung trong chuan Modbus RTU dua trén cong nghé FPGA [7-9] — thuong
dugc st dung trong hé thong truyen ‘thong cong nghiép, dé xac minh d¢ tin cdy cta di liéu. Thay vi chi
danh gia thuc thi chirc nang thiét k& qua mo phong nhu nhiéu bai bao dang c6, ching toi danh gia két
qué thiét ké trén ca phan mém Xilinx ISE va kit FPGA Xilinx AX309, trong d6 kha ning phat hién 15i,
tai nguyén sir dung va thoi gian hoat dong duoc xem xét va danh gia chi tiét.

Phén con lai ciia bai bao duge trinh bay nhu sau: phan 2 trinh bay nguyén 1y cia mé hinh ma hoa
CRC, phan 3 trinh bay thiét ké chi tiét hé thong, phan 4 trinh bay danh gi4 chat luong thiét ké va cubi
cung két luan duoc trinh bay trong phan 5.

2. Thiét ké chi tiét h¢ théng
2.1. Module CRC_encoder

encode_CRC

Counter Shifter_encode

ck J_ en_crc |
rst_n en_crc clk data_out data_out(N+15:0)

rst_n

clk

rstn

en_data
crc_out

|_ en_data crc_out—|—-—

data_in |

data_in(N-1:0)

I
I
|
endaa |
I
I
I
|

Hinh 1. So do khéi b m& héa CRC-16.

Hinh 1 md ti tong quan cic khéi trong mach md hoa CRC-16 voi da thuc sinh la
g(x)=x"°+x"®+x*+1 co N bit ngd vao. Mach gdm 2 khdi chinh 1a khéi Counter va khéi
Shifter_encode [10]. Trong d6 khdi Counter c6 nhiém vu dém s6 1an dich dé tao tin hiéu cho phépen_cre
dé khoi Shifter_encode dua dir li¢u td1 ng()‘ ra data_out va crc_out. Trang thai hoat dong ctia khoi Counter
va khoi Shifter_encode duoc trinh bay lan luot ¢ Bing 1 va Bang 2. Khi N bit dir liéu (¢ ngd vép
data_in) duoc dich hoan toan vao khoi Shifter encode thi ma CRC dugc tao ra (CRC_encode). Khoi

Counter s& dém thém 16 lugt dém dé dich 16 bit “0” vao khdi Shifter_encode, day 16 bit CRC ra ngd ra
crc_out dong thai ra ngd ra data_out két hop véi dir liéu (6 ngd vao data_in) tao thanh tir ma (codeword)
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truyén ra kénh truyén [11]. So d6 chi tiét, nguyén tic hoat dong ctia cac khdi duoc trinh bay trong phan
sau.
2.1.1. Khéi Counter

Counter

— o —— —m — — — — — —— — — —— — —— = — — — — — —— — ——

en_data
—

en_crc

Hinh 2. So d6 chi tiét bé Counter.

Hinh 2 thé hién so d6 khdi bo Counter véi mux M_0 cho phép gia tri dém bén trong mach ting
1én 1 don vi khi gia tri @ém nho hon N-1, Mux M_1 diéu khién mach bat dau dém khi en_data = 0. Khi
gia tri dém bang gi4 tri N-1, mach s& giit nguyén gia tri dém va cho tin hiéu en_crc = 1. Cac b mux
M 2, M_3 va Flip Flop D_1 déng vai trd nhu mot mach chdt cho ngd ra en_crc.

2.1.2. Khéi Shifter_encode

Shifter_encode

r-———" """~~~ T |
[
en_data | |
— |
en_oc I I
! |
| |
I &100 I
! |
| |
! |
! |
reset |
— [ | cre_out [15:0]
| [ & ]
g ) > ]
1% 16%0 by
data_in[N-1:0] — r
&

data_out [N+15:0]

[CECT .

Hinh 3. So do chi tiét by Shifter_encode.

Hinh 3 mo ta so db chi tiét khéi Shiter encode, mach bat diu nhén dit liéu data_in va ndi 16 bit 0
vao vi tri LSB cua dit liéu khi en_data = 1. Thong qua mux M_1, mux M_0 c6 nhiém vu dich trai logic
1 bit khi en_data = 0. Pong thoi khi en_data = 0, mux M_2 cho phép dir lidu di vao b tinh toan CRC-
16 dé tinh toan ra 16 bit CRC qua cac Flip Flop tir D 1 dén D_16. Tin hiéu en_crc = 1 bio hiéu da tinh
toan xong va cho phép xudt gia trj crc_out thong qua mux M_3 va ndi data_in v&i cre_out dua dén ngd
ra data_out théng qua mux M_4.

Bdng 1. Bang trang thai cia khai Counter.

Input ) ) Output
i=0 ;i< N+15; i++ -
clk rst_n en_data en_crc
1 1 0 0 0
1 1 1 <N-1 0
1 1 1 <N+15 1
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Bdng 2. Bang trang thai cua khoi Shifter_encode.

Input Output
clk rstn endata en crc data_in crc_out data_out
1 1 0 0 0 0 0
1 1 1 0 Data input [0:N-1] >>1 0 0
1 1 1 1 16 bit “0” >>1 CRC encode {Data input, CRC encode}

2.2. Module CRC_decoder

Decode_CRC

Counter Shifter_decode

clk

clk | en_check |
dat: t(N-1:0
rst_n en_check clk data_out | a_out( )

rst.n

en_data

rst_n

en

|

l

|

' |

| R
| -

| I

|

data_in |

data_in[N+15:0

Hinh 4. So do khéi bé giai ma CRC-16.
Hinh 4 mo ta so d0 khdi tong quat cia mach giai md CRC-16 voéi da thirc sinh
g (X) = X% + X + x® +1 ¢6 N+16 bit ngo vao, hoat dong ciia mach tuong ty véi mach ma hoa CRC-

16. Mach gom 2 khéi chinh 1 khbi Counter va khéi Shifter decode. Hoat dong cua khdi Counter trong
b giai md CRC-16 twong tu v4i bd ma hoa CRC-16, ky hidu en_crc duoc thay bang ky hiéu en_check.
Trang thai hoat dong cuia khdi Shifter decode duoc trinh bay trong Bang 3. Khi N bit dir liéu (& ngd
vao data in) dwoc dich hoan toan vao khdi Shifter decode thi md CRC_decode duogc tao ra. Khoi
Counter s& dém thém 16 lugt dém dé dich 16 bit CRC encode vao khdi Shifter decode. Khdi
Shifter_decode s& so sanh CRC_encode va CRC_decode, néu gidng nhau (chimg to khong xay ra 16i)
thi ngd ra check=1 ddng thoi ngd ra data_out xuat N bit dit liéu, nguoc lai ngd ra check=0 dong thoi
ng0 ra data_out=0. )

Bdng 3. Badng trgng théi cua khoi Shifter_decode.

Input Output
clk rst_.n en_data en_check data_in check data_out
1 1 0 0 0 0 0
1 1 1 0 Data input [16:N+15] >>1 0 0
1 1 1 1 Data input [0:15]>>1 if (CRC code_decode  Data input
=CRCcode_encode), [16:N+15]
check=1

3. Panh gia chit lwong caa thiét ké
3.1. Tai nguyén si dung

Thiét ké ddy du cac chire nang dugc tong hop trén FPGA Spartan-6 XC6SLX9-TQG144, khi dit
liéu vao c6 chiéu dai 1600 bit thi tai nguyén logic duoc sir dung va tan s6 hoat dong toi da nhu tom tat

trong cac Bang 4-7.
Bdng 4. TOom tat tai nguyén sir dung cho bé ma hoa.

Logic Utilization Used Available Utilization (%)
Number of Slice Registers 1634 11440 14
Number of Slice LUTSs 3302 5720 57
Number of fully used LUT-FF pairs 1632 3304 49
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Bdng 5. Tém tat cac thdng sé lién quan téi thoi gian xi ly ciia bg ma hoa.

Speed Grade -3

Maximum Frequency 273.338 MHz
Minimum input arrival time before clock 5.991 ns
Maximum output required time after clock 6.297 ns
Maximum combinational path delay 5.296 ns

Bdng 6. TOm tat tai nguyén sir dung cho bé gidi ma.

Logic Utilization Used Available Utilization(%6)
Number of Slice Registers 1650 11440 14
Number of Slice LUTs 3306 5720 57
Number of fully used LUT-FF pairs 1648 3304 49

Bdng 7. Tém tdt c4c thong s lién quan téi thoi gian xi ly cia bg gidgi ma.

Speed Grade -3

Maximum Frequency 273.338 MHz
Minimum input arrival time before clock 5.995 ns
Maximum output required time after clock 8.485 ns
Maximum combinational path delay 5.296 ns

3.2. Két qud ddnh gid qua mé phéng

Thiét ké ctia bd md hoéa CRC-16 duoc danh gia qua cac Testcase thé hién trong Bang 8. Testcase 1
thé hién thoi gian can thiét dé ma hoa 1 block c6 do dai 4000 bit (vi du cho viéc tao ma CRC bao vé goi
dit liéu cta chuan USB 2.0). Két qua dugc thé hién trén Hinh 5. Bo ma hoa can khoang thoi gian 80,34
us dé thyc hién ma hoa 1 block do dai 4000 bit. Testcase 2 cho thiy bd ma hoa CRC-16 tinh toan CRC
khi dit liéu dugc xor véi da thirc sinh va da thic sinh da dich sang trai 1 bit. Két qua dugc thé hién trén
Hinh 6. Mot s6 truong hop xay ra viéc tinh toan ma CRC bi tring nhau. Véi 3 dit liéu block khac nhau
nhung lai cho ra cing mot két qua CRC, day la mot truong hop khi bd giai mi cho ra két qua sai.

Bdng 8. Tom tdt testcase cia bg ma hda CRC-16

Testcase Noi dung

Testcase 1 Block-length: 4000 bit. Truyén 2 block cach nhau: 80,34 us.

Block-length: 80 bit. Truyén 3 block, 2 block ké nhau truyén Tan s6 xung clock
cach nhau: 2,005 us. Dit liéu block 2 1a dit liéu block 1 XOR la: 50 MHz

véi da thire sinh. Dir liéu block 3 1a dir liéu block 1 XOR véi

da thirc sinh da dich sang trai 1 bit.

Testcase 2
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» B§ data_in3999:0]
16 en_data
.

—— Giatri

p B4 data_out[4015:0] | o1 0 o
-||Eg En_ore -

p B i[1:0] : { Béo higu co

block mai

Hinh 5. Dang séng két qua tinh toan CRC cua block 4000 bit sau 80,34 us.

-|_B en_data
» W§ data_in[Fo0]

> DT |

» B2 data_out[95:0]

1M en_data
» W@ data_in[79:0]

95 oaso |-

» B2 data_out[s:0]

-|_B en_data
» W§ data_in[79:0]
[0 cre_out[15:0]
» B2 data_out[95:0]

Hinh 6. Dang song két qua tinh todn CRC ciia 3 blocks khdc nhau nhung cho ra cing 1 két qua CRC.

Thiét ké cua bd giai md CRC-16 duoc danh gia qua cic Testcase duoc thé hién trong Bang 9.
Testcase 3 md ta giai ma CRC cua 1 block co chiéu dai 1616 bit (vi du giao thirc Modbus). Két qua
dugc thé hién trén Hinh 7. B giai ma can 32,34 us dé giai ma 1 block ¢ chiéu dai 1616 bit. Cac
Testcase tir 4.1 dén Testcase 4.5 danh gia xac suit co thé giai ma cua bd giai ma CRC-16. Céc Testcase
4.1, 4.2, 4.4 cho ra cung két qua déu phat hién duge 100/100 block sai truyén di, duoc thé hién trén
Hinh 8. Testcase 4.3 va Testcase 4.5 cho ra ciing két qua, phat hién dugc 99/100 block sai truyén di,
duogc thé hién trén Hinh 9.
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Bang 9. Tém tat testcase cua bg giadi ma CRC-16.

Testcase

Noi dung

Testcase 3

Block-length: 1616 bit. 2 block truyén cach nhau: 32,34 us.

Testcase 4.1

Block-length: 4016 bit. Truyén 100 block. Mdi block sai 2 bit.

Testcase 4.2

Block-length: 4016 bit. Truyén 100 block. Mbi block sai 3 bit.

Testcase 4.3

Block-length: 4016 bit. Truyén 100 block. Mdi block sai 4 bit.

Testcase 4.4

Block-length: 4016 bit. Truyén 100 block. Mdi block sai 5 bit.

Testcase 4.5

Block-length: 4016 bit. Truyén 100 block. Mdi block sai 6 bit.

Tan s6 xung clock
1a: 50MHz

T ok
-|_E rst_n

32, 340000000 us

- B data_in[1615:0]

& en_data
» W 40

1612 + 1613

» W& data_out[1599:0]

1 cheo

» BF data_in

0 dir lieu tin
cdy va xuat dir

[4015:0]

-|_B en_data

» B2 data_out[3999:0]

-”—é-; check

» EIECI

b B err31:0]

S6 18i truyén di
va s6 13i phat hién
dugc bang nhau

# B data_in[4015:0]
1§ en_data

» B datao
-”-'r: check

ut[3999:0] | o«

» CIECE

» B err31:0]

Hinh 9. Dang séng két qua truyén 100 block cé d dai 4016 bit véi méi block sai 4 bit hodc 6 bit.
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3.3. Két qud ddnh gid thuc té trén kit FPGA

Mach kiém tra ciia bd ma hoa CRC-16 duoc diéu khién béng mot nit nhan, khi nhin sé gui dir licu

c¢b dinh san. Két qua tinh toan ctia bd ma héa CRC-16 hién thi 1én man hinh LCD 16x2. Bén canh dé,
mach kiém tra ctia bo giai md CRC-16 duogc diéu khién bang hai niit nhin, mot nit nhin c6 nhiém vu
thay d6i dit liéu dau vao dé tao cac 16i khac nhau. Két qua kiém tra ctia bo giai ma CRC-16 hién thi 1én
man hinh LCD 16x2. Céc linh kién c6 trong mach kiém tra thuc té nhu Hinh 10 bao gém kit FPGA
Xilinx AX309, mach nap cho kit, man hinh hién thi LCD 16x2 va nat nhin tich hop sén trén kit.

= = Kit Xilinx \
— 5 AX309

Platform Cable USB
Model DLCILP
Power 5V =0.1

i ,,,{E HadeinPRC. ( € 14<VREFS5,0voC |

Mach nap
LCD 16x2

Hinh 10. Phan cing thuc té.
Két qua tinh toan ciia bd ma hda CRC vai block dit lidu 4000 bit (Testcase 1.1) va 1600 bit (Testcase
2.1) khi nap vao kit thuc té duoc thé hién trén Hinh 11 va Hinh 12.

LEMETH
CE

LEMETH
CRC

Hinh 12. Két qua tinh toan CRC ciia bg ma hoa véi block di liéu dai 1600 bit.
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Tir md phong va thuc nghiém ta rat ra dwoc nhitng danh gia sau. B6 giai ma va ma hoa can thoi
gian t6i thiéu dé c¢6 thé thuc hién ma hoa va giai ma CRC. Thoi gian phu thudce vao block-length, block-
length cang dai thoi gian cho cang 1au. Cy thé, thoi gian ma hoa t6i thiéu khi block-length 1a 4000 bit la
80,32 ns, thoi gian giai ma t6i thiéu khi block-length 1a 1616 bit 1a 32,34 ns. Néu co block tiép theo dén
truge khi qua trinh mé hoa hodc giai mé hoan tat thi uu tién tinh toan cho block thir 2. Tir Bang 10,
ching ta c6 thé dua ra két luan vé bo giai ma CRC-16 0x8005:

i.  Ludn phat hién duoc block sai neu s6 bit sai cua block nho hon 4.
ii.  Ludn phat hién dugc block sai néu block c6 s bit sai cia block d6 1a sb 1é. Ching minh
lai Iy thuyét da duoc trinh bay trong [3].
iii.  Néu da thtc cia 16i ma chia hét cho da thirc sinh bd giai ma s& khong phat hién duoc.

Bang 10. Bang so sanh x&c suat phat hién duwroc block sai khi truyen 100 block.

Block-length S6 block truyén S6 bit sai mdi block S6 block phat hién dworc bi sai
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4. Két luan

Trong bai bao nay, chiing toi da thuc hién thiét ké, thi cong va danh gia chi tiét bo ma hoa va giai
m& mi CRC-16 dua trén cong nghé FPGA. Thiét ké dap ung duoc trudng kiém tra 18i (error-checking
field) cia Modbus RTU chtra 16 bit CRC va dugc tinh toén dya trén dit ligu thong tin. Cac bit CRC
dugc tao ra luén dam bao nam & vi tri truong cudi ciing trong thong tin. Cac danh gia vé ma CRC duoc
xem xé€t trén cac block dir liéu tiém can vdi Gtng dung trong cac chuan truyén thong nhu USB 2.0 hay
Modbus thong qua cac Testcase m6 phong. Bai bao nay co gla tri nhu mot tai liéu tham khao cho viée
hoc tap cac mon lién quan t6i thiét ké hé thong so va thiét ké vi mach s6, ddc biét 1a thiét ké cac khdi
ma hoa kiém soat 16i g dung trong thong tin sd.
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