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ABSTRACT

The article summarizes the protocols and systems used in managing and
monitoring resources of server systems operating regularly 24/24 hours and
7/7 days a week, providing the most comprehensive "health” status
information of the server. Zabbix, an open source application, has emerged
as a versatile candidate to support diverse, centralized or distributed network
connections. The article focuses first on introducing in detail the features of
the Zabbix system. Then a real deployment of Zabbix in a specific
application is also described: a real-time alert monitoring of unusual resource
changes for the digital television system on the open Internet called OTT3A
(Over The Top with 3 Adaptivities). Based on OTT technology, the OTT3A
is developed by the HCMUTE reseachers with 3 new adaptivities to improve
the effeciency of the video streaming over the Internet. Firstly, the bitrate
adaptivity is improved with the spatial and temporal optimatisation,
providing better image quality in the bandwidth incertainty of the public
Internet. Secondly, broadcasted contents are ordered in a topic adaptivity for
faster research of a content to be viewed. And finally, a resource adaptivity
is proposed to exploit better the sub network bandwidth whenever there are
a group of viewers comsumming already the same content. The system is a
good usecase for benchmarking Zabbix application in daily continuous
system monitoring according to the criteria: CPU’s load, percentage of
memory usage, the transmission bandwidth of the 2 LAN cards, the hard
drive usage status.
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TOM TAT

Bai bao tom tit cic giao thirc va cac hé thong ding trong viéc quan 1y giam
sat tai nguyén cuia cac hé thdng may chii hoat dong thudng xuyén 24/24 gio
va 7/7 ngay trong tuan dé cung cap thong tin tinh trang strc khoe ctia may chu
mot cach toan dién nhat. Zabbix, mot ung dung ma nguén mo, ndi 1én nhu
mot img cir vién da ning, linh dong hd tro cac két ndi mang da dang khac
nhau tdp trung hodc phan tan. Bai bao da tap trung mo ta k¥ cac tinh nang cua
hé thdng Zabbix va trién khai céng cu ndy cho mot tmg dung cu thé: giam sat
canh béo theo thoi gian thuc cac bién ddi tai nguyén bét thuong cho hé thdng
truyén hinh s6 OTT3A trén mang Internet trén nén tang tir cong nghé OTT,
hé théng truyén hinh sb mat dat véi 3 tuong thich OTT3A (Over The Top
with 3 Adaptivities) phat trién boi nhom nghién ctru HCMUTE c6 thém 3 tinh
nang twong thich méi tuong thich dudng truyén khi bang thong thay ddi van
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OTT3A - Truyén bao dam hinh anh déau ra, hién thi cac kénh co noi dung gitip nguoi dung
hinh s6 mat dat trén nhanh chong tim kénh truy cap va tuong thich ngudn phét ting toc do truyen
nén tang Internet doe dan ciing c6 hiéu ning ctia truyén hinh s6. OTT3A 1a mot moi truong tot dé

lap véi 3 16p tuong

thich danh gia viéc 4p dung Zabbix trong viéc gidm sat hé thong lién tuc hang ngay

thot gian thue theo cac tiéu chi: tai cua CPU, phan tram sir dung cua b nho,
bing thong truyén dan cua 2 thé mang LAN tinh trang sir dung 6 dia cting.

Doi: https://doi.org/10.54644/jte.69.2022.1148

COpyl’ight © JTE. This is an open access article distributed under the terms and conditions of the Creative Commons Attribution-NonCommercial 4.0
International License which permits unrestricted use, distribution, and reproduction in any medium for non-commercial purpose, provided the original work is
properly cited.

1. Giéi thiéu

Su ra doi ctia may tinh ca nhan, sy két ndi cic may tinh c nhan tir khap noi trén thé gidi v6i nhimg
mii gio trai ngugce nhau qua mang Internet toan cau, dén sy xuat hién ciia cac nén tang dich vu dam may
d3 1am cho cac hé thong may tinh ngay nay phai hoat dong khong ngung nghi. Con nguoi khong the
theo ddi giam sat thuong truc nhing hé théng khoéng biét lién tuc két ndi dé cung cép dich vu trong sudt
24/24 gid va 7/7 ngay trong tuan do d6 nhu cau phai tw dong héa viéc giam sat, khi c6 nhing diéu kién

bat thudng vuot qua cac chi s6 ngudng cho phep, cac bao dong s& dugce kich hoat ty dong. Chi khi do
con ngudi méi cAn phai hién dién dé tham gia vao qua trinh xir 1y sy cb.

Muc tiéu cuia bai bao 1a diém lai tinh ning ctia cac hé thong ma nguon mo c6 thé st dung cho muyc
dich giam sat tu dong cac hé thdng dich vu may tinh. Bai bao da dé xuit tmg dyng ma nguén mé tbi uu
hoa chi phi cho cong tac van hanh, bao tri va canh bao ”strc khoe ” ctia hé thong may chu.

Trong phan 2, bai bao s& gidi thidu cc tng ctr vién g dung giam sat trén thi trudng. phan 3 s& tap
trung vao giai phap Zabbix, mot hé sinh thai giam sat dé sir dung va toan ven. D& xuat thiét ké g dung
Zabbix gidm sat may chii trong hé théng truyén hinh sé miat dat v6i 3 twong thich trén nén tang Internet
doc lap OTT3A trong phén 4.

2. Giao thirc hd tro va cac phan mém giam sat mang
2.1 Giao thire dinh tuyén mang

SNMP (Simple Network Management Protocol) [1] 1a mét hé thong cho phép ngudi quan tri thay
doi trang thai thiét bi, theo di tbc do dudng truyén, biét duoc tong s6 “byte” da truyén va nhén, lay
thong tin cAu hinh may chu va ty dong nhén canh bao khi thiét bi c¢6 cac cong mang bi hu.

Netwrk
AT _ element
ot | SNHP protoco 2
management == g < i
staion element Network
SNMP protocol | management
~ Sitin#
element

Hinh 1. Kién triic ciia hé thong SNMP

C6 hai phuong thirc giam sat mang co ban trong hé théng SNMP (Hinh 1) Ia Poll va Alert:

Poll: La hé thong trung thm giam sét s& thuong xuyén gui thong bao theo ddi thdng tin cua cac thiét
bi can giam sat va ludn cap nhat cac théng tin mai nhat tir cac thiét bi.

Alert: La phuong thic ma cac thiét bi s& tw dong gui thdng bao cho hé thdng trung tam giam sat khi
6 sy ¢o Ve thiét bi, hé thong giam sat khong can gui thong bao dinh ky.
2.2 Céc phan mém giam sat mang

Phan mém giam sat mang Cacti [2]: 12 phan mém ma ngudn mé va giao dién dd hoa viét bang
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PHP/MySQL. Cung cp cho ngudi quan tri cac mau db thi, cac phwong thirc tong hop dit liéu va cong
cu quan ly.

Phan mém cho phép nguoi ding phan quyén dir li¢u va dua ra canh béo khi h¢ thong gap su cd bang
viéc guri thu di€n ti, tin nhan hay nhiéu tinh nang khac.

Phin mém gidm sat mang Icinga [3]: la h¢ thong m& ngudn mé c6 chirc nang gidm sat h¢ théng
mang, c&c may chu, cac dich vy; thdng bao téi nguoi dung khi hé thong ¢ su ¢6 va dua ra bao cao kip
thoi.

Phan mém Icinga dugc xay dung dya trén md ngudn duoc phat trién tir hé thdng giam séat Nagios.

Phén mém giam sat mang Nagios [4]: 1a mot phan mém ma ngudn mo giam sét hé thong mang,
phf;n mém 'ghuc hién theo ddi va dua ra cac canh bao ve trang thai cg’lc méy chﬁ,va cac dich Vu cua Cac
thiet bi. Phan mém duoc xay dyung trén nén tang Linux nén dugc ho trg hau hét cac hé diéu hanh cua
Linux.

Nagios dugc cai dit trén cdc may tram, thuc hién k[ém tra thong tin cac may tram, cac dich vu dinh
ky va gtri thong tin vé cho may chu Nagios va dugc hién thi trén giao dién Web.

3. Cau tric cia hé théng ZABBIX

Khéc véi cac cong cu md ta trong phan 2, Zabbix 12 mot ung dung tuong ddi don gian, dé chinh sira
va dac biét hd tro ludn tinh ning dd hoa dé ¢ thé tao ra cac luu do quén ly rat truc quan.

Zabbix ciing la mot cong cy ma ngudn mé dé giai quyét cac vin dé giam sat cho cac thanh phan
trong mang may tinh bao gom server, router, switch... Cong cu sir dung mot co ché thong bao linh hoat
céc thong tin cta cac thanh phan mang cho phép nguoi dung cdu hinh Email canh bao, ca nhén tin thoi
gian gian thuc qua Telegram cho cac sy kién bat thuong. Diéu nay cho phép giai quyét nhanh va kip
thoi cac van dé clia ha tang mang.

Tt ca cac bao cdo, thong ké, lich sir cac sb do ciing nhu cac thong s ciu hinh ctia Zabbix duoc truy
cap tap trung thong qua giao dién web. Giao dién gip theo ddi dugc tinh trang hé thong mang va hé
thong server. Zabbix dong mét vai tro quan trong trong viéc theo doi co s¢ ha tang cong ngh¢ thong tin.
Diéu nay pht hop cho cac t6 chirc nhd c6 mot server va ca cac cong ty 16n véi nhiéu server.

Hinh 2 mo ta nhitng thanh phéan chinh cta cong cu Zabbix khi dung giam sat mang may tinh phuc vu
cho nhitng dich vu nhu cia OTT3A mo ta trong phan 4.

O
ey

(0,
Y/

Hinh 2. So' do két néi mang gidm sat béi cong cu Zabbix
Kién trac cta hé théng Zabbix bao gdm 4 thanh phin co ban: Zabbix Server, Zabbix Proxy, Zabbix
Agent va Zabbix Web Frontend.
Zabbix Server: Day 1a thanh phan trung tim cta phan mém Zabbix. Server co thé kiém tra cac dich
vu mang tir xa (web server va mail server). Agent s€ bao cao toan bg thong tin va so lugng thong ké cho
server. Server s€ luu trii tat ca cau hinh va dir li¢u thong keé.
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Zabbix Proxy: Proxy la thanh phan tily chon cta Zabbix. Proxy s& thu nhan dit liéu, luu trong b
nh¢ dém va duoc chuyén dén Zabbix server. Zabbix Proxy 1a mét giai phap ly tudng cho mot giam sat
tap trung cua cac dia diém tur xa, ghi nhanh, mang ludi khong c6 cac quan tri vién dia phuong. Zabbix
proxy cting c6 thé duoc sir dung d€ phan phai tai cia mot don Zabbix Server. Zabbix proxy s€ giup giam
tai cho Zabbix Server nho vao viéc thu thap dir liéu va chuyén vé cho Zabbix server.

Trong hé théng OTT3A & thoi diém thir nghiém hién tai, proxy khong can thiét dua vao st dung.

Zabbix Agent: Agent la the‘mhﬂphﬁn dugc cai dat trén mdy chu, cac thiét bi mang can giam sat. Agent
s€ thu thap thong tin hoat dong (6 cing, bd nhd, bo xur 1y s6 liéu thong ke...) tir h¢ thong ma nd dang
chay va bdo cdo dir liéu nay dén Zabbix server dé xur ly ti€p. Trong trudng hop 161 (6 climg day hoac mot
tién trinh chét...), Zabbix server s&€ nhan thong tin va guri cdnh bdo cho ngudi quan tri ve cac su co nay.

Zabbix agent hoat dong theo 2 nguyén 1y chinh:

Nguyén ly thu dfng: Zabbix server theo chu ky guri yéu ciu dén Zabbix Agent dé dugc nhan lai cac
gia tri do cua céc tiéu chi cho trude xac dinh san cho thiét bi giam sat boi Agent nay.

Nguyén ly chi dong: Trong truong hop thiét bi giam sat ndm sau cic cér;g két ndi (NAT), chan mat
cac céc gobi tin yéu cau tir Zabbix server, Zabbix agent s€ dugc chinh sang ché d¢ chu dong: chinh Agent
s& tu guri céc gia tri do theo chu ky dén server ma khong can tin hi¢u kich hoat tir server nhu trong ché
d6 thu dong.

Zabbix Web Frontend, Zabbix Database: Hai thanh phan nay c6 thé dugc cai dat chung cing véi
Zabbix server. Zabbix Web frontend 1& mét giao dién web dugce viét bang ngdn ngir lap trinh PHP, cho
phép ngudi quan tri hé thong c6 thé cau hinh, giam sat, xem céc di li€u thu thap dugc tir nhicu thiét bi
mang khéc nhau trén cing mdt trang web tap trung.

Zabbix Database 12 co s dit liéu cho Zabbix server. MySQL 1a co s& dir lidu tiéu biéu dé cung dér}g
hanh vé&i hoat dong ctia Zabbix. Tat ca cac tham so do cua tat ca cac thiét bi giam sat bdi Zabbix déu
duoc ghi nhan vao co s dir li€u nay.

Hinh 3 mé ta hoat dong cua Zabbix server thuc hién theo chu ky va xay ra cho tét ca cac thiét bi giam
sat boi may chu nay. Céc gia tri do duoc giri vé may chu Zabbix (theo cach chu dong hay thu dong) mot
cach deéu dan (tung phut).

|/ Bat dau thu A
thap dit liéu
AN )

| Dinh ki duyét tap lugt da

difge dinh nghia *
| Truy vdn cac théng sé trén
Luu théng tin | cac thiét bj can giam sat
vao Database |
, : L
s
7 Kiémtra

< . -
~._ kétqua " Két qua binh thudng
S -~

. ~

A
Kéluuéléll/

............................................... Hién thi cinh bao

Hinh 3. Ludng xir Iy ciia Zabbix server véi Zabbix Agent trong ché do thu déng.

béi véi tung ti€u chi, cac murc canh bao khac nhau duoc thiét 18p trude. Khi cac gia tri do nhan duoc
vuot qua cac ngudng cho phép, tinh hiéu bao dong s& duoc tao ra giri vé cho ngudi lién quan qua email
hay nhén tin (tiy vao viéc cai dit cua Zabbix server). Trong moi trudng hop, cac gia tri do nay duoc luu
vao cd so dir liéu dé luu trir cho nhimg 1an hau kiém/thong ké sau nay.
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Pé xac dinh cac gia tri ngudng bao dong cho ting tidu chi, timg tng dung khac nhau can chon
nhiing gia tri khac nhau. Trong truong hop OTT3A, bd nhd va CPU thudng xuyén khong dugc vuot qua
80%. OTT3A 1a (mg dung nén va giai nén, can nhiéu tai nguyén by nhé va CPU. Phan du trit 20% tai
nguyén nay dii dé bao dam tam thoi hoat dong ciia hé thong trong khi chd doi nang cap. Gi tri ngudng
ctia dung luong dia cing thi s& giri canh bao khi chi con 10GB. Pay la dung lugng dii cho 1 tiéng ghi
video chét lugng cao, thoi gian di dé xur 1y tinh trang thiéu luu tri.

4. Ung dung ciia ZABBIX trong giam sat hé théng OTT
4.1 Gié6i thiéu vé hé thong OTT3A

Nhém nghién ciu cia HCMUTE da phat trién mot hé thong OTT3A, phién ban cai tién cua truyen
hinh s6 trén nen tang Internet doc 1ap ([5]) hién tai. H¢ thong OTT3A mang 3 tinh twong thich déc trung
khac phuc cac thach thicc cua OTT ([6]) hién tai nhu sau:

Twong thich vdi dwong truyén Internet (A1): Ty dong didu chinh d¢ rong bang tang thu (dong nghia
v6i chat luong thu hinh) mot cach téi wu theo chat luong thue té duong truyén; Giai quyét bai toan t01
uu cho viéc chon lya chat lugng ndi dung phu hop nhat véi sy thay doi bang thong ctia dudng truyén
ma van bao dam chat lugng hinh anh.

Tuong thich véi s6 lugng kénh phdt (A2): chi hién thi cic kénh c6 tin higu bao dam; C6 khé nang diéu
chinh, thay d6i so lugng cac kénh TV hét strc linh hoat va tirc th01 nh;im phuc vu toi da cac kénh TV cho nguoi
xem; Phén loai cac kénh TV theo ndi dung dang phat, khong nhat thiét phai theo nhom cua timg dai phat (VTV,
VTC, HTV,...) nham giap ngué*i xem nhanh chong bat dugc chuorng trinh yéu thich.

Tuwong thich chon nguon phat (43): t01 uu kha nang chon ngudn phét kénh khi duge khach hang chon
Iwa, hé thong OTT3A s& giam sat va truyen 1énh chon ngudn phat tir may thu gin nhat hodc tir may chu
trén mang internet chung dua trén co s& két hop k¥ thuat mang dong dang Peer to Peer [7] hodc mang
Server client [8].

Dé bao dam duogc cac tinh nang trén, sy hoat dong lién tuc, 6q dinh cta dich vu doi hoi mot hé théng
giam sét thoi gian thue ([9]) tin cdy, chi phi hop ly. Zabbix vi thé da tré thanh &ng cir vién dau tién cho
nhém nghién ciu.

4.2 Ung dung Zabbix dé giam sat OTT3A

V6i cac tinh ning mo ta trong phan 3, Zabbix hoan toan dap tmg nhu cau giam sat va canh bao 15i
hé thong theo thoi gian thuc cho dich vu OTT3A. Hinh 4 m6 ta két ndi gitra cac thanh phan ciia Zabbix
va cac may chii clia hé thong OTT3A.

Mady chua phat noi

d
E .

Zabbix server + Web »
+DB | i\_f T

Zabbix agent

la) o
v e
+
Médy chu giam sat May chu STUN/ TURN

Tracker

Hinh 4. Gidm sat cac may chu OTT3A4 voi Zabbix.

Dich vu Zabbix duoc cai dat theo kiéu tap trung cho hé théng OTT3A. Zabbix server, Web frontend
va database dugc cai dit trén ciing 1 server. Trén 3 may chu chinh cta hé thong OTT3A, Zabbix agent
dugc chinh cho chay thuong xuyén an sau cac dich vu chinh ciia nhimng thiét bi nay. Nguyén 1y hoat
dong cla cac Zabbix Agent 1a thy dong khi truyén dif liéu vé Zabbix server.
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Hinh 5 thé hién lich sir ghi nhan cac tham sb cia may chi phat ni dung trong vong 1 tuan. Cac tiéu
chi dugc giam sat bao gém tai cia CPU, phan trim sir dung cua bd nhd, bing thong truyén dan cia 2
thé mang LAN, nhiét @ CPU va tinh trang sir dung 6 dia ctng. Day 1a cac tiéu chi chinh khuyén céo
clia Zabbix dé theo dbi tinh trang strc khde ciia may chi mot cach toan dién nhét.

e O T T

Hinh 5. Trang Web gidm sdt cdc thong sé ciia Mdy chii phdt néi dung

Bing canh bao ciia Zabbix trén bing thong dau vao (nhan ndi dung truyén hinh tir ngudn phat truyén
hinh s6 mit dat) sb lugng kénh phat c6 thé duge diéu chinh cho hop 1y. V&i 6 kénh phat thudng truc,
bang thong dau vao ctia may chu 1a 40Mbps. Qua duong mang LAN ndi bo 100Mbps, hé thong OTT3A
hién tai c6 thé phat cing lic 16 kénh truyén hinh.

Quan sat canh bdo bang thong dau ra, co thé nhan biét dugc tinh trang tai (s6 lugng nguoi xem dong
thot) cua hé thong OTT3A. Néu 1a két ndi chii - t& truyén thdng, sd luong nguoi xem cung mot thoi
diém s& 1am tang tuyén tinh bang thong dau ra cia may chu [10]. Nhung néu mang dong dang duoc kich
hoat, mdi thiét bi nguoi xem cuoi lai thanh 1 mdy chu trung chuyén phuc vu tiép cho N thiét bi khac (N
phu thudc mang dau ra ctia cua thiét bi ddu cudi). N thiét bi nay lai tré thanh cac server trung chuyén &
tang két tiép, va quy trinh ctr thé mé rong theo cap s6 nhan N ma khong lam thay ddi biang thong dau ra
ctia may chu phat ndi dung ([11]).

Céc thong tin canh bao s& duoc chuyén dén ngudi phu trach thong qua hé thong nhén tin riéng thoi
gian thyc Telegram [12].

5. Két luan

Gidm sat theo doi tinh trang strc khoe cta ting may chu trong mot hé théng duoc van hanh lién tuc
12 mot nhu cau thiét yéu cho cac dich vu truc tuyén hién nay. Dich vy ma nguén mo Zabbix da duoc
chon lya dé ddng hanh cung viéc xay dung hé thong OTT3A cua nhém nghién ciru HCMUTE. Dich vu
d bao dam cung cip tinh trang hoat dong cuia cac may chu theo thoi gian thyc. Dich vu ciing duoc tan
dung dé chting minh tinh hiéu qua vé bing thong ciia mang dong ding so v6i mang chi t& thuin tay
trong truyén dan truyén hinh sé.
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