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1. Gioi thigu

Ham bam mat ma (Cryptographic Hash Function) 1a mdt ma bao mat dugc st dung trong cong nghé
blockchain (chudi khi), co vai trd bao mat khoi tin va két ndi cac khdi trong chudi lai véi nhau. Ham
bam tao ra ban tom tat cac thong tin chira trong khéi, dic trung cho timg khéi va dam bao khong cé hai
khdi nao mang hai ban tom tit gidng nhau. Do vy, c6 thé dyua trén ma bam dé tim kiém giao dich trong
chudi. Ham bam duoc sir dung phd bién trong blockchain hién nay 1a SHA-256 vi né ¢6 kha nang xu ly
dugc trén dir liéu co kich thudce 16n gidi han trong 2% bit, ban tom tit do SHA-256 tao ra c6 do rong
256-bit bao quat dugc nhiéu dit liéu vao hon SHA-1 va thuat toan ctia ma bam nay ciing phirc tap hon,
ngin chin duoc sy tin cong trai phép doat 1y thong tin trong giao dich.

Hon nita, blockchain cung cap giai phap bao mat thong tin cho hé théng IoT nhung dé van hanh dugc
cong nghé nay 1a mot bai toan 10n. Céc thiét bi trong hé thong IoT sir dung ngudn chu yéu 14 pin, thiét
bi nhé gon, ti€u thy it di€n nang. Song coéng nghé¢ chudi khéi can mot may tinh 16n moéi co thé van hanh
dugc cac thudt toan ma hoa boi cac thuat toan nay rat phic tap, str dung rat nhidu cac phép bién dbi tinh
toan sd hoc, bién ddi logic, chay trén nhiéu vong lap va xir Iy trén dir liéu kich thudc 16n. Ngoai ra, yéu
cau vé tc do cling duoc dé cao phai xir Iy nhanh méi dap Gmg duogc tiéu chi thoi gian thuc trong loT.
Viéc ting toc do xir 1y cac thuit toan ma héa bao mat gan nhu khong phu hop dé trién khai bang phan
mém, hudng tiép can thuc thi trén phan cimg c6 thé mang lai hidu qua dang ké hon.

Céc cach trién khai thuat toan bam nhu trong bai béo [1], [2] va dac biét 1a [3] hudng t6i viée tai ciu
trac lai kién triic phan ctng bén trong bo xr Iy vo1 myc dich 1a tang tdc do tinh toan ma van dam dao tai
nguyén st dung & mirc chip nhan dugce. Mit khéc, cach trién khai nhu trong [4] d6 1a xdy dung thanh
phan tao ma bam nhu mot khéi chirc nang dac biét, xem nd nhu mot bo dong xir Iy cho CPU dem lai
hiéu qua dang ké va thich hop cho hé thong IoT. Ngoai ra trong [5], tac gia da xay dung mot bo dong
xtr Iy SHA-3, chuan ham bim m&i nhét trong ho cic thuét toan bam, nham giai quyét van dé bao mat
cho IoT. C6 the thay, cac thiét ké nay c¢6 dugc tinh linh loat nho vao thiét ké trén FPGA ma van dam
bao t6i wu vé tai nguyén va muc tiéu thu dién ning, giam b6t ap luc tinh toan cho b xir 1y trung tim.

M4 hoéa 1a mot phan thiét yéu trong thwong mai dién ttr, giao dich qua Internet, 10T blockchain [6].
Khi qua trinh xir 1y cac thut toan mi hoa ndy tiéu ton qua nhidu nang luong ctia may chil, sy ¢6 mat
ctia bo dong xir Iy mi hoa 1a can thiét. Hién nay da co phan ctg chuyén dung cho bo dong xtr Iy ma
héa duge san xuit bdi NXP Semiconductors, 14 ho cac bd déng xu Iy C29x nhu C291, C292, C293 [7].
Bén canh d6 con c6 bo déng xtr Iy ma héa IBM PCle 4770, 4769, 4768, 4767 1a cac module phﬁn cung
xtr Iy ma hoa dugc trién khai trén bo mach PCle c6 thé 1ap trinh dugc [8].

2. B ddng xir Iy mi biam
2.1. Ham bam (Hash function) trong mdt ma (Cryptography)
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Hinh 1. Tinh chdt mét chiéu cia ham bam [5]
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Ham bam tao ra ban tom tét (Message digest) cho bat ki tép tin di liéu nao can dugc xac thuc. Viéc
xac thuc phai ddm bao xac minh dugc danh tinh cua t€p tin dugc gui di va dam bdo su toan ven cta nod
khi dén phia nguoi nhan, moi sira d6i khac véi tép tin gbc déu phai duge phat hién ra. Thuat todn bim
tap trung vao hai tinh chét: tinh chat mot chiéu va tinh chét phan biét. Tinh chat ‘mot chiéu khong cho
phép tir md bam hay ban tom tat ctia tép tin c6 thé truy nguoc dugc vé tin nhan gde, nhu hinh 1.

Tinh chat phan biét cho thiy rd sy khac nhau giira hai ban tom tit dugc tao ra tir hai tép tin khac
nhau, nhu hinh 2.

. #949f29d4e285afb525f50dd8859d0c2c

hemute ec2c64be086057886812310266/988

Hemute da3f551618d480092166dd831ece93355
eeaBafe973a6695e3aa417a3b25bbe8

Hinh 2. Tinh chat phdn biét ciia ham bam

Thuat todn bam phai dam bao dugc hai tinh chét trén méi duge xem 1a dat chuin bao mét cho thong
tin dit liu. Ung dung noi bt ciia ham bam chinh 13 dung trén chit ky s, khi ma chi phi dé tao chir ky
s6 1én toan bd van ban tré nén qua tdn kém, ta co thé tao chit ky s6 chi trén ban tom tat cta dit liéu. Ham
bam ciing duoc dung trong hé théng luu trir mat khau, giup xac thuc ngudi ding nao dang dang nhép
chi bang cach so sanh ma bam ctia mat khau vira nhap voi ma bam mat khau da luu trir trong hé thong.
Ngoai ra hé thdng ciing co the giri mi bam t6i ngudi ding thue dé xac minh rang c6 phai chinh ho dang
dang nhap hay khong. Yéu cdu cua thudt toan bam trong trudng hop nay phai xir Iy nhanh dé phu hop
v&i nhu cau nguodi dung.

2.2. Thudt todn bam bdo mgt SHA-256

Thuét toan bim bao mat biéu didn qua trinh tinh todn mot dit liéu vao thanh dang tom gon cua dit
liéu d6. Thuat toan bam SHA-256 xtr 1y trén dir liéu c6 do rong gidi han trong 2% bit, ban tom tat duoc
tao ra tir SHA-256 lubn ¢ kich thudc goi gon trong 256 bit, 0 bao mat cao phu hop ung dung trong
nhleu hé thong. Hoat dong cua thuat toan bam bao gdm hai budc: tién xir 1y va tinh toan. Budc tién xir
ly tlep nhan dit liéu vao va dém, sao cho dd dai cua dit liéu duge dém 12 boi sb cua 512. Gia st mot tin
nhan M ¢6 d6 dai | bit, qua trinh tién xir 1y s& dém bit “1” vao cudi M cung véi k bit “0” tiép sau do.
Theo tiéu chuan dugc dé ra boi [9], gid tri k 1a nghiém nho nhat cia phuong trinh (1).

| +1+ k=448 mod 512 (1)

Sau khi dém k bit “0”, tién xir 1y s& thém 64 bit d6 dai | tinh theo hé nhi phan vao cudi dé M dat do
dai 14 bdi s6 ctia 512. Mdi doan 512-bit cia M duoc xem la mot block, ngo ra cua budc tién xtt Iy 1a cac
block 512-bit sau khi dém: M®, M@ M@, MO,

O bude tinh toén, cac block M@, M@, M®, ..., M® duoc dua vao lan lugt dé xr Iy. Mdi block 512-
bit M@ s& dugc phan tach thanh 16 word 32-bit My®, M,0...., M1s®, ddng thoi mo rong sb lwong 32-bit
word nay Ién 64 word theo cong thirc sau:

W; = M@ (0<t<1)) 2

W, = ¢256 (Wtz)+Wt7+00 (Whtas) + Weis (16 <t<63) (3)
Theo d6, ham a(x) la mdt ham logic dugc quy dinh trong [9] nhu sau:

08>%(x) = ROTR (x) @ ROTR®* (x) @ SHR® (x) (4)

02%6(x) = ROTRY (x) @ ROTRY (x) @ SHR™ (x) (5)

Cac word Wi nay s& duoc dua vao vong lap dé tinh toan ra cac gia tri trung gian a, b, ¢, d, e, f, g, h
Cac gia tri nay s€ luu gia tri bam cén dé tinh toan cho block ké tiép. D61 vdi block dau tién, cac gia tri
trung gian s& dugc gan bang gia trj bam khoi tao H%, HO,..., HO;. Trong SHA-256, cic gia tri bam
khéi tao dugc chon bang cach 1iy 32 bit dau ctia phan thap phan can bac 2 tam sb nguyén td dau tién
[9].

HO, = 6a09e667 HO, = bb67ae85 HO, = 3c6ef372 HO; = a54ff53a (6)
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HO, = 510e527f HOs = 9b05688¢c HOg = 1f83d9ab H©®; = 5be0cd19

Co 64 vong lap twong tng véi viée tinh toan trén 64 word ctia mdi block. Mbi vong lip thuc thi mot
loat cac phép tinh toan phirc tap trong bang 1.

Bang 1. Thudt toan vong lap xu ly trén tirng word

Input: W,

for (t=0,t< 64, t++)

{
Ti=h+X%%(e) + Ch(e, f, g) + KZ°¢ + W (7
T2 = Y2%(a) + Maj(a, b, ¢); (8)
h=g,g=f,f=e;e=d+ Ty d=c;c=b;b=a,a=Ti1+ Ty 9

b

Output: a, b, c,d, e, f,g, h
Trong d6 cac ham > (x), Ch(x,y,z) va Maj(x,y,z) la cac ham tinh toan logic dugc quy dinh trong [9].

¥.2%6(x) = ROTR? (x) @ ROTR® (x) @ ROTR? (x) (10)
¥256(x) = ROTR® (x) @ ROTRM (x) @ ROTR? (x) (11)
Ch(xy.2) = (xAy) @ (= xA2) (12)
Maj(x,y,2) = (X AY) @ (XA 2) © (YA 2) (13)

Ngoai ra con c6 hang s6 K¢ tham gia vao qua trinh tinh toan ra gia tri bam ké tiép, voi Ki 1a 64 gia tri
trong hé Hexa duoc quy dinh theo chuan [9].
428a2f98 71374491 b5cOfbcf e9b5dba5 3956¢25b 59f111f1 923f82a4 ablc5ed5
d807aa98 12835b01 243185be 550c7dc3 72be5d74 80deblfe 9bdcO6a7 c19bfl74
e49b69cl efbe4786 0fc19dc6 240calcc 2de92c6f 4a7484aa 5ch0a9dc 76f988da
983e5152 a831c66d b00327c8 bf597fc7 c6e00bf3 d5a79147 06ca6351 14292967
27b70a85 2e1b2138 4d2c6dfc 53380d13 650a7354 766a0abb 81c2c92e 92722¢85
a2bfe8al a8la664b c24b8b70 c76c51a3 d192e819 d6990624 f40e3585 106aa070
19a4c116 1e376c08 2748774c 34b0bcb5 391cOcb3 4edB8aada 5h9ccadf 682e6ff3
748f82ee 78a5636f 84c87814 8cc70208 90befffa a4506ceb bef9a3f7  c67178f2
Nhu vay, v6i N block 512-bit sau khi dém, budc tinh todn s& lam cac cong viéc trong bang 2 dé dua
ra gia tri bam cuodi cung.

Bang 2. Thudt todn vong lap xi Iy trén ting block

Input: 512-bit block M®

for (i=1,i<=N, i++)

{
a= H(i'l)o; b= H(i'l)l; c= H(i‘l)z; d= H(i‘1)3; (14)
e = HOD,: f = HED;: g= HDg: h = HE-D;; (15)
64 vong lap Wy
HOy=a+ HDy: HO = b+ HID;: HO, = ¢+ HOD,: HOz=d + HOD,: (16)
HY,=e + HOD,: HOs= f+ HODg: HOg= g+ H0Dg: HO; = h + HOD;; an
}
Output: H = H®N), I H®N), [ HN), I HN), [ HN), I HN)g I HN) I HN), (18)

JTE, Volume 19, Issue 04, 2024 14


mailto:jte@hcmute.edu.vn

JT E TAP CHI KHOA HQC GIAO DUC KY THUAT
Truong Dai hoc Su pham K thuat Thanh pho H6 Chi Minh

HCMUTE Website: https:/jte.edu.vn
ISSN: 1859-1272 Email: jte@hcmute.edu.vn

2.3. Bg dong xie Iy ma bam

Bo dong xtr Iy 1a mot bo xtr Iy bo sung duoc thiét ké dé hd trg cho CPU trong may tinh. Bo dong xir
1y no6i don gian 12 mot mach thuc hién cac tac vu riéng biét nhu ma hoa, xtr Iy s6 hoc dau cham dong,
xtt 1y db hoa, xir Iy tin hiéu, giao tiép I/O véi ngoai vi, muc dich 1a dé giam tai hoat dong cho CPU, ting
hi€u nang h¢ théng, cho phép CPU chi tép trung vao céc tac vu can thiét. Thuat toan bam co ciu trac
thudt toan phuec tap, str dung nhiéu phép bién d6i logic, phép bién d6i toan hoc, 1ap trong nhiéu vong lap
dé cho ra ma bam nén khong thé xem viéc tao md bam nhu mot phan thudc kién tric tap 1énh thong
thuong. Thém vao d6 khi trién khai thudt toan bam bang phan mém s& tiéu ton rat nhiéu thoi gian dé
CPU tim nap lénh tu'orng img, dan dén toc d6 cham va giam tudi tho CPU. Do vay bd dong xu ly ma
bam la giai phap gitp t6i wu téc d6 va tai nguyén cho may tinh. Mot bo dong xir Iy ma bam trién khai
trén phan cing FPGA s& ¢6 kién tric nhu mé ta trong hinh 3.

(PS)
A @ SHA-256 Coprocessor (PL) R
ARM | | [ | cmimimimimim e .
Cortex A9 —— i
X1 = | | B
BUS 8 th
] s =

R
DDR n—p :
Memory e mm i :
\/ - /

Hinh 3. Kién triic b dong xik Iy md bam trién khai trén FPGA [5]

Ty

Trong hinh 3, bd déng xu Iy ma bam nam trong thanh phan logic 1ap trinh dugc (Programmable
Logic - PL) cua FPGA, ket ndi v6i hé thong xur ly (Processing System - PS) la mot chip ARM Cortex
A9 va bd nh¢d DDR thong qua bus AXI (Advanced eXtensible Interface). B dong xtr 1y ma bam trén
thyc hién trén PL, phu hop cho viéc thiét ké phan ctrng linh hoat hon 1a trién khai thanh chip ASIC.

3. Thiét ké hé thong
3.1. So dé khoi toan hé théng

Heé thong thuc hién thuat toan bam bao mat SHA-256 c6 so db khdi tong quat duwge mé ta trong hinh

4 dudi day.

Reset Clk Input Text Message Digest

s 10
132
Count
__-] Input Buffer
length (=== 7.0 buff [63:0] _ e I e B i it Zm(a; L 32
unit T Hil b [—fm2 ’
’,6'1 1512 1256 [ - | K B2 T
Y HO), o | e b fre2 2
Hily 132
Padding unit o, L ( 1 C)
L - e 12564 N /32 - ,3'2
T HO% 1 — 132 ——
P o Bzt Y © |
L 4 Hlg t Ll 132
3 Hi o
[511:0] msg_padded 7 3 = L cherg |2 ,E 9 -
Message h
Preprocessor Digest Register |
512 (256 bit) Compute 132 K, constant an
= biock [-132
emory /L [31:0] K [63:0] L/
Message 32
W_—ffr Scheduler unit 132 1/
Computation

Hinh 4. So d6 khoi tong qudt hé thong thuec thi thudt todn bam SHA-256
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Theo hinh 4, h¢ thong bao gom khdi Preprocessor c6 vai tro dém dit liéu va khoi Computation thuc
hién viéc mo rong s6 lugng word ciling nhu chay vong lap dé tinh toan ra cac gia tri bam. Déi véi khoi
Preprocessor, do budc tién xir 1y can 64 bit do dai | cua dir liéu dé dém nén khbi nay c6 mot bo dém 61
bit dé dém s6 lugng ky tu dugc nhap vao. Dt lidu vao 1a ky tw ASCII 8 bit, mdi khi co mot ky tw duoc
nhép, hé thong s€ luu n6 vao by nhé [7:0]buff[63:0] va dong thoi cling kich hoat bd dém lén. Khi bo
nhé buff day, dir liéu luu bén trong sé& duoc diy ra ngo ra cua khoi Preprocessor va dua vao khoi
Computation, trong tmg v6i mot block duge dua vao dé tinh toan. Khdi Computation c¢6 thanh phan
Message Scheduler ¢am nhan viéc mé rong sb lwong 32-bit word 1&n thanh 64 word va sé& dua cac word
nay vao vong lap dé tinh toan. Cac khdi bén trong hé thong phai hoat dong dong bd véi nhau. Cir mdi
khi mot block duge tao thanh bai khéi Preprocessor sé 1ap tuc dugc dua vao khdi Computation dé tinh
toan ra cac gia tri bam, cac gia tri bam s& dugc luu trong mot thanh ghi 256-bit sir dung cho block tiép
theo. Qua trinh nady cur ldp lai cho tdi khi block cubi cung dugc dua vao tinh todn, hé théng s& xudt cac
gi4 tri bam cudi clng tai ngad ra.

3.2. Thiét ké cac khai bén trong
3.2.1. Khéi Preprocessor

dvalid —]
gﬁum Input Buffer
dlast —— T [7:0] buff [63:0] _
[ —tick

T /512
din —8— 61 -

* +final_block

Padding unit

Clk — - /512 —msg_padded [511:0]
Reset —C, 512

——ready
[511:0] msg_padded

done —

Preprocessor

Hinh 5. Thiét ké top module ciia khéi Preprocessor
Trong hinh 5, khéi Preprocessor gém mot bo dém dung dé dém s6 luong ky tu cua dir li€u vao, mot
bd nhd @€ Iuu dir liéu c6 kich thudce 512bit cling 1a kich thudc cua mot block, mot bd d€m bit “1” va “0”
thuc chat 1a mot may trang thai s€ chuyén doi trang thai dé thuc hién d€m cho phu hop voi dir li¢u dugce
nhap vao. Mo ta chirc nang cia cac chan ngd vao ngd ra dugc thé hién trong bang 3.

Bang 3. Chikc ndng ciia cdc chdn tin hiéu trong khéi Preprocessor

Tén tin hiéu 1/0 Do rong (bit) Chirc nang
clk Input 1 Tin hiéu xung clock
rst Input 1 Tin hiéu reset
din Input 8 Tin hiéu dit liéu vao la cac ky tu ASCII c6 do dai 8 bit.
dvalid Input 1 Tin hiéu bao hiéu ¢ dir liéu duoc nhép vao
dlast Input 1 Tin hiéu bao hiéu ky tu cudi cung cua dir liéu dugce nhap vao
done Input 1 Tin hi€u bao qué trinh tao ma bam da két thuc
tick Output 1 Tin hiéu cho biét da dém xong 1 block
final_block  Output 1 Tin hiéu cho biét block cudi cing da dugc dém
msg_padded  Output 512 Thanh ghi luu trir 1 block 512-bit
ready Output 1 Tin hi€u thong bao khéi dang ranh, san sang nhan dir li€u vao
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Tin hiéu dvalid c6 vai tro kich hoat bd dém bén trong khéi Preprocessor, tin hiéu dlast tich cuc dé
bt dau qua trinh dém. Khi mot chudi ky ta dugc nhap vao co kich thudc 16n hon mét block (512 bit),
bd dém van s& tiép tuc dém cho dén khi dlast tich cuc, lac nay qud trinh dém van chua dién ra, bo nhé
buff khi d day s& tu dong diy ra ngd ra dé dua vao khdi Computation va reset lai buff dé nhan ky tu
tran tiép theo.

3.2.2. Khéi Computation

Khdi Computation bao gdm hai thanh phan con hoat dong ddng bo véi nhau: Message Scheduler va
Compute. So d6 két noi gitra hai thanh phan con nay dugc mo ta trong Hinh 6 duéi day cung vai mo ta
chirc nang cac duong tin hi€u trong bang 4.

W[31:0]
Block [511:0] — /512 —— 132
mi
tick |— /512 —— Digest [255:0]
Message ml c t
final_block Scheduler °m|?t" =
unit U done
clk
rst

Hinh 6. So do két néi giita hai thanh phan con trong khéi Computation

> [31:0]W
w_ctr —>/ \
3

[511: 0] msg_padded [31:0] w_mem [15]

g
N

'y

01256 [31:0] w_mem [14]

[31:0] w_mem [13]
[31:0] w_mem [12]
[31:0] w_mem [11]

[31:0] w_mem [10]

r

[31:0] w_mem [9]
[31:0] w_mem [8]
[31:0] w_mem [7]
[31:0] w_mem [6]
[31:0] w_mem [5]
[31:0] w_mem [4]
[31:0] w_mem [3]

[31:0] w_mem [2]

<>< a>6 [31:0] w_mem [1]

h

[31:0] w_mem [0]
Hinh 7. So d6 thanh ghi dich trong thanh phan Message Scheduler

Thanh phin Message Scheduler c6 vai tro phan tach block 512 bit thanh cac word 32 bit va mé rong
s6 lugng word nay 1én 64 word cho thanh phan Compute tinh toan trong 64 vong lip. Trong hé thong
nay, thay vi str dung 64 thanh ghi 32-bit dé luu trit cac word ta c6 thé giam bét s6 lwong thanh ghi xudng
con 16 thanh ghi va dich 1an luot tirng word sang Compute dé tinh toan nhu hinh 7.
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Bang 4. Chitc ndng cdc dwong tin hiéu két néi trong khoi Computation

Tén tin hiéu 110 D6 rong (bit) Chirc nang
clk Input 1 Tin hiéu xung clock
rst Input 1 Tin hiéu reset
block Input 512 Ngb vio la cac block 512 bit 1y tir kh6i Preprocessor
tick Input 1 Nhan tin hiéu tick ctia khdi Preprocessor dé tich cuc
. Nhan tin hiéu final_block cuia khéi Preprocessor dé tich cuc, thong
final_block Input 1 L 1T O ;
bao block cuoi cung dang duoc dua vao
mi Inout 1 Tin hiéu tich cuc trong sudt qua trinh dich 64 word vao Compute
Tin hiéu tich cuc khi block cudi cung dugc dua vao Message
ml Inout 1
Scheduler
W Inout 32 word 32-bit
done Output 1 Tin hiéu thong bao qua trinh tao ma bam két thic
digest Output 256 Ma bam ngd ra

Dir liéu w[31:0] duwra vao thanh phan Compute dugc chon boi mét bd mux diéu khién bang tin hiéu
w_ctr. Tin hi€u w_ctr thuc cht 1a mot bién dém 6-bit dém tir 0 dén 63 dé chon word tuong tng dua vao
thanh phan Compute. Céc tin hiéu mi va ml cing phdi hop dé bao hiéu cho thanh phin Compute hoat
d6ng va dua gia tri bam tinh toan dugc ra ngd ra khi block cudi ctng di duoc xir 1y xong.

4. Két qua va danh gia
4.1. Két qua md phéng
Kiém tra chirc ning ctia hé théng vira thiét ké thong qua hai testcase duoc mé ta trong bang 5.

Bang 5. XAy dung cdc testcase dé kiém tra chire nang hé thong

Testcase Noi dung kiém tra

Testcase 1 Muc tiéu: Kiém tra tinh chinh x4c vé chirc ning hoat dong cuia hé thong.
Théng s6 dau vao: Tan sé xung clock: 62.5MHz.
Thuc hién:
+ Truyén dit liéu vao véi kich thudc bt ki.

+ Xem xét va kiém tra hoat dong cua hé thdng, tién hanh danh gia két qua.

Testcase 2 Muc tiéu: Kiém tra do nhay cua hé théng v6i cac dit lidu dau vao co su khac biét rat nho.
Théng s6 dau vao: Tan sb xung clock: 62.5MHz.
Thuc hién:
+ Truyén hai dit liéu vao riéng biét chi c6 1 ky tu khac biét.

+ Xem xét va kiém tra hoat dong ciia h¢ thong, tién hanh danh gia két qua.

4.1.1. M6 phong testcase 1

Chudi ky tu nhu hinh 8 dugc dua vao hé théng, ta duoc dang séng ngd ra trong hinh 9.

Ho Chi Minh City University of Technology and
Education is a distinct one. This is the first
university to train technical teachers, the leading
university in the national Technical Education system,
with a long history and formation and development.

Hinh 8. Di liéu ngé vao ciia testcase 1
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Khoang théi gian nay ready tich cwe nhung
dvalid khéng tich cue, tire hé théng sén
sang nhan dir liéu nhwng khéng co dir liéu Hé thdng dang tinh todn méa bam,

nao nhap vao tick 1én murc 1 méi khi mét block dwgc hoan thanh khong cho phép nhan di li¢u vao

bam két thic
|

Qua trinh 1‘30 ma

Ma bam clia dir ligu AN K
Y 7| dlast tich cyc bao higu ky ty || Block cudi ciing
{_dvalid tich cc, hé théng nhan dit igu vao | | cudicing duoe nhapvao || duoc dua vao

Hinh 9. Dang séng cua testcase 1

Ban dau khi chua c6 dit liéu vao, hé théng 0 trong trang thai cho voi tin hi¢u ready muac 1 cho dén
khi dvalid tich cuc thong bao c6 ky tu duwgc nhép vao. Luc nay bd dém tiép nhén va luu trir dir liéu vao,
khi b dém day, dir liéu s& duoc dich sang khdi Computation dé tinh toan, lac nay tin hiéu tick tic dong
thong bao c6 mot block duoc dua vao xir Iy. Qua trinh tiép nhan va dich dién ra tiép tuc cho tdi khi dlast
tich cuc, ltc nay ky tu cubi cing da dugc nhap vao va hé thong bat dau qua trinh Tién xir 1y. Qu4 trinh
tao ma bam két thuc khi tin hiéu done 1én mire 1, tin hiéu ready ¢ mirc O trong subt thoi gian h¢ théng
tinh toan mi bam dé khong cho phép dit liéu méi nao duge nhap vao. Ready 1én mirc 1 tréd lai sau khi
qua trinh tinh toan két thic. Pé kiém chung gia tri bam duogc tao ra c¢6 chinh x4c v6i chuin thuat toan
bam bao mat SHA-256 hay khong, ta so sanh két qua & ngd ra véi gia tri bam SHA-256 dugc tao tir cira
s6 Command Prompt h¢ diéu hanh Windows 10 nhu trong hinh 10.

0 - Machine is ready

200000 - Start receiving data
relaunch_sim: Time (s): cpu = 00:00:02 ; elapsed = 00:00:06 . Memory (MB): peak = 853.023 ; gain = 0.000

run 3 us
1224000 - Completed 1 block
2248000 - Completed 2 block
3272000 - Completed 3 block
run 3 us

4184000 - Received final data

4200000 - Machine is busy

4296000 - Completed

5320000 - Completed

6344000 - Completed generation SHA-256
Total length: SEs
Digest value SHA—2564 ba9d1d51568d8d450abdec23c7e28e123%abfccabfd0695377ee9151447£2daSt

6360000 = Machine 1s ready

o

block
block - The last block

w

Command Prompt

9151447f2da5f

(b)
Hinh 10. (a) Ma bam ngé ra ciia hé thong va (b) Gid tri bam chudn ciia SHA-256

Tir hai két qua trén c6 thé thay hé thong da tao ra ma bam dung véi chuan cua thuat toan bam bao
mat SHA-256.
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4.1.2. M0 phong testcase 2

Pua vao hé thong 2 chudi ky tu nhu hinh 11, chi khac nhau ky tu cubi cing dé kiém tra tinh chat
phan biét ciia ma bam do h¢ thong tao ra, xem xét va danh gia hai ma bam trong hinh 12.

Prior to the national reunification, Technical Education
schools existed only in South Vietnam. Following the
liberation, the need for technically skilled workers and
scientific and engineering officers became extremely urgent.
The state hurriedly organized, arranged, took over, and
restored the operation of colleges and universities in the
newly liberated South, creating the novice Technical
Education system of our country. The predecessor of HCMC
University of Technology and Education, which was born into
the former South regime, continued to develop in the new
government. Over its evolution HCMUTE has been upgraded and
merged with other schools; thus, our University has been
renamed multiple times. With its diverse, various, and
distinct features in terms of facilities, personnel,
programs, training contents and levels, etc., HCMUTE has been
bringing out its pre-eminent position in the country’s
education system, proving the maxim “to have good workers,
good teachers are neede()'

(@)

Prior to the national reunification, Technical Education
schools existed only in South Vietnam. Following the
liberation, the need for technically skilled workers and
scientific and engineering officers became extremely urgent.
The state hurriedly organized, arranged, took over, and
restored the operation of colleges and universities in the
newly liberated South, creating the novice Technical
Education system of our country. The predecessor of HCMC
University of Technology and Education, which was born into
the former South regime, continued to develop in the new
government. Over its evolution HCMUTE has been upgraded and
merged with other schools; thus, our University has been
renamed multiple times. With its diverse, various, and
distinct features in terms of facilities, personnel,
programs, training contents and levels, etc., HCMUTE has been
bringing out its pre-eminent position in the country’s
education system, proving the maxim “to have good workers,
good teachers are neededf)

(b)

Hinh 11. Dit liéu () va (b) khdc nhau & ky tir cudi cing

Module SHA-256 Module SHA-256

lock - The last block

106 . Memory (MB): peak = 881,78 relaunch_sim:

)6£640565430a562b2040a5754839567|  Digest value SHA-2

7 . Memory (MB): peak = 881.78!

eived final data
hine is busy
Completed 16 block - The last block

Completed generation SHA-256

Total length: 1001

26 deebl40308ead70e5felefSbeeddfd4aS1lbab59504784e6£7dE7 Jﬂlfl
Tine 15 ready

(b)

Hinh 12. Ma bam (a) cua dit liéu thir nhdt va ma bam (b) ciia dit liéu thir 2

So sanh hai ma bam c6 thé d& dang nhan thiy ching c6 su khac biét rd rét mic du dir lidu gbe ¢ ti

1¢ gidng nhau 13 99%.

4.2. Tai nguyén si dung ciia hg thang

Cac thong s6 tai nguyén st dung va cong suit tiéu thy trong hé théng thyc thi thuét toan bam SHA-
256 thiét 1ap cua bd FPGA Board Zybo Z7-02 (xc7z020clg400-1) dugc tong hop lan luot trong bang 6,

va bang 7.
Bang 6. Thong s 1di nguyén ciia hé thong thuc thi thudt todn bam SHA-256
Site type Used Available Utilization
Number of LUTSs 2568 53200 4.83%
Number of Slice Logics 2504 53200 4.71%
Number of Registers 1347 136400 1.27%
Number of slice Logic 1345 136400 1.26%

R® rang, cong suit cua hé thong khi thyc thi duoc do boi phan mém 1a twong ddi thap nhu trong bang
7. Hé thdng hoat dong tdt trong diéu kién nhiét do phong binh thudng. Theo 1y thuyét, hé thong xir 1y
mot block 512-bit trong 64 chu ky xung clock. Pdi véi hé thong dugce thiét ké & day can 65 chu ky xung
dé xtr 1y, trong d6 b tinh toan can 64 chu ky xung dé tinh toan ra cac gia tri bam Ho, Hy,..., tir khi bat
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dau nhén block dir liéu 512-bit tir bg tién xi 1y, va can thém chu ky 1 xung d¢ dich céc gia tri ndy vao
cho viéc tinh todn trong vong lap tiép theo. Tur d6, so0 li€éu vé Throughput dugc tinh toan dudi day:

Block size x Clock frequency 512x 625

Throughput = = 492.3 Mbps (19)

Clock cycles per block 65

Bang 7. Thong 56 cong sudt tiéu thu va diéu kién hoat dong

Total On-chip Power (W) 0.027
Dynamic Power (W) 0.020
Static Power (W) 0.007
Max Ambient (°C) 83.5
Junction Temperature (°C) 26.5

Bang 8 S0 sanh chi tiét cac thong sd tai nguyén ciia hé thong da thiét ké vai mot s6 nghién ciru SHA-
256 da dugc cong bo.

Bang 8. So sdnh théng sé thiét ké véi cdc nghién ciru khdc

Clock frequency  Clock cycles  Throughput

Design Device (MH2) per block (Mbps) Slice
SHA-256 Zybo Z7-02 62.5 65 492.3 762
SHA-256 [10] XC\\//i?EE)e(;(E-S 88 73 617 1261
SHA-256 [11] Virtex-Il 73.975 38 996.7 2032
SHA-256 [2] Virtex-5 64.45 280 117.8 139
SHA-256 [12] Virtex-4 170.75 65 1344.98 610

Dua theo bang 8 so sanh thong so thiét ké voi cac nghién ctru khac c6 thé thay:

- Nghién ctru [10], [11], [12] s6 liéu throughput 16n hon nhiéu so véi thiét ké ciia chiing t6i Vi céc
nghién ctru ndy tap trung vao xu ly trén tan s6 cao, toc do nhanh. Tuy nhién di kém theo d6 la tai
nguyén ve slice 16n hon, ton nhiéu dién tich hon.

- Nghién ctru [2] ¢ s lugng slice nho cho thay tdi uu \{é mat dién tich, song so sanh sb liéu
throughput khong mang lai vu di€m vé toc d6 nhu thiet ke ctua chiing t6i da dat duogc.

Nhu vy, thiét ké dat yéu cau vé toc do va dién tich, co thé phu hop voi hé théng IoT nhu d3 dé cap
trong phan giéi thiéu. Hé thong thiét ké van con tiéu tén nhiéu tai nguyén hon so vdi cac nghién ciru
SHA-256 khac da cong bé. Mt bang chung, hé thong hoat dong duoc véi tan sé clock trung binh
62.5MHz, xir ly trén mét block can 65 chu ky xung nhip, throughput khoang 492.3 Mbps. Mat khac, cac
nghién ctru dugc d¢ cép trong bang 8 sir dung nhiu ky thuat mai dé toi uu tot thiét k&, giam thiéu tiéu
ton tai nguyén, tan so hoat dong cao va thong luong nhi€u hon.

5. Két luan

Tom lai, théng qua danh gia két qua moé phong va danh gia dua trén cac thong sb tai nguyén, cong
suét, cho théy hé théng thyuc thi thuat todn bam bao mat SHA-256 cia chung t6i hoat dong dung chure
ning tao ra ma bam theo tiéu chuan NIST dé ra cho SHA-256, ban tom tat dugc tao ra c6 kha niang phan
biét giita hai dir li¢u vao khac nhau. H¢ théng hoat dong dugc tai tan s6 62.5MHz véi tai nguyén sir
dung ¢ muc hop ly. Cong sudt hé théng thip, phu hop ¢ de tich hop trén mot bo dong xir Iy ma hoa. Tuy
nhién, mot hé thong thuc thi thudt todn bam, yéu cau vé toc do va tai nguyén sir dung luén duoc dé cao.
Do d6 thiét ké can ap dung thém cac k¥ thuat déc biét nhu stir dung kién trac pipeline hodc k¥ thuét can
bang d6 tré dé t6i wu vé tde do va tai nguyén hé thong.

Xung dot lgi ich

Céc tac gia tuyén bd khong c6 bat ky xung dot loi ich nao trong bai bao nay.
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