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1. Introduction

With the exponential growth of the number of wirelessly connected devices towards the Internet of
Things (10Ts), cyber security has become one of the most important issues that need to be tackled along
with conventional problems like spectral efficiency (SE) and energy efficiency (EE) [1]. Yet, another
problem is how to scale up the EE of the networks since the number of connected devices is ultra-large.
To overcome such an issue, a recently proposed technique called simultaneous wireless information and
power transfer (SWIPT) has been considered a promising solution since it allows devices to operate
without connecting to the electrical grid thus ameliorating the EE of the networks [2]-[4]. To realize
such advanced techniques, three popular protocols have been proposed in the literature such as time
switching, power splitting, and antenna splitting protocols. The last approach, however, requires at least
two antennae at the receiver while the first two methods require only a single antenna combined with
the power splitter and switching circuits. On the other hand, relaying networks has proven itself as one
of the most effective ways to enhance the SE of the networks. Particularly, by shortening the
transmission distance combined with advanced signal processing such as decode and forward (DF) and
amplify and forward (AF) protocol. The system reliability will significantly improve.

The performance of the EH-enabled relaying networks was investigated in [5]-[11]. Particularly, Tan
and other authors studied the performance of the full-duplex relaying networks under the imperfect
channel state information (CSI) [5]. A novel architecture and trade-off between rate and energy was
investigated in [6]. Kashef et. al. derived the optimal partial relaying selection in the EH-enabled
networks [7]. The system-level performance of the SWIPT-enabled cellular networks was addressed in
[8]. The impact of co-channel satellite-terrestrial full-duplex relaying networks was given in [9] while
the outage probability (OP) of power splitting-based cooperative cognitive radio networks (CRNs) was
derived in [10]. The OP performance of the incremental underlay CRNs with imperfect CSI was
provided in [11].
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Different from the above-mentioned works, in the present paper, we study the security aspects of
EH-enabled relaying networks. Particularly, we consider the SWIPT-based networks via the time-
switching protocol. The main contributions and novelties of this manuscript can be drawn as follows:

1. We consider a multisource half-duplex SWIPT-enabled relaying network based on the time-
switching protocol.

2. We adopt both maximal ratio combining (MRC) and selection combining (SC) diversity
techniques at the eavesdropper to take advantage of multiple available replicas of the main link
signals.

3. We derive the intercept probability (IP) of the considered systems in the closed-form expression.

4. We confirm the correctness of the analytical framework with Monte Carlo simulations and find
out the impact of some main parameters on the performance of the IP.

2. System model

Let us consider an EH-enabled relaying network as shown in Fig. 1. It comprises M sources having
information to transmit to the destination D. Owing to the long transmission distance, the direct
transmission from all S to D is not available. They can only exchange information via the help of relay
R. Nonetheless, the relay is not connected to the power grid, it simply counts on the harvested energy
from the source node. The whole transmission is taken place in three phases. In the first and second
phases, the source that has the largest channel coefficient to relay R is selected to transmit. At the relay,
in the first phase, it will harvest energy from the incoming signals sent by the selected source. It, then,
in the second phase will decode information from S. In the last phase, the relay employs amplify-and-
forward (AF) protocol to amplify and forward source signals to the destination as illustrated in Fig. 2.
The considered network also comprises an active eavesdropper denoted by E who attempts to wiretap
the secure information in the main link. All nodes are equipped with a single antenna. We also consider
block fading where the fading is stable for the whole transmission but varies between transmissions.
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Figure 1. System model
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Figure 2. Time splitting protocol
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In the first transmission phase, the received signal at the relay can be given by
yr = thRXsh + nr (1)
where be(1,2,..,M); x4 is the transmitted signal at the source, n is the additive white Gaussian noise
(AWGN) with variance No and E{|xsb|2} =P, , E{e}: is the expectation operator, P, is the transmit

power of the bth source). h, . is the channel coefficient from the selected source to the relay. The
harvested power at the relay R can be obtained as:

2
_E,_naTRjhge| -
" A-a)TI2 (1-a)T/2 ®

h [ )

S:R

where K'Zfﬂ and 0<n <lare the shorthand and the energy conversion efficiency which takes into
-

account the energy loss by harvesting circuits and by decoding and processing circuits. T is the whole
transmission duration and |thR|2 is the channel gain from b-th source to the relay. The received signal at
the eavesdropper from the source and relay in the second and third phases are given as follows:
y2 = heeX, + nZ, @
Y2 =hex +nd
where he., h, . are channel coefficient from the relay and selected source to the eavesdropper; ng,ni
and Nn; are the zero-mean AWGN with the same variance No, and E{|x,|2} =P.

Since the AF protocol is considered, the relay will amplify the source signals and forward them to the
destination with the following amplification factor [12]

X P
petm |t — 4
Ye APy el + N, @

From (3) and (4), the received signal at E in the third phase can be rewritten by

yg =hee BY, + né
= hREﬂ[thRXSb +n, ] + né

2 (5)
= thRXSb hREﬁ+ hREﬂnr +Ng
signal noise
Hence, the signal to noise ratio (SNR) at E in this phase can be obtained by
. 2 2 2 2
CE{signall’} Ry el B Ry el el o] el
= — 2) 2 - - 2 6
E{|no|se| } e [ 87N, + N, e[ NO+N72 K |hee|” +1 (6)
Here ¥ =P, /N,, after some manipulations and using the fact that No<<Pr, we have
2 2
2 Psbpr thR |hRE|
D~ 2 2 (7
Ihee| PN, + Py || N
the SNR at eavesdropper in the second phase is computed as
2
re="Y hst (8)
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Since the E receives two versions of the transmitted signals sent by S. It, as a consequence, can
employ different receiver technigues to maximize the wiretap chances. More precisely, two popular
receiver techniques, namely, maximal ratio combining and selection combining are used in the present
work?.

The best source Sy is selected to maximize the end-to-end (e2e) signal-to-noise-ratio (SNR) at the
destination to maximize the system performance. The criteria to choose the best source are given below

2

Q= b:ﬂ?fM ( hs = ) C))
Here the cumulative distribution function (CDF) of «, is given as [13]

M M
F, () =D (-D)"Cy xe ™ =1+ (-)"C}, xe™*™ (10)

n=0 n=1

|

where Cj, =ﬁ and 4, are the mean of a random variable (RV) «,. The corresponding

probability density function (PDF) of @, is then given as [13]

M =

f, (X) =24 D (-1)" Cj_ M xe 42 (11)

n=0

N

Intercept probability (IP) analysis

The IP of the system is defined as the probability that the eavesdropper successfully wiretaps the secure
information from the source to the destination. Mathematical speaking, it is formulated as [14]

IP:Pr(;/LF >7m) (12)
where ,, is the predefined threshold of the system and i € (MRC,SC).

3. The System Performance
3.1. MRC diversity technique
In this technique, the e2e SNR at E is given as following with the help from (7) and (8)

aow
MRC _ 2 L .3 2
Vae T Ye TV K, +1 @y (13)

where @, =|hRE|2 , @y :‘hSJE‘Z . Substituting (13) into (12), the IP, under the MRC technique, is given
as [15]

kY o,

IPoe =1-Pr
MRC ( K, +

+Ya, < %hJ
Tth (14)

=1-Pr(X+Y <y, ) =1- [ B (r = ¥)x f, (Y)dy
0

where X =%f12, and Y =Wa,. Next, we are going to derive the CDF of X and PDF of Y as
K,

follows:

LIt is noted that relying on the applications and/or cost, one can consider either MRC or SC scheme. In
particular, if reliability is preferred, the MRC is a better choice. On the other hand, if reliability is not the highest
priority but the cost, i.e., the receiver is a low-cost device, a SC scheme should be considered in this circumstance.
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Fe(X) = Pr("l}""l“’2 j Pr[ (o, +1)j
ko, +1 o, (15)
_Pr(a)l <$+K‘I’w2j _([F@( jx f, (0)dw
By using (10), (15) can be rewritten as
M
Fe () =1+ (-1)"Cy, x 4, exp[ ]jexp[ L /lza)jdw (16)
n=1
where 4, is the mean of RV @,. With the help of [16, 3.324.1], F, (x) is derived as
M
Fi(0=1+2) (-1)'C) x /% xexp[—%jx Kl(z /ﬂli’z;x] (17
where K; () is the modified Bessel function of second kind with 1" order.
On the other hand, the CDF of Y can be computed by
F(y)=Pry <y)= Pr(‘Pa)3 <y)= Pr(a)3 <%j 1- exp( ﬂgyj (18)
where 4, is the mean of RV ;. Hence, the PDF of Y can be obtained as
oF,
)= F o2 (19)
Finally, substituting (17) and (19) into (14), the IR can be claimed by
M
N 22(—1)"0& Aty ’({171;“ y) .
th ) _ y
IPype =1-2 exn(—jdy 20
B I Xexp( AN(ry y)) A v %0
94
3.2. SC diversity technique
Under the SC technique, the end-to-end SNR at E is given as [17]
e :max(yé,y;):max("‘*""la’z,\pwg]:max(x,v) (1)
ko, +1
The IP, in this case, can be calculated by
IP =1-Pr (73 <7y )=1-Pr(max(X,Y) <7,)
=1-Pr(X <7y )Pr(Y <7y) (22)
=1-F (7)< K (7)
Using the results from (17) and (18), the IP,. can be obtained as
M
IP, =1—{1+ 2> (-1)"Cl % /%xexp( AN 7‘hj ( /U?””“ J} (1 exp( Al D (23)
n=1

Remark 1. By direct inspection (23), we observe that increasing y,, will monotonically decrease the IP

since both terms {1+2i(—1)”cpﬂ x ’mxexp(—m]x Kl[z /MJ} and [1 exp[ A7 D
n=1 KIP \P KlP
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are getting larger and approaching 1. For the MRC scheme, we experience the same trend since scaling
up 7, will increase the integration thus reducing the IP. Regarding the impact of A, on the IP under the
SC scheme, we experience that raising A, will obviously decline the IP. By inspecting (20), a similar
conclusion about the impact of 2, on the IP under the MRC scheme can be drawn.

4, Numerical Results and Discussion

Here, the effects of v on the IP are shown in Fig. 3 with y=5 dB, p=0.5, R=0.5, and 1. As shown in
Fig. 3, we can see that the IP is a monotonic increasing function with respect to (w.r.t.) y. Additionally,
we observe good agreements between the derived mathematical framework and Monte-Carlo
simulations. It is obvious that the MRC scheme is better than the SC scheme. However, the gap between
the two schemes is minor under the figure setup. It is noted that the impact of the transmit power of the

source node Psor (‘P = ;—Sj on the performance of the IP is considered the most important. The rationale
0

behind this statement is that the higher the transmit power of the source, Ps, the higher the SNR from

the source to the eavesdropper, »Z. Second, as the transmit power of the relay is proportional to the

transmit power of the source node, it signifies that the higher the transmit power of the source node the

better the SNR from the relay to the eavesdropper as well. Finally, since the e2e SNR at the eavesdropper

is the combination of two SNRs, i.e., MRC or SC diversity techniques. It, as a result, significantly

improves the intercept probability of the eavesdropper.
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Figure 3. IP versus w. Figure 4. IP versus o.

Fig. 4 addresses the performance of the IP as a function of the time switching ratio . It is expected
that the IP is a parabola function since increasing o will improve the transmit power of the relay thus
scaling up the IP performance. Nonetheless, if a approaches 1, it means that the amount of duration for
information decoding is little. As a consequence, the probability that eavesdropper successfully wiretaps
the secure information is smaller. It is certain that the IP of the MRC scheme is always higher than the
counterpart. The rationale behind this statement is that the MRC is defined as the sum of yZ,72, i.e.,

vt +y% while the SC refers to the maximum of these RVs. It is certain that the sum of two RVs will
always be greater than the maximum, i.e., 72 +y2 >max(y2,72).

Fig. 5 investigates the performance of the IP w.r.t. the number of source nodes M. It is evident that
the larger the number of source nodes the higher the intercept probability. This can be explained that the
higher the number of sources the better the channel gain to both relay and eavesdropper thus degrading
the security aspect of the system. We see again that the analytical framework aligns with the Monte-
Carlo simulations and the MRC outperforms the SC scheme.
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Figure 5. IP versus M. Figure 6. IP versus y.

Fig. 6 stretches the performance of the IP regarding yu. We experience that IP is a monotonic decrease
function w.r.t. the predefined threshold. This can be straightforwardly elaborated from the definition of
the IP that the higher the yx the smaller the IP. Nonetheless, this is beneficial for the system from the
viewpoint of the security aspect.

5. Conclusions

In this paper, we presented the multisource half-duplex relaying network employing the time-
switching protocol. The intercept probability (IP) of the system model with maximal receiver ratio
combining (MRC) and selection combining (SC) was derived in the integral-form and closed-form
expressions. The Monte Carlo simulations were given to study the correctness of the developed
framework and to unveil the impact of some vital parameters on the system performance. We revealed
that among all parameters, the transmit power of the source node has a larger impact on the performance
of the IP. Particularly, the IP had already approached one when ¥ approximately 8 dB. Additionally,
the IP is a parabolic function w.r.t. the time switching ratio, and the maximum is attained at « around
0.3. The paper can be extended in several directions such as reconfigurable intelligent surfaces, Fountain
codes, LoRa networks, and covert communications.
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