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1. Introduction

In the realm of digital security, the role of security protocols, especially key agreement protocols, is
paramount. These protocols are the cornerstone of secure communication in an increasingly
interconnected world, where data transmission often occurs over potentially insecure networks [1] [2].
Central to cryptographic key management systems, these protocols facilitate entities in establishing
shared secret keys, which are essential for safeguarding subsequent communications. The authors in [3]
investigate into the analysis and verification of hierarchical identity-based authenticated key agreement
(HIB-AKA) protocols, employing advanced tools like Scyther and Tamarin for a comprehensive
evaluation.

The landscape of security protocol research is diverse and evolving. Studies exploring identity-based
authenticated key agreement protocols within the Diffie-Hellman family, particularly those enabled by
Weil or Tate pairings, have shed light on intricate issues related to protocol design and security [4]. In
the wake of emerging quantum computing threats, research focusing on lightweight lattice-based secure
systems for authenticated key agreement protocols has gained prominence. These studies underscore the
urgency for protocols that are not only secure but also efficient in the post-quantum era [5].

The Scyther tool [6] [7] [8] has emerged as a pivotal resource in the verification of security protocols.
Its comprehensive approach to analyzing and falsifying security protocols has been instrumental in
advancing our understanding of protocol vulnerabilities and strengths. In parallel, the Tamarin prover
[9] [10] has been recognized for its robust capabilities in the symbolic analysis of security protocols. Its
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application extends to a variety of complex protocol scenarios, demonstrating its versatility and depth
in handling intricate security properties [11].

The introduction of Tamarin represents a significant leap in the field of security protocol verification.
This novel framework pushes the boundaries of automation in state-of-the-art verification approaches,
offering new perspectives and methodologies in protocol analysis. Furthermore, the Tamarin prover's
ability to formalize a broad spectrum of protocols, adversary models, and properties, particularly in
large-scale, real-world scenarios, marks a milestone in cryptographic protocol verification [12].

A notable advancement in the field is the development of a method that synergizes model learning
technology with the Tamarin tool. This approach, aimed at verifying the security properties of finite-
state machine (FSM) models derived from protocol implementations, addresses critical challenges in
detecting logical errors. It marks a departure from traditional reliance on expert experience for
compliance rule extraction, paving the way for more streamlined and accurate protocol verification
processes [9].

This paper is structured to provide a comprehensive exploration of these themes. Section 2 presents
a theoretical comparison, introducing essential verification tools such as Scyther and Tamarin, and
discusses their significance in the contemporary security landscape. Section 3 details the directions and
emerging trends of security tools and suggests directions for future research in the field of security
protocol verification. Finally, Section 4 concludes the paper, summarizing the key findings, discussing
the implications of our research.

2. Scyther, Tamarin: the comparison

Transitioning from the introduction to this section, we now focus on the foundational aspects of our
study. This session is divided into three essential subsections, each dedicated to a significant tool in the
field of security protocol analysis: the Scyther Tool and the Tamarin Prover. The first subsection is
centered on the Scyther Tool, a key instrument in the verification and analysis of security protocols. We
will explore its methodology, distinctive features, and its varied applications in both industrial and
academic settings. Additionally, we will discuss its strengths and limitations to provide a comprehensive
understanding of the tool's impact in the realm of security protocol analysis. Following our exploration
of the Scyther Tool, the subsequent subsection will focus on the Tamarin Prover. We will examine
Tamarin's unique approach to the symbolic analysis of security protocols, its capabilities, and its diverse
applications. This analysis aims to shed light on how the Tamarin Prover contributes to and advances
the verification and analysis of security protocols. Finally, the comparison between these tools have
been draw with the detail of pros and cons.

A. The Scyther Tool
Detailed Analysis of Scyther's Methodology and Features.

The Scyther tool represents a significant advancement in the field of security protocol analysis.
Developed with a focus on user-friendliness and efficiency, Scyther employs a unique methodology that
sets it apart from other verification tools. Its core is based on a pattern refinement algorithm, which
allows for the concise representation of (infinite) sets of execution traces. This algorithm is instrumental
in assisting the analysis of classes of attacks and possible protocol behaviors, or in proving correctness
for an unbounded number of protocol sessions.

Scyther's methodology is grounded in the Dolev-Yao intruder model, a widely accepted approach in
security protocol analysis. This model assumes that the intruder has complete control over the network
but cannot break cryptographic primitives. Scyther leverages this model to simulate potential attacks
and identify vulnerabilities within the protocols. The tool's ability to handle unbounded verification with
guaranteed termination is a notable feature, enabling it to provide conclusive results on the security of
protocols under analysis.

Case Studies and Applications in Various Contexts.

Scyther has been applied successfully in a variety of contexts, demonstrating its versatility and
effectiveness. It has been used in both academic research and industry to analyze and verify the security

JTE, Volume 19, Special Issue 01, 2024 44


mailto:jte@hcmute.edu.vn

JTE JOURNAL OF TECHNICAL EDUCATION SCIENCE
Ho Chi Minh City University of Technology and Education

HCMIUTE Website: https:/jte.edu.vn
ISSN: 2615-9740 Email: jte@hcmute.edu.vn

of numerous protocols. For instance, Scyther has been instrumental in the analysis of industrial security
protocols like IKE (versions 1 and 2) and ISO/IEC 9798. These case studies have shown Scyther's
capability to handle complex protocols and provide valuable insights into their security properties. In
academic settings, Scyther has been used as a teaching tool, helping students understand the intricacies
of security protocols and their analysis. Its intuitive interface and graphical representations of protocol
interactions make it an effective educational tool.

Strengths and Limitations.

One of Scyther's primary strengths is its user-friendly interface, which lowers the barrier to entry for
those new to security protocol analysis. Its automated nature allows for quick and efficient analysis,
saving time and resources. Additionally, Scyther's ability to handle unbounded verification and provide
conclusive results adds to its reliability and effectiveness. However, Scyther is not without limitations.
While it excels in the analysis of certain types of security properties, such as authentication and secrecy,
it may not be as effective in dealing with more complex properties like non-repudiation or certain types
of denial-of-service attacks. Furthermore, its reliance on the Dolev-Yao model, while beneficial in many
cases, means that it may not account for certain real-world considerations, such as physical attacks or
side-channel attacks. In short, the Scyther tool stands out as a powerful and user-friendly tool for the
analysis of security protocols. The methodology, applications, strengths, and weaknesses of this
approach underscore its importance in the domain of security protocol analysis, rendering it an
invaluable resource for researchers, security professionals, and educators alike. By providing a
comprehensive and automated approach to protocol verification, Scyther contributes significantly to the
understanding and strengthening of security protocols in various digital communication environments.
As with any tool, its effectiveness is maximized when users are aware of its scope and limitations,
ensuring that it is applied appropriately within the context of a broader security analysis strategy. The
following diagram illustrates the key aspects of the Scyther Tool, including its methodology,
applications, strengths, and limitations. It provides a clear representation of how the tool functions and

is utilized in various contexts.
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Figure 1. Overrall key aspects of Scyther.
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Language.

The Scyther tool uses a specialized language for specifying security protocols, known as the Scyther
Specification Language (SSL). This language is designed to be simple yet expressive enough to define
various aspects of security protocols, including roles, messages, and cryptographic operations.

Key Features of SSL:

1. Role-Based Specification: Protocols are defined in terms of roles (like initiator, responder) and
their interactions.

2. Message Format: Messages are defined using a straightforward syntax that describes the
composition of messages sent and received.

3. Cryptographic Constructs: Common cryptographic operations like encryption, decryption, and
hashing are supported.
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4. Variables and Constants: The language allows the use of variables (for dynamic values like
nonces) and constants (for static values like keys).

To be clearer, considering an example is of the Needham-Schroeder Public Key Protocol using the

Scyther Specification Language (SSL). This protocol is designed for establishing a secure
communication channel between two parties, identified as | (Initiator) and R (Responder), by
exchanging nonces (random numbers) to verify each other's identity and establish shared secrets. Let's
break down the example:

Protocol Definition:

e protocol ns3(l, R) {...}: Defines a new protocol named ns3 with two roles, | (Initiator) and R
(Responder).

Role I (Initiator):

1. fresh ni: Nonce;: Initiator generates a fresh nonce ni.

2. var nr: Nonce;: Declares a variable nr to store the nonce received from the Responder.

3. send_1(I, R, {ni, I}pk(R) );: Initiator sends a message to Responder, containing the nonce ni and
its identity I, encrypted with Responder’s public key pk(R).

4. recv_2(R, I, {ni, nr}pk(l) );: Initiator receives a message from Responder, containing the original
nonce ni and Responder's nonce nr, encrypted with Initiator's public key pk(l).

5. send_3(l, R, {nr}pk(R) );: Initiator sends back the nonce nr received from Responder, encrypted
with Responder's public key pk(R).

1 Scyther results : verify X |W3 Scyther: noname.spdl

File Verify Help
1 protocol ns3(I,R)
role I
{

fresh ni: Nonce;
var nr: Nonce;

send_1(L,R, {ni,I}pkR) );
recv_2(R,1, {ni,nr}pk() );
daim(I,Running,R,ni,nr);

o R
send_3(LR, {nr}pkR) );

daim(I,Secret,ni);
daim(I,Secret,nr);
daim(I,Alive);

EABEYR R AU R BN R R EERN BN nEEREBoouanswn
§
)

~

Done.

Figure 2. Scyther laguage and input/output
The Initiator then makes several claims about the protocol's security properties, such as secrecy of

nonces, aliveness, agreement, commitment, and synchronization.

Role R (Responder):
1. var ni: Nonce;: Responder declares a variable ni to store the nonce received from the Initiator.
2. fresh nr: Nonce;: Responder generates a fresh nonce nr.

3. recv_1(1, R, {ni, IFpk(R) );: Responder receives the first message from Initiator, decrypts it to get
Initiator's nonce ni and identity 1.
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4. send_2(R, I, {ni, nr}pk(l) );: Responder sends a message back to Initiator, containing the received
nonce ni and its own nonce nr, encrypted with Initiator's public key pk(l).

5. recv_3(l, R, {nr}pk(R) );: Responder receives the final message from Initiator, containing the
nonce nr.

The Responder also makes similar claims about the protocol's security properties.
Security Claims:

e claim(...);: These statements are used to assert various security properties like secrecy (nonces are
not known to others), aliveness (other party is active), agreement (both parties agree on the
nonces), commitment (a party is committed to a session), and synchronization (nonces are
synchronized between parties).

This protocol aims to securely establish a shared secret between the Initiator and Responder, ensuring
that both parties are who they claim to be. The claims are used to verify the security properties of the
protocol using the Scyther tool. The result is presented in Figure 2 that shows the number of attacks can
affect the protocol.

Furthermore, Scyther can trace attacks by presenting graphs, as demonstrated in Figure 3

Run #2

Bob in role I

I -> Bob
R -> Eve

Fresh niff2

Var nr -> nr#l

send_1 to Eve
{ ni#2,Bob }pk(Eve)

Initial intruder knowledge

Run #1
Alice in role R

I -> Bob
R -> Alice

Fresh nr#1

Var ni -> ni#2

recv_1 from Bob

{ nif#2,Bob )pk(Alice)
send 2 to Bob

{ ni#2,nr#l )pk(Bob)

recv_2 from Eve
{ ni#2,nc#l }pk(Bob)

Figure 3. Attack claims in Scyther
B. The Tamarin Prover

Capabilities and Design. The Tamarin Prover is a sophisticated tool for security protocol verification,
supporting both falsification and unbounded verification in the symbolic model. It employs multiset
rewriting systems for protocol specification, defining a labeled transition system. The state of this system
includes a symbolic representation of the adversary’s knowledge, network messages, information about
freshly generated values, and the protocol’s state. Tamarin also supports the equational specification of
cryptographic operators, such as Diffie-Hellman exponentiation and bilinear pairings, enhancing its
capability to model complex cryptographic scenarios.[10]

Case Studies and Applications. Tamarin's versatility is evident in its application across various
contexts. It has been effectively used to model and analyze web applications, with its repository offering
numerous examples from diverse papers, serving as a valuable resource for modeling other protocols.
Its application in the symbolic analysis of security protocols further underscores its utility in practical
scenarios.
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Strengths and Limitations. Tamarin excels in handling protocols with non-monotonic mutable global
state and complex control flows, such as loops. It supports a form of induction and efficiently parallelizes
its proof search, making it a powerful tool for protocol analysis. However, its operation within the
symbolic model means it can only capture attacks that fall within this model and a given equational
theory. Additionally, due to the undecidable nature of the underlying verification problems, Tamarin is
not guaranteed to terminate.

Notable Applications and Use Cases. Tamarin has been instrumental in discovering new attacks,
significantly impacting several real-world deployments. Its formal analysis of 5G protocols and
symbolic analysis of web single-sign-on protocols are notable examples of its application in critical and
contemporary technological domains. Several studies and surveys have focused on Tamarin,
contributing to our understanding of its capabilities and applications. For instance, a paper [12] provides
a comprehensive overview of Tamarin and surveys some of the significant results achieved with it.
Another paper, [10] offers an in-depth look at the tool and its various applications. In short, the Tamarin
Prover stands as a robust and versatile tool in the field of security protocol verification. Its advanced
capabilities, coupled with its application in a range of contexts, from web applications to 5G protocols,
demonstrate its critical role in enhancing the security of digital communications. While its strengths in
handling complex protocols and cryptographic operators are notable, awareness of its limitations,
particularly in the symbolic model and the potential for non-termination, is essential for its effective
application. The body of research and case studies surrounding Tamarin not only underscores its
importance but also provides a rich resource for further exploration and development in the field of
security protocol analysis. The following diagram summarizes the key aspects of the Tamarin Prover,
including its capabilities, applications, strengths, limitations, and notable use cases. It provides a clear
representation of how the Tamarin Prover functions and is utilized in various contexts, highlighting its
versatility and impact in the field of security protocol analysis.

Capabilities Applications Strengths Limitations Notable Use Cases

Multiset Rewriting
[ Systems W

State Components Cryptographic Operators
+

Web Applications, Handling Complex
Security Protocol Protocols,
Analysis Efficient Proof
Search

Symbolic Model
Constraints,
Undecidability
Issues

Web Single-Sign-On
Protocols

5G Protocol Analysis,

Adversary's
Knowledge, Network
Messages, Fresh
Values, Protocol
State

Diffie-Hellman,
Bilinear Pairings

Figure 4. Overrall key aspects of Tamarin

Language. The Tamarin Prover uses a specialized language based on multiset rewriting rules for
specifying and analyzing security protocols. This language is designed to express the behavior of
protocols in terms of actions (like sending and receiving messages) and states. It is quite expressive and
allows for the specification of complex properties and behaviors of security protocols.

Key Features of Tamarin's Language:

1. Multiset Rewriting Rules: These rules define how the state of the protocol evolves with each
action.

2. State Representation: The state includes the knowledge of the adversary, the messages on the
network, and the internal state of the protocol participants.

3. Fact-Based Syntax: The language uses facts to represent the state of the system and the actions
taken by the protocol participants.

4. Support for Cryptographic Primitives: Tamarin can model various cryptographic operations and
equational theories.
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Let's consider a simple example of a protocol with two roles: an initiator and a responder. The
protocol involves the initiator sending a nonce to the responder, who then responds with the nonce
encrypted with a shared key.

Running Touses1.8.0

Proof scripts Refined sources

theory exl begin Sources of "Step1( t.1,1.2,t.3, t.4) b #" (1 cases)

Message theory

Source 1 of 1/ named "Step1"

Fri ~tid.6) I Pl ~x6)
#vr5 : Stepl(]
Outl <g~~x 6. macishk <g~~x6. SA6 $B6>)> ) | Stepl( ~tid 6, $A6, SB6, ~x6 )

"Step1(1, 12,13, 14 ) po i’

Figure 5. Tamarin Proper
In this Tamarin representation:
o Each rule represents an action in the protocol (sending or receiving a message).
e The [...] brackets represent the multiset before and after the action.
o llnitiator(l) and 'Responder(R) denote the roles of the initiator and responder.
e Fr(~ni) denotes the generation of a fresh nonce ni.
e In(..) and Out(...) represent incoming and outgoing messages.
e St _land St_R are states in the protocol.

e -[..] = denotes the transition from one state to another, with labels representing events in the
protocol.

In real-world protocols would typically be more complex, involving multiple steps and various
cryptographic operations. The Tamarin Prover allows for the analysis of these protocols by checking
them against various security properties like secrecy and authentication. The Needham-Schroeder Public
Key Protocol can be explained in Tamarin Prover as the following diagram.

l {ni,l1pk(R) I
l {ni,nripki(l) |
I {nr}pk(R) I

Figure 6. Needham-Schroeder (NS) Public Key Protocol

This diagram depicts the sequence of messages exchanged between the Initiator (I) and the
Responder (R) in the NS protocol:
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1. 1 =R: The Initiator sends its nonce ni and identity I, encrypted with the Responder’s public key

pk(R).

2. R = I: The Responder replies with the Initiator's nonce ni and its own nonce nr, encrypted with
the Initiator's public key pk(l).
3. I = R: The Initiator confirms by sending the Responder's nonce nr encrypted with the
Responder's public key pk(R).

C. The Comparison

The following table presents a detailed comparative analysis of two widely used security protocol
verification tools: Scyther and Tamarin. This comparison is based on various parameters such as their
main purpose, protocol verification capabilities, protocol specification methods, and additional features.

Table 1. The Comparison between Scythe and Tamarin Proper

Aspect
Feature

Scyther (Pros)

Scyther (Cons)

Tamarin (Pros)

Tamarin (Cons)

Main Purpose

Ideal for automatic
verification of security
protocols, especially
standard analyses.

May not offer
the advanced
features needed for
complex protocol

Designed for
advanced, cutting-
edge features in
security protocol

Might be overly
complex for basic or
standard protocol
analysis needs.

analysis scenarios. verification.
Protocol Excellent for Limited in Superior in Requires more in-
Verification scenarios with an handling more handling dynamic | depth understanding
unbounded number of | complex protocol | corruption and user- of protocol
sessions and nonces. |structures compared| specified adversaries. complexities.
to Tamarin.
Protocol Linear role scripts Less flexible in Multiset Higher learning

Specification

make it user-friendly
and easier to

protocol
specification

Rewriting allows for
more detailed and

curve due to the
complexity of

understand. compared to complex protocol Multiset Rewriting.
Tamarin’s Multiset specification.
Rewriting.

Analysis Efficient May lack Advanced features Could be overkill

Features characterizations of | advanced analysis | like attack finding, | for simpler analysis
protocols, with a finite| features like proof |visualization, and API requirements.
representation of visualization. support for global
behaviors. state.

Cryptographic Simpler, more Less extensive Extensive model The complexity of

Message Model

straightforward free
term algebra.

than Tamarin's
model, lacking

including Diffie-
Hellman, bilinear

the cryptographic
message model can be

advanced pairing, and advanced| a barrier for less
cryptographic cryptographic terms. | experienced users.
supports.
User- More accessible Might not cater Interactive proof Potentially
friendliness for beginners and for to needs of construction appeals intimidating for
educational purposes. | advanced users to advanced users. beginners or those
seeking seeking
sophisticated straightforward tools.
analysis tools.
Efficiency Highly efficient May not Ideal for complex May require more
for standard protocol | perform as well in | protocol verifications |resources and time for
analyses. complex or due to its advanced | analysis compared to
advanced analysis capabilities. Scyther.
scenarios.
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Educational Use Excellent May not cover Provides detailed Might be
resources for learning | advanced topics in | tutorial materials and | challenging for those
and teaching about depth. manual for advanced new to security
security protocols. learning. protocol analysis.
Development Active Limited to Continuous The tool's
and Community development and specific use cases | development with complexity could
Support available on GitHub; and might not | cutting-edge updates; | limit its accessibility
good community evolve rapidly. strong community and user base.
support. involvement.

3. Results and Discussion

As we look towards the future of tools like Scyther and Tamarin, it's clear that the field of security
protocol analysis is poised for significant evolution. This evolution is driven by rapid technological
advancements, changing security landscapes, and the ever-growing complexity of digital
communication networks. The potential future directions and emerging trends for these tools can be
discussed through several key lenses.

Adapting to Technological Shifts.

The integration of Scyther and Tamarin with emerging technologies such as quantum computing and
artificial intelligence represents a frontier for exploration. These technologies could revolutionize how
security protocols are analyzed, bringing in new capabilities like predictive modeling and enhanced
attack simulation. As these technologies mature, they could offer unprecedented analytical power,
enabling these tools to tackle more complex and sophisticated security challenges.

Evolving with Cryptographic Developments.

Cryptography is at the heart of security protocol analysis. As new cryptographic methods emerge,
particularly in the realm of quantum-resistant algorithms, both Scyther and Tamarin will need to evolve.
The ability to support and analyze these new algorithms will be crucial for maintaining relevance in the
face of potential quantum computing threats.

Enhancing User Experience and Accessibility.

A critical aspect of the future development of these tools involves making them more accessible and
user-friendly. Improvements in user interface design and educational resources could lower the barrier
to entry, allowing a broader range of users to engage with these tools effectively. This democratization
of access is key to fostering a wider understanding and application of security protocol analysis.

Leveraging Cloud and Distributed Computing.

The power of cloud-based and distributed computing opens up new avenues for handling complex
analyses more efficiently. By utilizing these technologies, Scyther and Tamarin could offer enhanced
performance and scalability, allowing for more extensive and thorough protocol analyses.

Specialization for 10T and Emerging Networks.

With the Internet of Things (1oT) becoming increasingly ubiquitous, there's a growing need for tools
like Scyther and Tamarin to specialize in analyzing loT-specific security protocols. This specialization
would ensure that the unique challenges and configurations of 10T networks are adequately addressed.

Interoperability and Collaboration.

The future of security tools lies in their ability to work in concert with other systems and frameworks.
Enhancing interoperability would allow Scyther and Tamarin to become integral parts of a larger
security analysis ecosystem, thereby increasing their utility and applicability.

Addressing New Security Threats.
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As the landscape of cyber threats evolves, these tools must also adapt to address emerging security
challenges. This continual adaptation is necessary to ensure that they remain effective in identifying and
mitigating novel types of attacks.

Fostering Community and Open-Source Development.

The role of community contributions in the development of these tools cannot be overstated. An
active open-source community can drive innovation and keep the tools updated with the latest trends
and best practices in the field.

Educational Initiatives.

Finally, the importance of education and training in the use of these tools is paramount. Developing
comprehensive educational resources will help cultivate a new generation of users proficient in security
protocol analysis.

In short, the future directions and emerging trends for Scyther and Tamarin reflect a broader
trajectory in the field of security protocol analysis. As these tools evolve, they will likely continue to
play a pivotal role in shaping the landscape of digital security and privacy.

4. Conclusions

In conclusion, our comparative analysis and exploration of Scyther and Tamarin have provided
significant insights into the current capabilities and future trajectories of these tools in the domain of
security protocol verification.

Scyther, with its user-friendly approach and efficient processing for standard analyses, serves as a
robust tool for those entering the field or dealing with less complex security protocols. Its strength lies
in its simplicity and accessibility, making it an excellent resource for educational purposes. Tamarin, on
the other hand, stands out for its advanced analysis capabilities, catering to more complex and detailed
security protocol scenarios. It offers a broader range of features, including support for sophisticated
cryptographic models and interactive proof construction, making it well-suited for in-depth research and
high-level protocol analysis. The evolving landscape of digital security, marked by emerging
technologies and novel cryptographic challenges, indicates a promising future for both tools. As security
protocols become more complex, especially with the advent of 10T and quantum computing, the
adaptability and advancement of tools like Scyther and Tamarin become crucial. Their continued
development and integration with new technologies and cryptographic methods will be pivotal in
addressing future security challenges. Moreover, the active involvement of the research and developer
communities in enhancing these tools, through open-source contributions and educational initiatives,
will play a significant role in their evolution. This collaboration is essential for keeping these tools at
the forefront of security protocol verification. In essence, Scyther and Tamarin are not just tools but are
representative of the dynamic and ever-evolving field of security protocol analysis. Their impact extends
beyond mere verification; they are instrumental in shaping the methodologies and approaches in this
critical area of cybersecurity research. As the digital world continues to grow in complexity and scale,
the importance of advanced, versatile, and user-friendly tools for security protocol verification will only
increase, making the contributions of Scyther and Tamarin more valuable than ever. Finally, our analysis
serves as a valuable guide for researchers and practitioners in understanding the intricacies of these tools
and their significant impact on the development and verification of secure communication protocols.
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