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ABSTRACT

Internet of Things (loT) is increasingly widely used, creating many
opportunities to bring people smart applications (smart city, smart home,
smart health, etc.), making our life more convenient, higher production
efficiency (smart industry, smart agriculture). Besides the advantages, many
security challenges also arise such as privacy issues, authentication,
management issues, information storage, etc. The different factors make the
issue of security in the 10T environments more challenging than that of the
regular information technology (IT) devices. The 10T environment gives rise
to problems and vulnerabilities, the 10T applications create various cyber
threats. There have been various security and privacy attacks on devices that
have been deployed: the Mirai attack in 2016 was estimated to have infected
about 2.5 million Internet-connected devices and launched the Distributed
denial of service (DDOS) attack. The IoT devices are also implanted into the
human body to monitor the vital status of various organs. These devices are
targets for attacks to falsify data. Such attacks, if any, will very dangerous.
This article focuses on presenting the challenges of securing the 10T systems,
then diving into a security aspect of the loT systems coming from inside the
hardware device - the firmware of the device.
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TOM TAT

IoT duoc dung ngay cang nhiéu, tao ra nhidu ing dung théng minh (thanh
phé thong minh, ngdi nha thong minh, y khoa thong minh...), giap cudc song
con nguoi tién nghi hon. Hiéu qua cuia viée san xuat cling tang cao (Cong
nghiép, nong nghiép thong minh). Bén canh nhimg uu diém, ciing nay sinh
nhiéu thach thire ve: tinh riéng tu, tinh xdc thue, quan 1y, luu trr thong
tin...Céc yéu t khac lam phat sinh nhiéu thach thirc trong bao mat méi trudng
IoT hon so véi cac thiét bi cong nghé thong tin (IT) binh thudng. Mbi truong
IoT ton tai nhiéu 15 hong, cac ung dung IoT tao ra cac nguy co bao mat khac
nhau. D3 c¢6 nhiéu cudc tin cong vao thiét bi duoc trién khai: Cude tan cong
Mirai nam 2016 lam lay nhim khoang 2.5 triéu thiét bj két ndi Internet va
khoi dong cude tan cong tir chdi dich vu phéan tan (DDoS). Cac thiét bj IoT
cling dugc cay nghép vao co thé nguoi dé theo dai tinh trang séng cua cac co
quan khac nhau, tré thanh muc tidu ciia nhimng cudc tan cong nham lam sai
léch dir liéu. Tan cong nhu vay sé& rat nguy hiém. Bai bao nay tap trung trinh
bay céc thach thirc cua viéc bao mat hé théng IoT, sau d6 di sadu vao mot khia
canh an toan cua cac hé thong IoT xuét phat tir bén trong thiét bj phan cting
— d6 chinh 14 firmware cua thiét bi.
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1. Gigi thiéu

Téc d6 két ndi thiét b Internet xung quan chung ta da tang lén nhanh chéng. Bdo cao cua Gartner
[1]: C6 khoang 8,4 ty két nbi moi thir trén toan thé gidi nam 2020, du kién tang 1én 20,4 ty vao nam
2022. Vi€e sur dung cac tmg dung IoT dang gia tang ¢ moi noi trén thé giol. Dian dau xu hudng nay la
cac nude trong khu vue Tay Au, Bic My, Trung Qudc. S6 lwong cac thiét bi IoT theo chuin may dén
may (M2M) du kién sé& tang tir 5,6 ty nam 2016 1én 27 ty vao nam 2024. Diéu nay chimg t6 IoT s& 1a
mot trong nhimg thi truong 16n ¢6 thé hinh thanh nén nén tang cua nén kinh té k¥ thuat sé dang mo
rong. IoT nganh du kién s& ting truong vé mat doanh thu tir 892 ty USD nam 2018 1én 4 nghin ty USD
vao nam 2025. Két ndi M2M bao gdm mét loat cic img dung nhu thanh phd thong minh, méi truong
thong minh, luéi dién thong minh, ban 1é thong minh, nong nghiép théng minh, Hinh 1 cho thay kién
truc qua khr, hién tai va tuong lai cua loT
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Hinh 1. Kién triic hién tai va twong lai ciia IoT [1]

Khi chiing ta ngay cang dua vao cac hé thdng két ndi nay, viéc bao mat IoT trd nén tbi quan trong
[2]. Bao mét IoT gdm céac bién phap bao vé cac thiét bi dugc két ndi ciing nhu hé thong mang chira
chung. Khi cac thiét bi IoT tham nhap vao moi khia canh ciia cudc séng, chung s& giy ra cac van dé bao
mat dic biét. LS hong cta cac thiét bi IoT nay co thé din dén rii ro dang ké, bao gom kha ning vi pham
dir li€u ca nhan, gian doan hoat dong kinh doanh va tham chi la cac méi de doa dbi véi an toan vat ly.
S6 liéu tir hang cong nghé Palo Alto: 98% dit liéu IoT khong dugc ma hoa. Thong qua hinh thirc nghe
1én, hacker c6 thé dé dang thu thap va doc dugc cac dir liéu mat dugc trao ddi gilra cac thiét bi v&i nhau
trén hé thong hodc gitra chung voi hé thong quan 1y, giam sat; 57% cac thiét bi IoT trong hé théng duoc
xem 1a cac rii ro an toan théng tin va khai ngudn cho cac cudc tin cong mang quy mo vira va 1on; 83%
cac thiét bi y khoa phuc vu cong tac chan doan bang hinh anh dang sir dung céc hé diéu hanh di nging
ho tro tir cac hing. S6 lieu co su tang vot so véi nam 2018, véi 56% [3].

1.1. Tinh hinh nghién ciru trong nwéc

Theo [4] Tai Viét Nam, c6 khoang 10 thanh phé chinh thirc ky két cac hgp dong vai doi tac trong va
ngoai nudc dé xay dung thanh phd théng minh (Smart City), trong d6 s& trién khai thi diém & mot s6
linh vuc nhu y té, gido duc. Cén cw tinh hinh thuc & hién nay, dé phat trién Smart City thanh cong va
dam bao an toan thong tin phai sir dung nén tang (platform) ctia Viét Nam. VNPT 1a mét trong cac don
vi day manh phat trién ha tang cong ngh¢ thong tin, ma trong tdm la IoT. Pon vi nay da nghién ctru va
phat trién ToT Smart Connected Platform c6 6 dac diém cot 16i: két ndi, thu thap, quan 1y, kiém soat,
xay dung va phan phdi. Tuy 1a mot nén tang ma, cho phep tat ca cac nha phat trién c6 thé tham gia xay
dung Ung dung cua riéng minh, san pharn van dam bao cac yéu cau vé an toan thong tin nghiém ngjt.
Bén canh VNPT, Viettel ciing dang dy nhanh trién khai nén tang dé thiét k& hé sinh thai cho cac tng
dung v& NB-IoT cua Viettel toi khach hang nhu dd xe thong minh, giam sat chit lugng khong khi, giam
sat vi tri, thiét bi do luong. Nghi quyet s0 52-NQ/TW ngay 27/9/2019 dé ra nhimg chu truong chinh
sach tham gia vao cudc cach mang sé hay dé an xay dung chuyén déi s6. Nghi quyét da dé cap dén viée
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dau tu nang gép ha ting k¥ thuat dam béo an toan an ninh mang, xdy dung va trién khai c6 hiéu qua
Nghi quyét so 30-NQ/TW, ngay 25/7/2018 ctia B§ Chinh tri vé Chién lugc an ninh mang quoc gia

1.2. Tinh hinh nghién ciru nwéc ngodai

Chinh phi cac nudc trén thé gidi nhan thirc rat 6 cac rui ro tiém an trong cac thiét bi IoT, nén di co
nhiéu chinh sach, quy dinh lién quan nham han ché rui ro. Theo [4]: Tai My, diéu luat SB-327 -
California c6 hi¢u luc tir ngay 01/01/2020 da quy dinh vé viée ngan cAm st dung mat khau mac dinh
v6i thiét bi IoT c6 két ndi Internet. Chinh pht Anh ciing da dua ra du thao lién quan dén van dé an toan
an ninh linh vuc IoT vao ngay 27/01/2020. Lién minh chau Au ciing da ban hanh "Danh muc huéng din
bao mat thiét bi IoT" vao ngay 19/11/2019. Trong khu vuc chau A, Nhat Ban dé thuc hién cac chinh
sach vé an toan khong gian mang, trong d6 chi trong vao ha tang thiét bi IoT.

2. Mot s6 van dé lién quan téi bao mat IoT (IoT security)
2.1. Bao mdt IoT (IoT Security)

Bao mét [oT la tép hop cac ky thuét, chlen luge va cong cu duge dung dé bao vé cac thiét b nay khoi
bi xam pham, chinh kha nang két ndi von co cuia ToT lai khién céc thiét bi nay ngay cang dé bi tin cong
mang. Vi IoT rét rong nén bao mat IoT con rong hon. Pidu nay di dan dén mot loat cac phuong phap
bao mat IoT: Bao mit giao dién chwong trinh tmg dung (API), x4c thuc co s¢ ha ting khoa cong khai
(PKI)... va bao mat mang chi 1a mot s6 phuong phap ma cac nha lanh dao CNTT c6 thé sir dung dé
chéng lai mbi de doa ngdy cang ting cia ti pham mang va khing bé mang bat ngudn tir cac thiét bi
ToT dé bi tin cong [5].

2.2. Kién tric IoT va Nhitng Phdt Sinh Bio Mgt Lién Quan Tai Méi Lép

Kién tric IoT: Co mot sb kién trac IoT duoc dé xuét, co thé chira tir 3 téi 7 16p. Hinh 2 14 kién trac
co ban gom 4 16p [6]
10T ARCHITECTURE
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Smart Applications and Sn.1art.
9 Management p Applications
[ DATA PROCESSING/MIDDLE-WARE LAYER R
Process

Processing Unit

: s . Information
Data Analytics / Decision Unit

NETWORK LAYER

Internet Gateways/Network Gateways Network Technologies Data
Transmission

(Data Acquisition Systems)
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* SENSING LAYER ‘
Physical objects D:ta.
Sensors and actuators Gathering

Hinh 2. Kién triic 1oT 4 1ép [6]

- Ldp cam nhén (Sensing layer): chira cac cam bién va co cau chdp hanh, dung dé thu thap dir liéu tir
mdi trudng xung quanh va truyén téi 10p mang

- L&p mang (Network layer): chira cac thiét bj dwoc két ndi voi nhau, c6 thé theo phuwong thirc ¢6 day
hoic khong day. C6 mét sb 16p bén trong kién tric mang, 16p Network dong vai tro quan trong nhat
trong viéc thiét 1ap ha téng truyén thong va luu trit dir liéu. Nhiéu loai mang khac nhau duoc str dung
nhu: LANs, WANSs, PANSs.
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- Middleware layer: dong vai tro cau nbi giita 16p cam nhan va 16p Gmg dyng, nhiém vu la tich hop cac
thiét bi va mang, cung cip nén tang dé phat trién cac ing dung IoT va cho phép tich hop nhiéu thiét
bi va mang

- L&p ng dung (Application layer): cung cap cho nguoi dung giao dién dau cudi dé tuong tac véi he
thong loT

Cac Phat sinh bao mit

C6 mét s6 thach thire lién quan dén kién triic IoT bdn 16p, trong d6 théch thirc quan trong 1a ddm bao
tinh bdo mét va quyen riéng tu ctia dir liéu dugc thu thap boi Internet. D€ cac h¢ thong loT khong tro
thanh muyc tiéu cia cac cudc tan cong mang, can c6 cac bié€n phap an ninh thich hgp dugc thuc hién &
moi 16p. Bén canh do6 cling can phai dam bao kha nang tuong tac gitra cac thiét bi va mang khac nhau
st dung cac giao thuc truyén thong khac nhau.

Thach thirc bao mat tai cac lop
Céc phat sinh bao mat lién quan tGi cac 16p theo [7], [8] nhu sau:

- Lop ung dung: tuy vao tung loai ing dung, cu thé nhu: xéac thuc (Authentication), truy cép dir li¢u
(data access), bao vé va khoi phuc dir liéu, tinh tin cdy.

- Middleware layer: gdbm mot s6 cong nghé luu trix dir liéu, nén phai d6i mat v6i nhimg rui ro tin cong
mang 1én nhu: DoS, jamming, truy cép trai phép, dau ddc bén trong, bad output, node modification,
malicious-code, ...

- Network layer: C6 nhiéu 156 hong trong 16p mang bat chip cac bién phap bao vé nd bao gom:
Spoofing, denial of service (DoS), eavesdropping, man-in-themiddle, sybil attack, cluster security
problems, sinkhole attack, sleep deprivation attack.

- L6p cam nhan: 16p nay gdm cac cam bién co kha ning tinh toan va luu trit han ché. Dir lidu thu thép
dugc truyén qua mang khong day lam phoi bay ching v6i nhirng nguy co an toan va tan cong, chu
yéu vi cac thiét bi vat 1y c6 mot sé diém yéu nhu: Node capture, unauthorized access, tag cloning,
mass node authentication, fake node and malicious data, DoS, eavesdropping, spoofing, routing
attack, RF jamming, replay, side channel attack...

3. Firmware (Phén sun)
3.1. Khdi niém

Thuét ngit firmware duoc ding dé chi phin mém ~dang ma mdy dugc luu trong EEPROM hodc
FLASH [9], [10], [11]. C6 2 dang firmware phd bién: firmware muc thap va firmware muc cao.
Firmware muc thap thuong dugc luu trong EEPROM nén kho thay d6i va cap nhat, firmware mic cao
dugc luu trong bo nh¢ flash. Firmware nam giita phan cimg va chuong trinh (mg dung, dong vai tro giao
dién lap trinh cho phin mém bang cach thyc hién hoa cac 1énh phan ctmg. Firmware 1a két hop cac thanh
phﬁn khac nhau cua cac file nhi phan: bootloader, kernel hé diéu hanh, hé théng tap tin. Vi cac thiét bi
IoT ¢6 nang lyc tinh toan va luu trlr han ché, nén firmware thuong dugc burnt dudi dang nén. Chirc
ning chu yéu ctia firmware 1a diéu khién phan ctng thiét bi. Firmware 1a thanh phan thiét yéu trong cac
thiét bi phd bién nhu [12]: Wife router, camera, television, laptop computer, mobile phone, printer.

3.2. Anh firmware (firmware image)

Anh firmware [10] la tap tin chira ma firmware cho thlet bi hodc hé thong cu thé. N6 thuong chira
tat ca cac ma can thiét cho thiét bi cing véi cac thiét 1ap cau hinh, cic cau trac dir liéu va cac thong tin
duoc yéu cau khéc cho thiét bi. Anh firmware dugc phéan ph01 boi nha san xuét thiét bj va duoc cap nhat
theo thoi gian dé stra 161 cling nhu thém vao cac dac diém méi hodc cai thién hiéu suét.

Anh firmware khac véi mi tng dung truyén thdng, vi chiing chira tit ca cac phan mém hé théng can
thiét dé lam cho phan ctmg lam viée, cO thé chira hodc khong chira h¢ diéu hanh. Diéu nay lam cho
chung tré nén cyc ky quan trong vé miat bao mat IoT: Firmware diéu khlen toan b hoat dong cua thiét
bi IoT, con duoc goi 1a linh hdn cua thiét bi. Nén chi mét 16i duy nht 4 an dAu trong firmware c6 thé gay
bat loi vé tinh toan ven ciia phan mém dan t6i nhimg tac dong bao mat rat Ion. Viéc phat trién firmware
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yéu cau hiéu biét sau vé kién trac phan clmg cua thiét bi cling nhu yéu ciu cu t}lé clia img dung ma thiét
bi duge dung. Céac ky su sir dung cac ngdn ngir 1ap trinh nhu C va hop ngir d€ viét code tuong tac truc
ti€p voi phan cting thiét bi
3.3. Dinh dang file danh firmware (firmware image formats)

C6 nhiéu dinh dang anh firmware khac nhau dang dugc dung ([11], [12]) diéu nay cho thay hé sinh
thai firmware rat da dang, c6 cac dinh dang sau:

- squashfs: day la dang file chi doc, dugc dung dé chira cac file nén, chii yéu dé tdi thiéu hoa dit liéu
cua phan dau (header)

- cramfs: loai file nay thuong dung trong cac hé théng nhiing
- jffs2: day 1a loai hé thong tap tin co cdu tric dai, dé xir Iy cac thiét bi nh¢ flash

- yaffs2: day 1a loai hé thong tap tin c6 cdu trac dai, chi dugc ghi mot lan theo khdi véi day du thong
tin va to chure lai thir ty cac khoi tiy vao viée s dung gan day.

- ext2: day la hé thong tap tin duoc md rong, chu yéu dung lam cho viée xtr Iy nhanh hon.
3.4. C4c |6 hong firmware

C6 nhiéu 16 hong bao mat firmware dugc phat hién boi cac t6 chire nhu OWASP (The Open Web
Application Security Project), cac nhom nghién ciru. Theo [11], [12], [13] céc 18 hong firmware dugc
phén loai nhu trong hinh 3

Authentication bypass

Butfer overtlow

Authentication Memory-corruption Null/Dangling pointers

issues

Backdoors

Common passwords Uninitalized memory

Bad implementation { Memory leakage

No OTA update | l Kernel

No/weak security policy Compliance issues utdated System libraries
Weak encryption \ Outdated components Third party libraries
Binaries
o A,PIS——R Vulnerable intertaces _ Bootloaders
Web lnledace_/
System IoT Firmware E“Cf&lmon keys |
l\'etwork_7\ Vulnerabilities Hard-coded credentials [ Username passwords
Information collection ESJSL Cdel‘tlflcate
QoS Misconfigurations User data
Security

Web Vulnerable update Plaintext transfer
Authentication / mechanisms No/weak authentication
Services | No digital signature verification

Secure channel protocol Vulnerable network | Unsanitized data

Network access protocol communications ) \‘ Tainted data —
Non validated data
No/weak firewall rules _

Hinh 3. Phdn loai 16 hong firmware 10T [13]

3.5. An toan firmware (Bdo mdt firmware)

Khéng c6 dinh nghia nao duoc chip nhan rong rdi vé& bao mat firmware, nhung né thuong chi toi
viéc bao vé firmware khoi bi khai thac, stra ddi va truy cp trai phép. Nhu di néi, firmware 1a thanh
phan quan trong ctia nhiéu thiét bi dién tir va néu bi xam hai, co thé dan dén cac 16 hong bao mat nghiém
trong kho phat hién va giam thiéu [9]. Cac nha phat trién firmware phai tuan thu cac phuong phap ma
hoa an toan va thiét ké chuong trinh firmware c6 luu y dén tinh bao mat ngay tir dau, gdm: str dung cac
co ché mi hoa, xac thuc, diéu khién truy cip dé bao vé firmware khoi truy cap trai phép hodc gia mao.
Dé san xuat mot thiét bi thyuc sy an toan, c?m nhiéu thir hon 1a chi ma hoa an toan. Dé dat dugc diéu néy,
phai kich hoat mét b tinh nang bao mat t01 thiéu. Ly tuong nhét 14 tat ca cac bién phap bao mét do nén
tang phan cting va chudi cong cu phan mém cung cip phai dugc sir dung. Mot sb tinh nang bao mat phd
bién can duoc xem xét:

- Secure boot: 1a qué trinh dam bao chi firmware va phian mém dang tin cdy méi dugc thuc thi trén
thi€t bi, bao gdom viéc xac minh tinh toan ven ctia firmware trudc khi n6é dugc thuc thi va ngan thict
bi khéi dong néu firmware bi gia mao.
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Firmware updates: Cip nhét firmware rit quan trong dé giai quyét cac 16 hong bao mat va stra 16i.
Tuy nhién, ban than qua trinh cap nhét ciing c6 thé gay ra rii ro bao mat néu n6 khong duge thue
hién dang cach. Tinh toan ven cia cac ban cap nhat firmware phai dugc bao v¢ dé ngan chan ké tAn
cong tiém ma doc vao thiét bi.

Cryptography: 1a trién khai diing cdch mat ma trong céc thiét bi IoT dé dam bao tinh bao mat, tinh
toan ven, tinh xac thyc cua dir liéu dugc truyén qua internet. Néu khong c6 mat ma thich hop, thong
tin nhay cdm nhu dir li€u ca nhan, thong tin tai chinh va tham chi c4 co s& ha ting quan trong co6 thé
bi xam pham.

Access control (diéu khién truy cap): firmware can trién khai cc co ché kiém soat truy cap dé han
ché kha nang nguoi dung truy cép trai phép hodc sua doi hodc tac dong dén tinh toan ven ctia phan
mém.

Monitoring and auditing: Can giam sat thiét bi dé kip thoi phat hién cac thay dbi, va ghi lai dé phat
hién cac thay doi trai phép.

Physical security: bao vé chng lai cac gia mao vét 1y nhu: dung con déu chdng gia mao, luu trir an
toan.

Vulnerability assessments: thuong xuyén danh gia 15 hong dé phat hién va giai quyét moi 15 hong
tiém an trong firmware.

Education and training: tat ca cac bén lién quan gdm: nha phat trién, quan tri, nguoi dung dau cudi
phai dugc huan luyén cac bién phap thyc hanh tot nhat vé bao mat firmware.

3.6. Phan tich firmware

Céc thiét bi IoT c6 thé bi tin cong, va ching cudi 1a firmware, vi cac thanh phﬁn riéng biét dugc

nhung trong firmware, kernel c6 thé bi xir ly néu truy cap duogc vao bootloader. D6 1a 1y do tai sao viéc
bao mat firmware bat diu bang viéc phan tich n6 dé tim ra so hé [10]. Hon nita néu c6 thé diéu khién
firmware, nguoi ta c6 thé didu khién thiét bi, va ciing tim thay nhiéu 16 hong trong thiét bi. Mot thiét bi
IoT ciing 12 mot diém nhap d& dang cho ké tin cong vao hé thong mang.

C6 2 phuong phap phan tich: phan tich tinh va phan tich dong [13], [14].

- Phan tich tinh (static analysis): 1a viéc phan tich phin mém ma khong can thyc thi no

- Phén tich dong (dynamic analysis): dugc thuc hién bang cach thyc thi firmware hodc thong qua
platform vat Iy hoac moi truong gia 1ap

- Muc dich ctia phan tich tinh va dong [15] nhu tom tit trong hinh 4

‘q) Certificates
f @ oOutdated components

#2) Encryption keys
Static analysis 3 Configuration files
@ o Password files
@UREQ’Emau!@Namgs
\ ’\:’ EIf analysis
Port scanning

# Network services /| Dropbear/Telnet password

Services versions
hidden files/folders
i 5 Inspect response header
‘7 Inspect Robot.txt
§ _ Check allowed HTTP methods

=¥ Web testing }-
/ i i __Checking SSL cipher sult fingerprint
| Checking RIA cross domain
Dynamic analysis ) . Searching login page

\_ Information leakage

Firmware analysis

Long/short term key
BLE / SMP parameters
Cracking key

_Weak passwords

J
=) Wireless testing | - Weak cipher e
- —_—————2 1 \aan
——4_DDoS protection _

. De-authentication attacks

\ Network encryption
Zigbee ——
- —~__Extract PAN ID

Hinh 4. Phan tich tinh va phdn tich dong firmware [15]
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- Khi phan tich firmware nguoi ta c6 thé tim thay [13], [16]:
Céc thanh phan dugc mi ctmg (hardcoded) nhu: Credentials, Keys, Network values

Cac thong tin nhay cam khong dugc ma hoa (Encryption not used for sensitive information) nhu
cac tap tin chira thong tin mat khau, tai khoan, tap tin cau hinh, cac file kich ban...

Cac ban cap nhat khong dugc ma hoa (Updates not encrypted)

o Ban cdp nhat chua duoc xac minh trude khi tai 1én/cai dat (Update not verified before
upload/install)

Céc 15 hong CVE (Common Vulnerabilities and Exposures): cac 16 hong bao mat duge cong khai.

Cac 16 hong CWE ( Common Weakness Enumeration): Danh sach cac 18i phan mém nguy hiém
nhat.
3.7. Nhitng thdch thivc va co hdi déi mdt véi viéc phdt hién 16 héng firmware

Theo [17] viéc phat hién cac 16 hong firmware c6 nhitng thach thirc sau:

- Cac loai thiét bj IoT rat phirc tap va c6 cdc tiéu c,hulen khac nhau: C6 nhidu nha san xuét loT
nhung khong c6 dac ta thong nhat, moi nhé‘sén xuat 4p dung céac dinh dang file, kién ‘gnic CPU,
va cac phuong phap ma hoa khac nhau. Di€u nay lam cho viéc phan tich firmware d6i mat voi
nhimg thach thie 16m, vi the rat kho dé tao ra mot hé thong phén tich 16 hong hoan chinh. Hon
nira kién trac CPU cua thi€t bi IoT khac vdi kién tric cua cac nén tang thong thuong dan dén sy
khéc biét trong tap 1énh. Phan cling cic ngoai vi cia thiét bi loT rat da dang, 1am gia tang kho
khan trong viéc ting dung cong nghé phan tich dong

- Firmware khé lay va giai nén: cong nghé phan tich dong noi chung can thyc hién giam sat va
phén tich ¢ ngoai vi ciia chuong trinh dang chay. Do han ché v€ tai nguyén luu trir cua cac thiét
bi IoT nén cac modul phan tich lién quan khong thé trién khai dugc, dan dén khong thé ap dung
cong ngh¢ phan tich dong. Dong thoi nang lyc tinh toan cua phan cling CPU han che lam gidm
hiéu suat phén tich dong. Trong thuc té thiét bi loT thuong khong cung cép mi ngudn firmware
va tham chi hau hét firmware khong dugc cung cap cong khai. Vi vay viéc 1ay duoc firmware
cling la cong viéc kho khan.

- Ty 1¢ thanh cong trong viéc md phéng firmware dong rit thip: hién tai viéc phat hién 16 hong
dya trén giao dién web firmware la phuong phap hiéu qua hon d€ phat hién 16 hong firmware,
nhung phuong phéap nay yéu cau thiét bi thyc hodc mo 'phong firmware dong. Vi mét s thiét b
dt tién va mo phong firmware phd bién hon nén hau hét cac nghién ctru hién tai déu a ap dung mo
phong firmware dong duya trén QEMU. Theo thng ké, chi 13% - 20% firmware c6 thé dugc md
phong hoan toan.

- Co hdi khai thac 15 hong trong cac thiét bi IoT: dic diém ciia thiét bj IoT khong chi mang lai
nhiing thach thirc trong viéc khai thac 16 hong ma con mang dén nhiing co hdi maoi:

o (1) Su phong phu cua tuong tac hé thdng: Mic du phuc vu cho viéc khai thac 16 héng cua cac
thiét bi IoT, nhung cac thiét bi loT thuong tuong tac voi thiét bi dau cudi, ddm may va cac hé
thong khac nén ban than thiét bi c6 nhiéu bé mit tin cong hon.

o (2) Tai s dung 6 b at ma thanh phan: Trong qua trinh phat trlen cac chuong trinh thiét b IoT,
dé tiét kiém chi phi phat trién, mot s luong 16n thu vién ngudén mé cua bén thir ba dugce st
dung, dan dén mot s lugng 16n 16 hdng cua cac thanh phan bén thi ba

o (3) Su hdi tu cua cac loai 16 héng: Cac loai 16 hdng phan mém chung bao gé;m cac 16p hong
bd nhd (tran ngan x€p, tran heap, img dung con tré null, ban phat hanh th cap, v.v.), cac 16p
xac minh dau vao (chén 1€nh, v.v.), cac 16p 161 cau hinh, v.v.

4. Phan tich mét s firmware va két qua
4.1. Gioi thi¢u cong cu phdn tich firmware EMBA

Hién nay co nhiéu cong cu phan tich firmware, nhu: Binwalk, OFRAK, FAT, Firmwalker,
Firmadyne, QEMU, Frida, EMBA. Trong pham vi cta nghién ciru nay, tac gia chon dung céng cu
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EMBA, vi: 1a céng cu mi ngudn md, né tich hop nhidu cong cu thanh phan bén trong gitp tw dong hoa
qué trinh phan tich (ca phén tich tinh va phén tich dong), dong thoi cho két qua dudi dang giao dién
web, dé theo doi.

EMBA (Embedded Analysis Toolkit ) dugc thiét ké lam  cong cu phan tich firmware trung tim danh
cho ca nhan va céc doi klem tra an toan cac san pham. N6 hd tro quy trinh phan tich bao mat hoan chinh
bt dau bang viéc trich xuat firmware, thuc hién phan tich tinh va phan tich dong théng qua mé phong
va cudi ciing 14 tao bao cdo dang web. EMBA ty dong phat hién cac diém yeu vald hong c6 thé co trong
firmware. Vi du: cac tap tin nhi phan khong an toan, cac thanh phan phin mém cii va 16i thoi, mat khau
dugc ma hda cung. EMBA 1a cong cu dong Iénh cé kha nang tao ra bdo cdo web. Viéc cai dat, cach
phan tich, doc két qua theo hudng dan trong [18], [19], [20], [21], [22], [23].

4.2. Ciu hinh mdy tinh dé chay cong cu phén tich EMBA

Cong cu phan tich EMBA duoc chay trén may ao Virtual box 7.0. May ao chay hé diéu hanh Ubuntu
20.04, bo nhé 20GB, dia ctmg 100GB, CPU 8 nhan.

4.3. Cac firmware dwgc phan tich
Thong tin vé cac firmware dugc phan tich duogc liét ké tom tat trong bang 2

Bang 1. Thong ¢in cdc firmware dwoc phdn tich

Thiét bi Nha cung cip Anh Firmware Dung luong
Wifi Router D-Link dir300_rev_b_v2.05_abnj.rar 3.2MB
Camera D-Link DCS5020L_REVA_FIRMWARE_v1.15.12.zip 7.4MB
Router Linksys DVRF_v03.bin 7.8MB
Webcam Foscam c1_firmware_2.x.2.5_1.zip 13.5MB

4.4. Két qud phén tich
4.4.1. Router wifi D-Link
Két qua phan tich dugc trinh bay tom tit trong bang 2
4.4.2. D-Link DCS-5020L Camera
Két qua phén tich duoc trinh bay tom tit trong bang 2
Bang 2. Két qua phdn tich firmware trong muc 4.4.1 va 4.4.2

Phan tich firmware trong 4.4.1 Phan tich firmware trong 4.4.2

Iterm Explaination Explaination

Detected architecture and endianness | Detected architecture and endianness

Architecture (verified): MIPS / EL (verified): MIPS / EL

0s Operating system detected (verified): | Operating system detected (verified):
Linux /v2.6.21 Linux /v2.6.21

File System 1041 files and 75 directories detected. 692 files and 103 directories detected.

Shell scripts Found 230 issues in 42 shell scripts

Found 10 password related details via
STACS.

Found 2 outdated certificates and 1
Configuration issues expiring certificates in 3 certificate files
and in a total of 6 certificates.

Found 14 kernel modules with 0 licensing
issues.
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Found 0 interesting files and 1 files that
could be useful for post-exploitation.

Dentified a SBOM including 7 software

SBOM components with version details
Identified 2116 CVE entries. Identified 2108 CVE entries.
Identified 569 High rated CVE entries /| Identified 577 High rated CVE entries /
Exploits: 63 Exploits: 66
Identified 1254 Medium rated CVE |ldentified 1246 Medium rated CVE
entries / Exploits: 95 entries / Exploits: 97

) Identified 293 Low rated CVE entries | Identified 285 Low rated CVE entries
CVE analysis [Exploits: 21 /Exploits: 20

179 possible exploits available (16
Metasploit modules).
Remote exploits: 3 / Local exploits: 32 /
DoS exploits: 13 / Github PoCs: 0 /
Known exploited vulnerabilities: 0 /
Verified Exploits: 0

183 possible exploits available (14
Metasploit modules).
Remote exploits: 3 / Local exploits: 32 /
DoS exploits: 11 / Github PoCs: 0 /
Known exploited vulnerabilities: 0 /
Verified Exploits: 0

Password information

Found 2 password related files:

chpasswd.sh; wifipass.sh

CWE

cwe-checker found a total of 5200 of the
following security issues in 20 tested
binaries

Certification

Found 3 possible certification files

Configuration files

Found 3 possible configuration files:
fstab; upnpd.conf; lld2d.conf

4.4.3. Router wifi Linksys
Két qua phan tich duo
4.4.4. Webcam Foscam

Két qua phan tich dug

¢ trinh bay tom tit trong bang 3

¢ trinh bay tom tit trong bang 3

Bang 3. Két qua phan tich firmware trong muc 4.4.3 va 4.4.4

Phan tich firmware trong 4.4.3

Phan tich firmware trong 4.4.4

Iterm

Explaination

Explaination

Architecture

(verified): MIPS / EL

(verified): ARM / EL

0S (verified): Linux / v2.6.22 (verified): Linux /v3.0.8
File System 244 files and 62 directories detected. 523 files and 198 directories detected.
Shell scripts Found 3 issues in 4 shell scripts Found 170 issues in 48 shell scripts

Configuration issues

Found the following configuration
issues:Found 6 areas with weak
permissions. Found 22 kernel modules
with 5 licensing issues.

Found 0 interesting files and 2 files that
could be useful for post-exploitation

Found 411 areas with weak permissions.
Found 16 password related details. Found
35 password related details via STACS (2
passwords cracked.) Found 41 kernel
modules with 21 licensing issues.

SBOM

Identified a SBOM including 13 software
components with version details

Identified a SBOM including 10 software
components with version details
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CVE analysis Identified 2060 CVE entries. Identified more than 100 CVE entries

Password information

cwe-checker found a total of 3443 |we-checker found a total of 6010 security

CWE security issues in 14 tested binaries issues in 18 tested binaries

Verified 161 Kkernel vulnerabilities |Verified 106 kernel wvulnerabilities
(kernel symbols) (kernel symbols)

Nhan xét: Cac thiét bi nhung va loT hi¢n nay da phan st dung cac bo xir Iy MIPS hodc ARM, trong do
tich hop firmware voi hé diéu hanh thong dung 1a Linux, chira kernel, hé thdng tap tin véi cac file ciu
hinh, cac file chira thong tin dugc ma cimg (nhu user name va password) thuong 4n chtra bén trong
nhiéu phat sinh vé bao mat, cac 16 hong nay thudng la cac 16 hong di duoc cong bd, hoic 16 hong méi
phat sinh, tuy nhién hay bi b6 qua trong qua trinh phat trién va trién khai. Day c6 18 1a khé khan voi cac
nha bao mat hé théng sau nay.

5. Két luan

Kernel

Trong hé théng IoT, hau nhu céc thiét bi déu c6 firmware, trong firmware ludn tiém 4n nhimng nguy
co rai ro cao vé cac 16 hong ma nha san xuat khong ludng trude dugc. Viée phén tich firmware co thé
gitip phat hién nhing 15 hong trong thiét bi, qua d6 co thé gitp nhitng ngudi trién khai IoT ¢6 thé dua
ra cac bién phap phong tranh. Bai bio nay da trinh bay mot so khia canh khac nhau cia firmware, cac
16 hong, cac mdi de doa ma thiét bi IoT co thé gip phai khi firmware dwoc phan tich. Mot sb firmware
ctia mot s6 thiét bi di dugc phén tich dung céng cu ma nguén md EMBA dé tim ra cac 16 hong khéc
nhau ma dbi phuong c6 thé tan dung dé tan cong vao hé thong IoT.

- U'u diém: Pa phan tich dugc mot sd firmware pho bién, ca nhimg firmware da dugc update gan

day, khong 14y tir cac du 4n c6 sdn nhu: OWASP, Github, Webbylab...C6 thé dira vao két qua dé
dua ra cac canh bao cho nha san xuat va trién khai

- Nhuoc diém: Firmware c6 dung lugng 16n thi thoi gian phan tich trong d6i 1au, chi sir dung cong
cu ma nguén moé EMBA, chua so sanh, danh gia cong cu nay voi cac cong cu phan tich khac.
Chua sir dung day du framework phén tich linh hoat. Chua trinh bay diy du, chi tiét cac cong
doan cua viéc phan tich.

- Huéng phat trién: Sir dung cac framework dé phan tich firmware theo cac giai doan, qua d6 c6
c4i nhin ddy da hon, dua ra nhitng nhan xét, két ludn mang tinh hé thong hon. Hon nita thong qua
viéc phan tich c6 thé dua ra nhitng canh béo, nhitng khuyén nghi cho nhitng nha cung cp thiét
bi, nhimg nha trién khai dé phong tranh.

Xung dot lgi ich
Tac gia tuyén bd khong c6 xung dot loi ich trong bai bao nay.
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