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TU KHOA d6i mat voi mot s6 thach thirc nhu do chinh xac va xu ly hi€u qua dir liéu
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16n ¢6 nhiéu bién d01 Dé tang hiéu qua phat hién tan cong trong luu lugng
mang, ching ta can cac dic trung tot, nhung ching ta ciing can giam chi
Hoc dic trung; phi ky thuat xay dung déc trung. Gan day, Deep learning da dugc sir dung
nhu mot cach hi¢u qua dé phan tich va kham pha kién thirc trong cac hé
thong dir liéu 16n nham tao ra cic md hinh c¢6 kha nang phan loai tét. Co
CNN; nhiéu nghién ctru da st dung cic md hinh Deep learning dé hoc dic trung
mdt cach ty dong dem lai hi€u qua. Trong nghién clru nay, chiing t6i da su
dung Convolution neural network (CNN) khai thac tinh chat hinh anh cua
dAu vao dé thu duoc céc dac trung tr luu lugng truy cdp mang, nhd d6 viéce
phat hién xam nhdp dat hiéu qua t6t. Nghién ctru duge thyc nghiém trén
tap dir liéu CICIDS2017, dat d6 chinh x4c cao nhat 1 91.53%.
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1. Gii thiéu

Hé thng phat hién xAm nhap (IDS — Intrusion Detection System) 1a mot hé théng cac thiét bi hay
ung dung cd tinh nang do tim va phat hién cac xam nhap trai phép vao hé théng mang. IDS co thé duoc
phan loai thanh signature-based IDS va anomaly-based IDS. Signature-based IDS c¢6 thé phat hién cac
cudc tan cong dya trén déu hiéu cua cac cudc tin cong, tuy nhién n6 khong thé xéac dinh cac cudc tn
cong méi néu khong co quy tic thu cong. Trong khi d6, anomaly-based DS c6 kha niang phat hién nhanh
céc tAn cong chua duge biét trude d6, nd da trg thanh trong tim nghién ctru chinh trong linh vire an ninh
mang. Nhiéu giai phap dugc nghién ciru va phét trién nham tang hiéu qua phat hién tin cong va du doan
som cac cudc tan cong nhu statistical-based, knowledge-based, va machine learning [1]. Thong thudng,
hi¢u suét cua cac giai phap phy thuge rat nhidu vao bo dic trung cua bai toan. Theo Bengio [2], mot dac
trung tot thudng 13 sy thé hién cac dic diém co ban va day di cia cac dau vao dugc quan sat va nd rat
hiru ich va dong vai tro 1a du vao cho bd du doan hodc bd phén loai ¢6 giam sat. Trong linh vyc an ninh
mang, cac dic trung Gmg voi timg loai tan cong 1a khong c6 san va can nhidu ky thuat de xdy dung, doi
hoi chi phi cao. Do do, viéc cap nhat thu cong co so dir liéu dac trung d6i voi cac miu tin cong méi
dugc tao ra ngdy cang tré nén kho khan. Pé ting hiéu qua phat hién tan cong trong luu luong mang,
chung ta can cac dic trung tot, nhung chiing ta ciing can giam chi phi ky thuét xay dung déc trung. Diéu
nay khién viéc sir dung cac mé hinh machine learning dang tuyén tinh khong con phu hop, cac mé hinh
moéi dya trén deep learning da dugc Iya chon trong bdi canh méi nay.

Gan day, Deep learning thé hién kha nang vuot trdi trong viéc nim bét cac mbi quan hé phu thude
phirc tap va tinh phi tuyén 4n trong dit liéu, nd da két hop cac dic trung cip thip dé tao thanh cac danh
muc hodc dic trung dai dién & mirc cao hon dé kham pha cac biéu dién dic trung phan tan cua dir liéu.
Mot s6 md hinh hoc sau phd bién nhu: Autoencoder (AE), Recurrent neural network (RNN), Long Short
Term Meomry (LSTM), Boltzman, Convolution neural network (CNN), Deep neural network (DNN).
Trong d6, hoc tap dai dién véi CNN da dugc ap dung rong rai trong nhiéu linh vuc nhu ing dung thi
giac may tinh [3]. Zeiler [4] da chi ra rdng viéc sir dung giai ma va loc céc kich hoat tdi da c6 thé gitip
tim ra muc tiéu gan dung cia timg bd loc tich chap trong mang.

Trong phat hién xam nhap, cac ky thuat hoc séu co thé dugc 4 - ap dung I& phuong Jphap hoc dac trung,
gitip hoc may c6 giam sat cai thién hiéu suat va xac dinh cic tin cong trong hé thdng mang. Nhiéu k¥
thuat hoc sdu khac nhau dugce khao sat trong IDS [5] nhu Autoencoder, LSTM, CNN. Tuy nhién, viéc
ap dung CNN vao IDS con it vi viée hién thi cac diém dir liéu mang c6 ve kho gidng véi cac hinh anh
thong thuong. Mot s6 nghién ctru (dugc gidi thidu chi tiét & myc 2.) da sir dung CNN dé - gial quyet bai
toan IDS nhung ho chua md ta mot cach logic cach tryc quan hoa dir liéu mang va hau hét cac thir
nghiém déu thuc hién trén tap di liéu da cii nén nhidu tdn cong mai hién nay chwa duge cap nhat.

Trong bai bao ndy, chung t6i da sir dung CNN dé tim hiéu cac dic trung tir luu lwong mang, gom:
biéu dién luu lugng truy «cap mang dudi dang hinh anh dir li¢u va dua ching vao m6 hinh CNN dé thu
dugc cac dac trung cu thé. Phuong phap hoc bleu dién cua chuyen d6i d6 hoa da khai thac tinh chat hinh
anh cta dau vao dé thu duoc cac dic diém ndi bat c6 thé xuat hién trong anh. Céac dic trung vé thong
tin mang duoc thu tr luu lwong mang sau d6 dugc dung dé viec phat hién xam nhap mang mét cach
hiéu qua. Thyc nghiém dugc thuc hién trén tap dir liéu CICIDS2017 véi nhidu tan cong pho bién hién
nay, két qua dat do chinh x4c cao nhat 1a 91.53% & mot sé mo hinh CNN.

2. Céc nghién ciru va kién thirc lién quan
2.1. Dit ligu mang va tin cong: cdc dic trung

Trong modi truong mang, luu lugng mang dugc phat sinh boi cac hoat dong truyén tai dir liéu qua
mang Internet, do d6 n6 cé thé duoc coi 1a bo dit liéu gém mot sb luwong 16n cac goi tin dugc tao ra trong
sudt qua trinh truyén dir liéu theo thoi gian. Theo thoi gian, cac goi tin s€ duge gui nhén gilta 2 bén voi
cac thong tin khac nhau vé giao thirc, cong, dia chi IP, dich vy... Bén canh cac luu lugng mang cua cac
hanh vi binh thudng con ¢ cac hanh vi bat thuong hodc tan cong cua ké tan cong gay ra. Do do, can
phan tich luu lugng mang dé c6 thé giup phat hién céc hoat dong tan cong mang. DE phan tich luu lugng
mang c6 hi¢u qua can c6 cac dac trung mang tot.
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Cac dac trung cua dit li€u mang dugc chia thanh 4 nhém co ban sau day:

- Céc déc trung co ban: day la cac dic trung ndi tai cia goi tin mang dua vao cac trudng thong tin
ctia phan dau géi tin mang (packet header).

- Céc dic trung duoc 14y tir 1 két ndi don - Single connection derived (SCD) feature: cac dic trung
dugc xay dung bang phép do thdng ké tir viéc giam sat cac dic trung co ban trong luu théng
mang. Nhom dic trung nay rat hiru ich cho viéc tim kiém hanh vi bat thuong trong mét phién duy
nhat, chang han nhu mot giao thirc bat thuong, kich thudc dit liéu bat thuong, hodc tan sd bat
thuong cua TCP flag.

- Céc dic trung dugc 1ay tir nhidu két ndi - Multiple connection derived (MCD): céac déc trung nay
dugc xdy dung bang cach giam sat cac dic trung co ban trén nhiéu dong hodc cac két ndi, cho
phép phét hién cic bat thuong ctia cac luu thong, chang han nhu tan cong DoS va probe. Klen
thirc chuyen gia dugc st dung de lua chon mét cura s6 cua dir ligu dé xem xét, gdm cira s6 thoi
gian (tr Sgidy dén 24 giv), cira s6 cac két ndi (vi du 100 két ndi). Mot so ky thuat duoc dung nhu:
ky thuat ve khai pha dit liéu, luat két hop, phan tich trinh tu chudi, do tan s clia cac mau..

- Céc déc trung vé ndi dung: dugc xay dung tir payload cua goi tin trén luu théng mang bang viéc
dung kién thirc chuyén gia véi cac ki thuat vé khai pha dir liéu, giai ma dir lidu, giai nén dir liéu..
Véi cac dic trung ndi dung co thé duge sir dung dé phat hién mot sb tin cong R2L va U2R.

Nhu vay, cac dac trung trng véi ting loai tAn cong s€ can nhiéu thao tac k¥ thuat moi co thé thu duorc,
viéc nay doi hoi nhiéu nhan luc va chi phi ton kém. Ngoai ra, voi su thay ddi lién tuc vé dic tinh dit liéu
mang, cac dic trung ciing cin duoc thich timg theo, do d6 viée xay dung cac dic trung 1 cach thi cong,
c¢b dinh khong con phu hop.

2.2. Hoc ddc trung dung deep learning trong IDS

Deep learning c6 cac kién trac c¢6 nhiéu 16p (multilayer) duoc giam sat ¢6 thi bac trong cac giai doan
xir Iy thong tin. Cac 16p nay duoc khai thac dé viéc hoc cac dic trung theo cach khong giam sat va dé
phan tich phan loai cic mau. Hoc sdu co hai kién trac chinh: Kién trac Generative va kién truc
Discriminative. Sau day ching t6i s& khao sat mot s6 nghién ciru IDS sir dung mot s6 mé hinh ciia deep
learning.

Kién triic Generative la dang hoc sau khong gidm sat ma co thé hoc mot cach tu dong tu dir liéu tho
khong c¢6 nhan dé thyc hién céc tic vu khac nhau nhu phan loai hay dy doan. Muyc tiéu cua cac kién trac
nay 1a 1am sao sinh ra duoc céc dit liéu gidng véi dir lidu thuc té nhat. Mot sé md hinh Generative nhur:
Autoencoder, LSTM, GRU.

Bang 1. Mot s6 nghién citu ding AE trong 1DS

Tac gia Ky thuat Dir ligu Két qua

R. Can Aygun [6], 2017 Autoencoder (AE) va Denoising AE NSL- KDD | 88.28% va 88.65%

Farahnakian [7], 2018 Stacked AE (4AE). 10% KDD99 95%

S. Potluri [8], 2016 Stacked AE (2AE). NSL-KDD 95%

Niyaz [9], 2015 Sparse AE dé trich xuét dic trung NSL-KDD F1-score: 90.4%
Hoi quy softmax dé phén loai 2 16p

B. Zhang [10], 2018 Stacked Sparse AE dé hoc déc trung, két NSL-KDD F1-score: 91.97%
hop véi céy nhi phan dé phan loai

Ivandro O. Lopes [11], 2022 Denoising AE d¢ iy dic trung CICIDS2017 F1-score: 99.6%

DNN dé phan loai
Youngrok Song [12], 2021 Autoencoder NSL-KDD F1-score: 97.4
Choi [13], 2019 Autoencoder NSL-KDD 91.70%
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Autoencoder (AE) dugc xem nhu 1a mét phuong phép rat trich déc trung phi tuyen ma khong str
dung nhan 16p. Mot AE la mot loai mang ludi than kinh v6i vecto dau ra co so chiéu tuong tu nhu cac
vector dau vao, cac don vi dau ra duge két ndi truc tiép lai cho cac don vi dau vao. AE c6 thé duge dung
dé hoc trong Neural network sau. Qua trinh huan luyén mot AE 1a dang khong giam sat, va myc tiéu cia
qua trinh huén luyén nay la tim cac tham s6 sao cho sy khac nhau giita cac ddu vao x va tai thiét cua
ching 14 nho nhat.

Mot s giai phap Stacked AE ciing dugc nghién ciru dé sir dung vao bai toan phat hién xam nhap
mang nhu trong Bang 1. Stacked-AE 1a hinh thirc x4y dung mot mang ludi than kinh sdu DBN tir nhiéu
autoencoder, trong d6 két qua dau ra cia mdi 16p dugc ndi véi dau vao cia cac 16p ké tiép. Stacked AE
dugc thyc hién theo cach thirc greedy layerwise dé hoc cac tinh nang véi hdi quy softmax nhu mot 16p
phan loai dé phat hién cac cudc tan cong. Cac nghién ctru dat két qua kha quan trén 90%, tuy nhién hau
hét duoc thuc nghiém trén tap dir li¢u kha cii, cac tAn cong khong duoc cép nhat.

Mot dang kién trac khac cta hoc sau 1a RNN va cac phién ban cua n6 1a LSTM va GRU ciing dugc
nghién cru dua vao bai toan phat hién xam nhép, nhu trong Bang 2. Kién trac LSTM c6 thé khai thac
duoc dac trung Ve mdi quan hé giita cac thanh phan trong chu01 nho vao kha nang ghi nhé duoc cac
thong tin tir mot s6 cac sy kién trude d6 va biéu dién duge mbi quan hé giira chung va sy kién tai thoi
diém hién tai. Voi dic diém nay cua LSTM, h¢ thong o thé phat hién dugc céac bat thuong tur su két
hop nhiéu g0i tin trén di liéu mang nham phat hién dugc cac xam nhap mang.

Bang 2. Mot s6 nghién ciru dimg LSTM trong 1DS

Tac gia K§ thuat Dir li¢u Két qua
Jihyun Kim [14], | Thu nghiém kich thuéc 16p 10% KDD99 Tét nhét: 80 16p hidden,
2016 hidden va learning rate khac learning rate 0.01 dat
nhau 96.93%
Ralf C. Thay doi s0 kich thude ¢ 16p | 10%KDD99, thir nghiém v6i | 4 ddc trung: 93.72%
Stauderztz)elyser [15], hidden cac so dac trung: 4, 8, 41. 8 dic trung: 93.69%
41 dac trung: 93.82%
Loic Boitemp [16], | Thu hidden size va learning | KDD99 - lya chon cac dac 86%-100% vai cac
2017 rate khac nhau, t0i uu cac tham |  trung co ban cia tan cong ngudng khac nhau
sO dé phat hién bat thuong cia | Neptune (1 dang ctia DoS)
nhém
Min Cheng [17], A multi-scale LSTM . Raw data tir Routing MS-LSTM1: 90.4%
2016 Time scale windows size=40 | Information Service (RIS): 33| Mms-LSTM2: 81.5%
ddc trung MS-LSTM3: 95.4%
Laghrissi [18], 2021| Ding PCA dé thu gidgm chiéu. | Mt phin cia KDD99: gdp 2 LSTM: 85.65%
Diing 3 units LSTM nhom tan Cfglzgl_chinhi DoS, | PCA-LSTM: 99.36%

Cac nghién ctru ap dung LSTM dé phat hién xam nhap mang déu c6 phan xur Iy dic trung khac nhau:
gilt nguyén so dédc trung cua dataset, giam s6 dic trung. Hau hét cac nghién clru dat két qua tot voi cac
loai tan cong ¢ tan s6 xuat hiéu 16n nhu: DoS, Probe, con tan cong it xuat hién dat két qua khong cao.

Kién triic Discriminative 1a dang mé hinh c6 diéu kién, chiing phan biét ranh gi6i quyét dinh bang
cach suy luan kién thie tir dir liéu quan sat. Kién trac phan biét gom: CNN, DNN.

CNN Ia mot trong nhitng mé hinh deep learning tién tién, gitip cho viéc xay dung dugc nhiing hé
théng thong minh véi d6 chinh xac cao, va dugce sur dung nhiéu trong cac bai toan nhan dang cac object
trong anh. Trong CNN, convolution 1a mot cira s6 truot (Sliding Windows) trén mét ma tran. Cac 16p
convolutional c6 cac tham sé (kernel) di dwoc hoc dé tu diéu chinh nhiam 1y ra nhitng thong tin chinh
x4c nhit ma khong cin chon cac dic trung mot cach thu cong. Gan day, cac kién tric Discriminative
ctia hoc sdu duoc nghién ctru dua vao bai toan phat hién xam nhap mang. Bang 3 tom tit mot s6 nghién
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clru gan voi hudng cua chiing toi trong viée str dung CNN dé hoc dic trung trén tap dit liéu pho bién vé
phat hién xdm nhap mang nhu KDD, NSL-KDD, CICIDS2017.

Hau hét cac nghién ctru dugc théng ké str dung cac bo dir li€u dé phat hién xdm nhap mang thiéu su
da dang vé loai va c& miu, dong thoi mot sb trong d6 kha cii nhu KDD99, NSL-KDD, do d6 chiing khac
v6i cac loai tan cong hién tai. Ngoai ra, cac bo dit liéu chi chtra thong tin tiéu dé ma thiéu thong tin vé
tai trong, diéu nay khong thé phan anh tét xu hudng tin cong hién tai. C6 mot s nghién ciru [19], [20],
[23], [24] thuc nghiém trén tap dit liéu m&i CICIDS2017 nhung gi6i han viéc phat hién 1 dang tan cong
Dos [19], hay phén loai hai 16p tin cong va normal, do d6 két qua khé cao; con [23], [24] phét hién duoc
céc loai tan cong.

Bang 3. Mot s6 nghién cieu diing CNN trong IDS

Tac gia Mo hinh CNN Dir liéu Két qua

Kim, J. [19], 2020 Thtr nghiém 1,2,3 16p CNN CICIDS2017 99.97% (tan cong Dos)

Venkata R. [20], 2021 3 Conv2D CICIDS2017 99% (tin cong va normal)

Sinh-NN, [21], 2018 2 16p CNN 2D 1/5 KDD99 99.87% (tan cong Dos)

Li.Z [22], 2017 Resnet50 va GoogLeNet. NSL-KDD Test+: 79.14%,; 77.04%
Test- : 81.57%, 81.84%.

Taejoon Kim [23], 2018 GoogLeNet NSL-KDD va 88-89% va 82A% (céc loai tan

CICIDS2017 cong
Yong Zhang [24], 2019 2 CNN song song CICIDS2017 99.92% (céc loai tAn cong)

* Cha y: céc trich dan trong bai bao nay, thuc té 1a do tén tac gia dung dau va dong nghiép (chi tiét
& muc Tai liéu tham khao), dé cho gon chung tdi lugc bot “va dong nghiép”, chi dung tén cua tac gia
dau tién.
3. Phwong phap dé xuit

Trong phﬁp nay, chung toi dé xuét viéc hinh anh hoa cic géi dir liu mang, sau dé dung kién truc
mang CNN dé€ tim hi€u sy phu thudc khong gian gitra cac vung anh cua dir liéu mang nham néng cao
stc manh phan biét cia bieu dién anh.

Dir liéu mang 1a mot tap hop cac goi tin mang chira cac déc trung khac nhau, trong mdi dic trung
ton tai cac bo thong s6 tuong tng Vi cac trang thai khong gian va thoi gian khac nhau cta dir liéu mang.
Chung t61 cho rang viéc hinh anh hoa dir liéu mang s¢ hién ra dugc cac két n6i khong gian giita cac dic
trung mang, sau d6 nho kha nang cua CNN d€ thu dugce cac déc trung khong gian trong dir liéu mang.
Vector dac trung thu dugc s€ dua yz‘lo bd phan loai dé phan biét dit li€u mang binh thuong hay bat
thuong, hodc phan loai ra cc loai tan cong.

3.1. Hinh dnh hoa cdc dir liéu mang

Ting packet dir liéu mang di vao duoc tién xtr Iy, gdm cac budc:

- Min-Max [0,1].

- Roi rac cac gia tri lién tuc vao 10 khoang.

- Dung ma hoa one-hot dé ma hoa dit lidu sb cua 10 khoang thanh cac vector nhi phan.

- Chuyén ddi vector nhi phan thanh cac gia tri pixel ctia anh grayscale 8bit.

Trong thuc nghiém, ching t6i dung tap dir liéu CICIDS2017 [25], gom cac dir liéu binh thuong va
14 loai tan cong khac nhau d}ro’c ])iéq dién boi 80 dac trung. Cac dac trung dugc chuyén thanh cac vector
nhi phén, sau d6 dugc chuyén doi tiep thanh gia tri pixel cua cac hinh anh grayscale 8x8bit. Cudi cung,
chung t6i thu dugc hinh anh 1a cac ma tran 10x10, nhu Hinh 1.
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3.2. Hoc dic trung khong gian dung CNN

CNN duogc str dung nhiéu trong cac bai toan nhéan dang cac dbi tuong trong anh, con trong linh vuc
an ninh mang hay phat hién xam nhap con rat it cac thir nghiém. Chiing t6i dd xem xét cac hinh anh di
liéu mang sau khi tién xtr Iy & budc trén (muc 3.1) dé dua vao 1 mang CNN nham muc dich cho hé
thdng hoc cac dic trung khong gian dé phuc vu cho viéc phan biét hinh anh dir liéu mang binh thuong
hay cac tan cong, nhu trong Hinh 2.

AttackNum= 0 Sample= 400, AttackNum=2

Sample= 43, AttackNum=1

0 2 4 6 8 o 2 4 3 8

Sample= 132, AttackNum= 3 Sample= 19, AttackNum= 4

o

2

4

6

,H
0 2 4 6 8

Sample= 24156, AttackNum= 7

0
2
4
[
8
[ 2 4 6 8

Hinh 1. Mot s6 hinh dnh dit liéu tan céng trong tdp dir liéu CICIDS2017

0
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2 4 6 8

2 4 6 8

Sample= 685, AttackNum= 8

Sample= 74, AttackNum= 6

[ 2 4 6 8

Feature [ ]
vectors

CNN

Packet
images

Preprocessing
Packets A

Hinh 2. Quda trinh hoc ddc trung khong gian tir div liéu mang

CNN bién doi thong tin dau vao thong qua mot phép tich chap véi bd loc dé tra vé dau ra 1a mot tin
hi€u méi. Tin hi€u nay s€ gilr nhitng dac trung chinh, gidm nhitng ddc trung phuy, tir 46 mang CNN hoc
duoc dac trung 6 nhitng cap do c6 d6 phurc tap tang dan. Vi bo loc quét qua toan bo birc anh, nén nhiing
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dic trung nay c6 thé nam & vi tri bt ki trong birc anh, cho dui anh bi xody trai/phai thi nhiing dic trung
nay van bi phat hién. Tap hop nhiéu bd loc s& cho phép phat hién dwoc nhiéu loai dic trung khac nhau,
va gilp dinh danh dugc ddi tugng tot hon. Trong hé thong nay, goi dit liéu mang di vao sau khi duoc
chuyén thanh hinh anh 2 chiéu s& dugc dua vao md hinh CNN dé hoc cac dic trung vé khong gian.
Vector dic trung thu duoc s& dua vao bd phén loai |a cac 16p Full Connected dé phan biét dit liéu mang
binh thudng hay cac dang tan cong.

M6 hinh CNN_Simple dugc trién khai nhu Hinh 3.

FLATTEN
CONV1 FC1: 128
3*3 POOL 2o d
convz 2%2 FC2: 15
3*3 &
> —> —> > >
K: 32 S: 2
S:1
Output
Feature Extractor ] -

Hinh 3. M6 hinh CNN_Simple: 2 conv + 1 pooling

ResNet50 [26] va GoogleNet [27] |a cac md hinh phén loai hinh anh c6 thé dwoc huan luyén trén cac
tap dir li€u lon dat duogc ket qua tot. Chung t6i sir dung dang thu gon cia hai mo hinh nay, cu thé:

- Resnet_short: gdbm 1 conv block + 1 identity

- GoogleNet_short: 1 stem block + 1 inception block + 1 reduction block
4. Thuc nghiém va két qua
Tap dar ligu

B¢ dir liéu CICIDS2017 1a b dir liéu ngédn chan va phat hién xam nhap mang ngué}n mo duo’g Vién
nghién ctru an ninh mang Canada thu thap vao nam 2017. CICIDS2017 chira cac cugc tan cong pho bién
va cac hanh vi lanh tinh, c6 thé dap ung t6t hon xu huéng tan cong hién nay. Cac ludng dir liéu duge
gan nhan dya trén dau thoi gian, IP ngudn va IP dich, cong ngudn va dich, giao thic va tan cong. Mot
sO tan c6ng pho bi€n nhu: Web based, Brute force, DoS, DDoS, Infiltration, Heart—b]eed, Bot, Scan...
CICIDS2017 c6 ti 1¢ binh thuong la 83.4% va tan cong 1a 16.6% (bao gom 14 loai tan c6ng). Dir liéu
thuc nghiémﬁuqc phan chia nhu Bang 4. Cac loai tan cong trong bd dir liéu CICIDS2017 cé s6 hiéu
duoc biéu dien trong Bang 5, con dit li€u binh thuong c6 gia tri 0.

Bang 4. Tap dii liéu CICIDS2017

Phin chia tip dir liéu Tan cong Binh thwong Téng
Train (80%) 446,117 1,818,479 2,264,596
Validation (20% train) 89,223 363,696 452,919
Test (20%) 111,527 454,620 566, 147
Bang 5. Cdc logi tan cong trong bé dit liéu CICIDS2017
Tén cong S higu
FTP-Patator, SSH-Patator, DoS GoldenEye, DoS Hulk, DoS Slowhttptest, DoS slowloris,| 1, 2, 3, 4,5, 6,7, 8, 9,
Heartbleed, Brute Force, Sql Injection, XSS, Infiltration, Bot, DdoS, PortScan 10, 11, 12, 13, 14
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Két qua va thdo lugn

Cac dir liéu trong tap CICIDS2017 duoc xt 1y dudi dang hinh anh nhu myc 3.1. Sau khi cé duoc
hinh anh cac tdn cong, chiing t6i ding cac md hinh CNN dé hoc cac dic trung khong gian nham phuc
vu cho viéc phan loai hinh anh di liéu mang binh thuong hay céc tdn cong. Chung toi thir nghiém 3 mo
hinh CNN khac nhau nhu mé ta & 3.2, va tién hanh phan loai dit liéu binh thudng va 14 loai tin cong.

M6 hinh CNN_Simple ¢4 ti 1¢ phét hién dix liéu binh thuong cao dén 100% so vai thuc té. Cac loai
tan cong 4, 13 phat hién ding cao dén 99% so vai tong tin céng phat hién dugc, day ciing 1a cac tan
cong c6 s6 mau Ién. Trong khi d6 cac loai tan cong 1, 2, 3, 5 dén 14 phan loai thap, day 1a cac tin cong
6 s6 mau it. Két qua tong thé trong qué trinh training va validation ctia mé hinh CNN_Simple dugc thé
hién ¢ Hinh 4 véi @6 chinh xac va loss kha dao dong.

Training Accuracy vs Validation Accuracy Training Loss vs Validation Loss
96 4 -
— train
— validation 051
95 1
94 4
0.4

93 1
>
8 g o
- 1 v
3 g o3
<

911

90 02

89

— train
88+ 01 — validation
0 20 40 60 80 100 0 20 40 60 80 100
Num of Epochs Num of Epochs
(@) (b)

Hinh 4. Két qua qua trinh training va validation ciia mé hinh CNN_Simple: (a) P chinh xdc; (b) Loss

M0 hinh Resnet_short c6 ti 16 phat hién dit liéu binh thudng dat 98% so véi thuc té, ti 18 phan loai
tan cong sai giam dang ké so voi md hinh CNN_Simple. Cac loai tin cong 3, 11 phat hién chinh xac
100%, cac loai tan cong 4, 6, 12, 13 dat 90-94% so voi s6 tin cong phat hién dugc. Ti 1€ phat hién dugc
so v6i thuc té cao dat 100% dbi vai tin cong 7 va dat 81% ddi véi tan cong 4, con lai con kha tha‘ip. Cac
loai tan cong 4, 13 phat hién chinh xéac cao dat 90-95% so véi téng mau phat hién dugc, va ti 1¢ phat
hién duogc so v6i thuc té dat kha 83%, 72%. Con céc tan cong phat hién kém gém 1,2,8,9,10. Két qua
téng thé trong qua trinh training va validation ctia mé hinh Resnet_short dugc thé hién & Hinh 5, dat do
chinh xac 91.53%.

Training Accuracy vs Validation Accuracy Training Loss vs Validation Loss
016 0.195 1 — train
— validation
91.5
0.190 1
91.4
g
8 9134 y 01851
3 3
2
91.2
0.180 1
91.1 1
91.0 4 — train 01751
— validation
0 20 40 60 80 100 0 20 40 60 80 100
Num of Epochs Num of Epochs
(@) (b)

Hinh 5. Két qua qua trinh training va validation ciia mé hinh Resnet_short: (a) PG chinh xdc; (b) Loss
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Training Accuracy vs Validation Accuracy Training Loss vs Validation Loss
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Hinh 6. Két qud qud trinh training va validation ciia GoogLeNet_short: (a) P chinh xdc; (b) Loss

M6 hinh GoogLeNet_Short c6 ti 1€ phat hién dir liéu binh thuong dat 97% so voi thuc té. Mot s tan
cong phat hién tot hon Resnet-Short, nhu: 1, 3, 4, 5,6, 13, 14. Mot s tan cong phat hién kém nhu: 2, 7
dén 12. Két qua tong thé trong qua trinh training va Vahdatlon ciia mo hinh GoogLeNet _short dugc thé
hién ¢ Hinh 6 vi do chinh xac dat t6i 91.24% va loss ¢6 xu hudng giam tdt, it dao dong.

Chung t6i 1ap Bang 6 dé so sanh phuong phap dé xuat v4i cac nghién ciru khac véi ciing tap dir liéu
CICIDS2017. Hai nghién ctru [19], [20] ¢6 cing cach tién xir 1y dir liéu dau vao chuyén truc tiép cac
dic trung (78 dic trung) thanh hinh anh c6 kich thude 13 x 6, 11 x 7, sau d6 dua vao mo hinh CNN dé
hoc déc trung va phan loai dat do chinh xac cao, tuy nhién 2 nghién ctru nay chi tap trung phat hién 1
dang tan cong Dos [19], hodc chi phan loai 2 16p tin cong va normal. O nghién ctru [24] sir dung cach
tién xu 1y dit liéu dudi dang timg packet 1600byte chuyen thanh hinh anh 40x40, sau d6 dua vao 2 CNN
song song dat két qua cao khi phat hién céc loai tn céng. Xét nghién ciru gan nhit [23], vdi cing cach
tién xtr 1y 1a dic trung dugc chuyén thanh cac vector nhi phéan, va chuyén doi tiép thanh gia tri pixel cua
cac hinh anh grayscale 8x8bit dé dwoc hinh anh 10x10, cing mé hinh CNN 1a GoogLeNet, két qua
chung toi dat d6 chinh xac cao hon khi phat hién cac loai tn cong khac nhau. R4t khé tim duoc céc
nghién ctru twong tu dé so sanh, vi moi truong thir nghiém, dir lidu, cach xir 1y dit liéu dau vao, mé hinh
CNN khac nhau, chiing t6i chi so sanh mét cach twong ddi voi mot s6 nghién ciru gan voi hé thong ciia
chung t61 nhu Bang 6.

Bang 6. So sanh cac mo hinh d@é xudt véi mot s6 nghién cieu khac

Téc gia Tap dir ligu Tién xir ly M6 hinh D chinh xac
Kim, J. [19], 2020 CICIDS2017 Grayscale 13 x 6 3CNN 99.97 % (Dos)
Venkata R. [20], 2021 CICIDS2017 Grayscale 11 x 7 3 Conv2D 99% (tin cong va
normal)

-8004 (tAn cH A
Tagjoon Kim [23], 2018| CICIDS2017 | Grayscale 8bit 10x10 | GoogLeNet | 28-89% (tan cong va

normal)
Yong Zhang [24], 2019 | CICIDS2017 1 packet 1600byte | 2 CNN song song: | 99.92% (c4c loai tan
shape thanh 40x40 2 x (4conv) cong)

o CNN_Simple | 3 mg hinh: 90.09%,
Phuong phap dé xuat CICIDS2017 | Grayscale 8bit 10 X 10 | Resnet50 — Short | 91.53%, 91.24% (cac
GoogLeNet - Short loai tan cong)
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5. Két luan

Trong bai bao nay chung toi da sir dung CNN dé tim hiéu cac dic trung khong gian cua cac hinh anh
dir liéu mang di duogc chuyén doi va sau do dua vao bo phan loai 1a cac 16p Full Connected dé phan biét
dir liéu mang binh thudng hay cac loai tan cong. Phuong phap dé xut cua chung t6i tim hiéu cac biéu
din dic trung tét mot cach hiéu qua tir mot luong 1on dir liéu mang, va duge thuc nghiém trén tap dir
liéu CICIDS2017 dat két qua t6t. So véi cac bo phan loai khac thi CNN co thé khong vuot troi, nhung
CNN sir dung dang dir liéu hinh anh 1am déu vao ma khong can lya chon tinh niang, d6 1a mot wu dlem
l6n cua phuong phap deep learning. Trong cong viéc trong twong lai, ching t6i s& nghién ciru mét sO
phuong phap khac dé c6 duge nhiéu dic trung tot vé luu luong truy cép mang va thuc nghiém trén cac
tap dir liéu moi hon, nham cai thién ty 1€ phat hién céc loai tAn cong moi. Ngoai ra, ching tdi s€ xem
xét sir dung goi dir liéu tho dé thir nghiém.

Loi cam on
T?’.C gia cdm on Khoa Cong Nghé thong tin, Truong Pai hoc Su pham K¥ thuat TP.HCM, Viét Nam
da ho trg va gitp dd thuc hién cac thuc nghiém.

Xung ddt lgi ich
Téc gia tuyén bd khong c6 xung dot loi ich
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