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ARTICLE INFO ABSTRACT 

Received:  15/07/2024 The integration of Internet of Things (IoT) technology in vehicle 

monitoring systems has emerged as a promising solution for enhancing the 

efficiency, safety, and sustainability of transportation. Especially in 

refrigerated trucks, which transport fresh goods, monitoring parameters in 

the vehicle plays an important role in ensuring the quality of transported 

goods. These parameters can be monitored directly on the vehicle by the 

driver and at the same time, the manager needs to monitor remotely. This 

paper will present an IoT-based system to monitor critical parameters of 

vehicles, including temperature, humidity, fuel consumption, and 

positioning. The proposed system integrates a network of sensors within 

the vehicle to capture real-time data, which is transmitted to a centralized 

control unit for analysis and visualization. Through experiments, the 

effectiveness and reliability of the proposed system in providing accurate 

and timely information on vehicle parameters are demonstrated. The results 

highlight the potential of IoT solutions to revolutionize vehicle monitoring 

and management, bringing benefits and reducing costs in the transportation 

sector. Moreover, a discussion on the future trends and solutions in 

transportation and logistics will be presented. 
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1. Introduction 

The transportation and logistics sector are at the core of economies around the world. It acts as a 

medium that facilitates the movement of people, goods, and products from one location to another. Up 

to 95% of manufactured goods are transported in containers at one point in the supply chain, and with 

the global consumer class expected to grow by 35% by 2030 [1], demands on the transportation sector 

are expected to increase. The increase in goods will lead to inevitable difficulties that traditional 

transportation companies face such as the inability to track assets and the status of goods. This leads to 

difficulties in optimizing transportation processes to reduce costs. 

The Internet of Things, known as IoT, constitutes a network of interconnected devices that establish 

connections and share data with other IoT devices and the cloud. These devices are commonly equipped 

with technological components like sensors and software, encompassing both mechanical and digital 

apparatus as well as consumer items [2]-[4]. Over the past few decades, the rapid advancement of mobile 

and fixed network infrastructure has provided a highly conducive environment for the widespread 

adoption of IoT technology across various domains. The system has the capability to function effectively 

for a wide range of end users, including both individual consumers and various types of businesses. 

There is no doubt that the trend toward using the Internet of Things with the use of sensors, applications, 

and platforms will only increase over time. One of the main difficulties in developing Internet of Things 

applications in transportation is the lack of single standards. This situation makes it difficult to integrate 

wireless networks and objects into a single network. An ideal technology designed to combine three key 

features (i) energy efficiency, (ii) stability and (iii) safety is still being developed [5]. Furthermore, there 

is a risk of cyber-attacks on IoT systems' data, and this demotivates and destroys trust in innovation [6]-

[7]. Therefore, improving the security system for all devices participating in the network is one of the 

main tasks of the IoT market. Internet of Things technology is applied not only in the home environment, 

mailto:jte@hcmute.edu.vn
https://doi.org/10.54644/jte.2024.1619
https://creativecommons.org/licenses/by-nc/4.0/
https://creativecommons.org/licenses/by-nc/4.0/
https://orcid.org/0009-0006-3316-5428
https://orcid.org/0000-0002-8384-6225


 

ISSN: 2615-9740 

JOURNAL OF TECHNICAL EDUCATION SCIENCE 
Ho Chi Minh City University of Technology and Education 

Website: https://jte.edu.vn 
Email: jte@hcmute.edu.vn 

 

JTE, Volume 19, Issue 06, 2024 67 
 

 

such as smart home appliances and personal digital devices, but also in the commercial, agricultural, 

and medical fields at the same time becoming popular in industries such as logistics. 

In the field of transportation and logistics, the Internet of Things has brought significant 

advancements to the logistics industry, revolutionizing the way goods are transported, tracked, and 

managed [8]-[10]. IoT in the transport and logistics industry is often called telematics, which is the 

foundational technology behind fleet tracking and fleet management software. Through built-in sensors 

and onboard diagnostics systems, conventional trucks are transformed into data-transmitting vehicles, 

allowing managers to track their vehicles, respond to changing environments, and identify inefficient 

activity in real time [11]. IoT sensors embedded in logistics equipment, such as trucks, forklifts, and 

conveyor systems, can collect data on performance and usage. The captured data is sent to a server 

platform via secure cellular networks or another wireless network, as indicated in Figure 1. This data 

can be then analyzed using machine learning algorithms to predict maintenance needs and identify 

potential issues before they cause significant disruptions. In [12]-[13], deep learning algorithms are used 

for predictive maintenance to reduce downtime, extends equipment lifespan, and lowers maintenance 

costs. In [47], researchers proposed a novel neural combinatorial optimization strategy based on 

reinforcement learning to define vehicle routes with minimized timing. Experimental results show that 

the proposed method has improved significantly outperform conventional methods. The authors in [15] 

utilized Adaptive Boosting (AdaBoost), Extremely Randomized Trees (ExtraTrees), and Support Vector 

Regression (SVR) as key algorithms to address non-linear and complex relationships in tracking data 

for predicting travel times in multimodal transportation. All three algorithms are adaptable to complex 

systems and robust in handling small and complex data sets. Therefore, the integration of Internet of 

Things technology and machine learning in the logistics industry has revolutionized supply chain 

management, enabling real-time tracking, optimization of operations, and enhanced visibility across the 

entire process. 

Big data
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Figure 1. Some of the applications and technologies used in smart logistics 

It is argued that IoT poses a risk to workers because its innovations reduce labor resources. However, 

it should be considered as a tool to ensure the smooth execution of operations and maximization of 

profits. This innovative technology ensures improvements in the following areas: (i) optimization of 

applied assets; (ii) reduce security issues such as counterfeiting and theft; (iii) accurate monitoring of 

resources and work processes; (iv) clear visibility in real time and timely response to events; (v) analyze 

real data streams to make complete and fast decisions; (vi) reduce manual data processing to increase 

accuracy and reduce time spent; (vii) identify new opportunities based on research into consumer 

behavior patterns; (viii) improve the quality of working with customers [16]. The process of 

globalization leads to the fact that supply chains are becoming increasingly complex and on an ever-

increasing scale. Accordingly, the management of such chains and the storage industry are also 

influenced by this trend. The pressure on logistics is growing and the Internet of Things is becoming an 

increasingly important component in solving the problems of transport companies. Today, its goal is 
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aimed to satisfy the needs of a rapidly developing global economy [17]. Inventory management and 

warehousing are some of the most important parts of the associated logistics ecosystem. Stationing small 

inexpensive sensors will allow companies to easily track inventory, monitor their condition and location, 

and create an intelligent warehouse system. IoT sensors can be used to track stocks and provide data 

that will help in trending to predict future stock needs. This will help to avoid situations with insufficient 

stock and excess stock. Thus, the implementation of IoT technology will successfully prevent any loss, 

ensure the safe storage of goods, as well as quickly find the right product. 

However, the widespread adoption of IoT in logistics also presents significant challenges. Firstly, 

security concerns arise as a result of the vast network of interconnected devices, which exposes data to 

breaches and cyberattacks [6]. Second, interoperability between different IoT devices and platforms is 

critical for efficient communication and data exchange. Thirdly, ensuring consistent connectivity in 

diverse environments and remote locations can be difficult, affecting the continuous flow of information 

[18]. Fourth, handling the massive amounts of data generated by IoT devices necessitates effective 

storage, processing, and analytics capabilities. Finally, the scalability of IoT systems is an important 

consideration for meeting growing logistical demands and future technological advancements. 

In this paper, we will propose an IoT-based smart logistic system, which includes the following parts: 

(i) a sensor system to collect data from the field; (ii) signal transmission system to transmit signals to 

the center and upload to the web server; (iii) information acquisition and display system combined with 

warnings; (iv) information storage system for viewing trip history and other vehicle parameters 

In the rest of this paper, the details of the proposed system are provided in Section 2, while the 

experimental results are shown in Section 3. Finally, the conclusions and discussions of the study are 

presented in Section 4. 

2. Proposed IoT-based system for vehicle monitoring and tracking 

2.1. Proposed system 

Within the transportation and logistics sector, the Internet of Things (IoT) has a wide range of uses. 

These applications are intended for tracking, monitoring, and other applications about vehicles. IoT 

technology allows for the monitoring of vehicle utilization by tracking various parameters, including 

mobility, geographical coordinates, operational status (idle/active), maintenance activities, etc. When a 

vehicle transports critical goods or fresh food, it is crucial to monitor and control the indoor conditions 

of the truck, including temperature, humidity, lighting as well as door status [11]. 

Data Vehicle

Wireless Network

Server Software

 

Figure 2. The general block diagram of IoT-based system for smart transportation 

In this section, an IoT-based solution for smart transportation will be proposed. This system uses 

wireless connections to gather data from sensors installed in the vehicle, then send it to the center for 

display. At the same time, all data is transferred to the server so that the vehicle may be remotely 

managed in real-time. The general block diagram of the proposed system is shown in Figure 2. Wireless 

modules are integrated into the vehicle to transmit data to the internet, using the mobile network. Then 

data is transmitted to the webserver and displayed visually for easy observation and management. 

The proposed system consists of two blocks. The block that collects signals from the sensor is called 

the Slave, which collects data from the sensor and then synthesizes and sends the data to the center via 

a wireless connection. The device that receives data from the Slave is called the Master. The received 
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data at the Master is displayed on the LCD screen and simultaneously sent to the Web server for remote 

monitoring. A flow chart is shown in Figure 3 to explain the operating principle of these two parts. 
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Figure 3. The flow chart of the Slave and Master block of the proposed system 

2.2. Designing and implementing the system hardware 

In this system, we have integrated a number of sensors that are considered the most basic sensors for 

vehicles, especially for vehicles transporting fresh goods such as seafood and fruits. Integrated sensors 

include temperature sensor, humidity sensor, fuel level sensor, Global Positioning System (GPS) sensor, 

velocity sensor and magnetic sensor to check the door status. Data communication between the Slave 

and Master blocks is performed via the Long-Range (LoRa) connection. At the Master block, a WiFi 

module is integrated to send data to the Internet. Thus, the data received at the Master block is sent to 

the Webserver via the mobile network and simultaneously displayed on the LCD screen in the vehicle's 

cabin to serve the driver's observation. The proposed system for monitoring a tracking the transport 

vehicle is depicted in Figure 4.  

Door 
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(1) Temperature sensor
(2) Humidity sensor
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Figure 4. The proposed system for monitoring a tracking the transport vehicle 
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Based on the suggestions above, we proceed to design and build the hardware system. A schematic 

diagram of the Slave and Master is shown in Figure 5. The microprocessor of the two blocks is the ESP 

8266 module, which has integrated WiFi and Bluetooth modules. LoRa E32 module is used in both 

blocks to transmit data from Slave to Master. In addition, temperature, humidity, and magnetic sensor 

modules are integrated into the Slave block. The Master block has a GPS module and a velocity sensor. 

In addition, an OLED screen is used to display all vehicle data; an SD memory card to store all vehicle 

information is also integrated into the Master block. The 3D model of the two Slave and Master blocks 

is shown in Figure 6. 

(a) (b)
 

Figure 5. The schematic diagram (a) Slave, (b) Master 

Researchers in [19] used Digital Matter Eagle cellular data logger and two temperature probes for 

real-time product monitoring and alerting during cold chain transportation. A visual dashboard was 

developed to allow logistics staff to perform monitoring. However, this system will be stopped if the 

vehicle breaks down or stops working because it does not have a battery. This means that the data during 

this time will not be recorded. Therefore, using a memory to record the vehicle's operating history like 

the system proposed in this paper is necessary. 

(a) (b)
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(2) Battery
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(6) In/ Out
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Figure 6. 3D simulation model of two blocks (a) Slave, (b) Master 

Finally, the collected data is sent to the Firebase platform, an open platform that allows building and 

delivering backend solutions for web and mobile applications. In particular, the Firebase real-time 

database (FRD) service allows building real-time databases, stored in JSON format, synchronized with 

every connection, safely and quickly. FRD allows users to simply and efficiently store and query data 

[20]. 
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3. Experimental results and discussions 

Based on the designs proposed in Section 2, we proceed to build an experiment system to evaluate 

the parameters. The IoT-based system for smart transportation is shown in Figure 7. In this system, the 

Slave block is responsible for collecting data and sending data to the Master block via LoRa connection. 

The data is then transmitted to the Internet and displayed on the website. The collected data is displayed 

on the Firebase platform, and is depicted in Figure 8. In particular, the system can monitor the parameters 

of many vehicles simultaneously. Compared with the proposal in [21], the author only proposes a single 

block to collect and process data, and then send the data to the internet. The driver has no information 

about the current status of the vehicle. 

LoRa

MCU
Battery

Converter

Temp 
Sensor

Door 
Sensor

LoRa
GPS

MCU

Battery

Converter

SD Card
Module

OLED

(a) (b)  

Figure 7. Actual hardware system of two blocks (a) Slave, (b) Master 

 

Figure 8. Display the collected data on the website 

Next, the evaluation of temperature and humidity parameters is conducted. The collected temperature 

and humidity data will be compared with temperature and humidity data from specialized equipment. 

The comparison results shown in Figure 9 show that the maximum error in temperature is 1.20C, in 

which the error in humidity is 3%. 

(a) (b)
 

Figure 9. Compare experimental results on temperature and humidity with parameters from specialized 

equipment (a) Temperature, (b) Humidity 
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The velocity and position of the transport vehicle are two important parameters that need to be 

collected in a smart transportation system. In this system, velocity and position sensors are integrated 

into the Master block, which is mounted in the cabin. Measurement results are compared with the 

vehicle's actual velocity and location based on actual parameters from Google. The results show that the 

highest velocity difference is 3 km/h when compared to the velocity of the car used for the experiment. 

The experimental result is shown in Figure 10. The difference in location is evaluated according to two 

parameters longitude and latitude. In this experiment, the measured latitude and longitude values are 

compared with Google GPS parameters. The maximum error of longitude and latitude is about 0.000158 

degrees, as shown in Figure 11. Compared with the study in [22] using Radio Frequency Identification 

(RFID) and sensor tags to locate vehicles and collect vehicle parameters, the proposed system uses GPS 

sensors more flexibly. In addition, the number of RFID checkpoints and the number of customers are 

limitations of this system. 

 

Figure 10. Comparison of the measured velocity and car velocity 

(a) (b)
 

Figure 11. Compare the measured latitude and longitude parameters with Google's GPS (a) Latitude, (b) 

Longitude 

 

Figure 12. The latency when sending data from the system to the website 
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As mentioned, the collected data will be sent from the Master block to the website via the mobile 

network. In this experiment, we will also evaluate latency, which is the time it takes to send data from 

the Master block to the webserver. Measurement results show an average latency of about 704.83 ms 

for each sending. Although, it is much higher than the standard latency of 5G systems. This can be 

explained that latency depends on many factors such as transceiver, network delay, amount of data, 

network protocol, etc. The experimental results are obtained in Figure 12. 

In addition, the proposed system also integrates door sensors, which is a solution to ensure the safety 

of goods during transportation. With door sensors, the system can monitor the opening and closing of 

vehicle doors, detecting abnormalities early to protect goods from loss. In addition, the system also 

integrates a memory card to record all parameters, routes and vehicle status throughout the journey. This 

data helps managers easily monitor and analyze vehicle operations, thereby optimizing the 

transportation process and improving the efficiency of goods preservation. 

4. Conclusions 

This study proposes an IoT-based solution for smart transportation. We have developed a hardware 

system for measuring and transmitting data in the vehicle, as well as its position. The results of 

measurement parameters are displayed visually on the LCD screen in the vehicle and displayed 

simultaneously on the website so that drivers, managers, and goods owners can grasp information about 

the vehicle. Vehicle data on temperature, humidity, position, velocity, and door status parameters are 

collected. These results are compared and evaluated to prove the correctness and feasibility of the 

system. Latency time is also evaluated by measuring the time it takes to send data from the system to 

the web server. In addition, the system also integrates a memory card that can store vehicle information 

and be stored on the internet for retrieving information as necessary. All experimental results 

demonstrate that the proposed experimental system can be fully applied in practice. 
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