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ARTICLE INFO ABSTRACT 

Received:  02/08/2024 In this paper, we present a comprehensive investigation of a sliding mode 

control (SMC) method, with a focus on its application to synchronize a 

three-dimensional (3-D) chaotic Newton-Leipnik system with fractional 

order. This study aims to demonstrate the robustness and efficiency of the 

SMC technique in addressing the challenges of synchronization in chaotic 

systems. The proposed control method is rigorously analyzed using 

Lyapunov stability theory, ensuring that the system’s behavior converges 

smoothly towards synchronization. The reliability of this approach is 

validated through both theoretical and practical evaluations.To further 

assess the performance of the sliding mode control method, MATLAB 

simulations were conducted, comparing the SMC technique to a 

conventional PID controller as well as other advanced methods in the 

context of secure color image communication. The results showed that 

SMC outperformed these techniques, achieving a lower Root Mean Square 

Error (RMSE) and a higher Signal-to-Noise Ratio (SNR), which are key 

indicators of communication security and effectiveness. Additionally, 

static analyses such as histogram, Mean Square Error (MSE), and SNR 

measurements highlighted the system's enhanced security and potential for 

robust image communication applications. These findings emphasize the 

practical significance of SMC in secure and reliable communication 

systems. 
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1. Introduction 

The phenomenon of chaos inherent in nonlinear dynamical systems has attracted much attention in 

the last two decades and has been extensively studied [1]-[3]. Characterized by unique properties such 

as broadband noise-like waveforms and sensitive dependence on initial conditions, chaos offers 

remarkable advantages in the field of secure communication systems [2]. The inherent unpredictability 

and complexity of chaotic systems make them ideal for secure communication, which has led to 

extensive research on the control and synchronization [2], [3], [4]. 

Synchronization of chaotic circuits has become a focus of research in secure communication due to 

its potential to improve security measures [1]-[4]. Various control methods have been proposed and 

extensively studied for controlling chaotic systems, including adaptive control, Takagi-Sugeno (T-S) 

fuzzy control, and sliding mode control (SMC). 

In recent years, with the growing demand for secure image transmission, researchers have 

increasingly focused on applying chaotic systems to image encryption, particularly for color images. 

Color image encryption presents greater challenges due to its multi-channel nature (e.g., RGB) and the 

need for robust synchronization during transmission [5], [6]. Traditional methods have proven effective 

for grayscale images, but new approaches are required to handle the complexity of color image 

encryption in secure communication systems. 

Sliding mode control (SMC) is a particularly powerful and specialized control strategy in the field 

of variable structure systems [5]-[7]. Over the past two decades, SMC has been recognized for its 
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robustness and effectiveness in coping with system uncertainties and reducing dynamics through 

proposed switching functions. The robust nature of SMC and its ability to deal with uncertainties make 

it an ideal technique for synchronizing chaotic systems. The control law based on SMC ensures the 

occurrence of sliding motion, providing a reliable approach for secure communication applications. 

Managing fractional-order control systems is more challenging than conventional integer-order 

systems due to the complex mathematics of fractional calculus [8]-[10], which involves non-integer 

integrals and derivatives. This complexity complicates the development and analysis of controllers. 

Accurate modeling requires advanced techniques to determine the parameters. Implementing these 

controllers is difficult because fractional derivatives and integrals often require numerical 

approximations, leading to high computational costs and potential inaccuracies. Stability analysis is 

complicated and requires new methods as standard tools are not applicable. The frequency behavior 

differs from whole-order systems, making it difficult to predict system behavior and control over a wide 

frequency range. 

Therefore, a sliding mode control method is presented for chaotic synchronization in this paper. This 

method is designed to handle the synchronization challenges associated with fractional-order chaotic 

systems, particularly when applied to secure color image communication, where the synchronization of 

RGB channels requires high precision. 

Several studies have focused on secure communication using chaotic systems. Huynh et al. presented 

secure audio communication based on a 4-D memristive chaotic system [11], while Lin et al. [12] 

proposed a hyper-chaotic system for secure image transmission. Giap et al. [13], [14] explored 

fractional-order chaotic synchronization for secure communication, highlighting its effectiveness in 

areas such as EEG signal security and wireless communication using a perturbation observer. However, 

secure color image communication remains a relatively underexplored area, presenting opportunities for 

further development in synchronization techniques [15], [16], [17]. In this work, we implemented the 

synchronization of a fractional-order chaotic system for secure communication of color images using 

sliding mode control. 

This article deals with the complicated dynamics of chaotic systems and the effectiveness of sliding 

motion in synchronizing these systems for secure image communication. The novel aspect of this 

research lies in the application of fractional-order chaotic synchronization to color image encryption, 

which requires handling multiple data channels with precision to maintain both security and 

synchronization. 

While sliding mode control (SMC) has been previously utilized in various studies for the 

synchronization of fractional-order chaotic systems, this paper emphasizes its specific application in the 

context of secure color image communication. This work is significant as it addresses the unique 

challenges associated with multi-channel (RGB) image encryption, necessitating precise 

synchronization across multiple data channels to achieve both robust security and high-quality image 

transmission can be summarized as follows: 

1. Application of Sliding Mode Control for Synchronization of Chaotic Fractional Order Systems: 

While Sliding Mode Control (SMC) has been used in various fractional order systems in the past, 

this research explores its novel application in the field of secure color image communication. The 

use of SMC in this context helps synchronize chaotic fractional-order systems that are complex 

and dynamic, and ensures that color image communication remains secure and resistant to 

external disturbances or attacks. 

2. Stability of the proposed method: The stability of the control method presented in this study is 

rigorously demonstrated using Lyapunov theory. This mathematical framework ensures that the 

system remains stable over time and provides a solid foundation for its reliable performance in 

synchronizing chaotic systems for secure communication. 

3. Introduction of a new secure communication method for color images: A new method specifically 

designed for secure communication of color images is introduced. This approach utilizes the 

advantages of SMC and fractional-order chaotic systems to protect the integrity and 

confidentiality of transmitted images, making it ideal for secure data transmission. 
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4. Security and effectiveness analysis: Several analysis methods are used to evaluate the security 

and effectiveness of the proposed communication method, such as: histogram, mean square error 

(MSE) and signal to noise ratio (SNR) 

This paper is organized as follows: Section 2 shows the problem formulation, Section 3 shows 

simulation results for chaotic synchronization between master and slave with fractional order. Section 4 

shows the method for secure color image communication and the results, and Section 5 contains the 

conclusion. 

2. Problem Formulation 

This section examines the synchronization between master system and slave chaotic system of 

Newton-Leipnik fractional-order chaotic system by using sliding mode control. The master system is 

shown in following equation. 
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(1) 

Parameters can be chosen as [1]: constants are 1 10.4, 0.175a b  , 1 1 10.19,  0,  z 0.18x y     and 

0.95 ( 1,2,3)iq i  . The slave equation for Newton–Leipnik chaotic system can be defined in following 

equation. 
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 (2) 

Parameters can be chosen as [1], constants are 2 2 236,  3,  20a b c   , initial conditions  are

   2 2 2,  , 0.2,0.5, 1x y z   , and 0.95iq   is the order of the derivative. The unknown terms 1 2 3, ,u u u  in 

(2) are the control functions to be determined by sliding mode control method as below. Finally, the 

error system modeling can be defined as follows 

3 2 1 2 2 1 1 2 1, ,  e z z e y y e x x        (3) 

From equations (1) and (2), deriving error system is presented in following equation. 
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 (4) 

Defining the active control functions as follows. 
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. (5) 

With 1 2 3, ,V V V  are respectively linear functions of 31 2, ,  and e e e . When  ( 1,2,3)iu i   are chosen as 

in equation (5), the derivate error systems in equation (4) become: 
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 (6) 

The control conditions  ( 1,2,3)iV i   are chosen to ensure the stability of the error system (3). And 

 ( 1,2,3)iV i   can be chosen as follows. 

 ,  ( 1,2,3)iiV Ce i    (7) 

where C  is a constant matrix that ensures stability. To ensure that the error system converges to zero 

and the desired synchronization is achieved, the matrix C  can be chosen as follows. 

2

2

2

1 0 0

0 1 0

0 0 1

a

C c

b

   
 
  
 
    

  (8) 

The sliding surface is designed to ensure that the error values converge to zero. The control functions 

are: 

1 1 2 1 1 1 1 1 1 110u V a y x a x y y z       

2 2 2 1 2 2 1 1 1 10.4 5u V c y x z x y x z       

3 3 2 1 1 1 15u V b b z x y     

(9) 

The Lyapunov theory is proposed to point out the stability of the SMC method. Choosing Lyapunov 

function in following equation. 

 2 2 2
1 2 3

1

2
V e e e    (10) 

Devirative equation (10) gets 

3 3 2 2 1 1V e e e e e e    (11) 

Substituting the error equations, equation (11) equavalent to: 

     1 2 1 2 2 1 2 2 2 2 3 2 3 3V e a e a e u e c e u e b e u          (12) 

Substituting ( 1,2,3)iu i   from (9) to (12), equation (12) equivalent to: 

   2 2 2
1 2 3 0V e C e e e      (13) 

This shows that the stability of the proposed control system, meaning the error states ie  will come to 

zero when time t  .  

3. Simulation Results 

With the initial 3D chaotic fractional order synchronization and using the SMC method, using Matlab 

Software in personal computer to simulate the synchronization method. Figure 1 shows the 3D 

trajectories of the chaotic system with Newton-Leipnik fractional parts, Figure 2 shows (a) the tracking 

trajectory of each channel in the chaotic system with Newton-Leipnik fractional parts and (b) its zoom 

in 5 seconds. Figure 3 shows the tracking error of each channel in the chaotic system with fractional 
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Newton-Leipnik parts, and Figure 4 shows the control signal of each channel in the chaotic system with 

fractional Newton-Leipnik parts. 

 

Figure 1. 3D trajectories of Newton- Leipnik fraction order chaotic system 

  

(a) (b) 

Figure 2. (a) Tracking trajectory of each channel in Newton-Leipnik fraction order chaotic system and (b) its 

zoom in 5 second. 

 

  

(a) (b) 

Figure 3. (a) Tracking error of each channel in Newton-Leipnik fraction order chaotic system and (b) its zoom 

in 5 second. 
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Figure 4. Control signal of each channel in Newton- Leipnik fraction order chaotic system 

The root mean square error (RMSE) values are RMSE1=0.0056, RMSE2= 0.0135, RMSE3 = 1.7626e-

04 for each channel. These results are so low that we can summarize that the SMC method is effective. 

Furthermore, comparing with the PID method in [18] in Table I as below. The significantly lower RMSE 

values for SMC, particularly the average of 0.0064 compared to 0.0183 for PID, indicate that the SMC 

method provides much more accurate synchronization across all channels. This demonstrates that the 

proposed SMC approach is not only effective but also outperforms traditional PID control methods in 

terms of precision. 

Table 1. RMSE values for synchronization 

Method RMSE1 RMSE2 RMSE3 Average RMSE 

Proposed SMC 0.0056 0.0135 1.7626e-04 0.0064 

PID [18] 0.016 0.028 0.011 0.0183 

4. Applying chaotic synchronization to image secure communication 

After synchronization chaotic system by SMC method, the proposed algorithm is used for color 

image secure communication. This method combines 5 steps as follows. 

 
Figure 5. Secure color image communication using Master and slave chaotic synchronization and sliding mode 

control method. 
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Step 1: Discretize the continuous chaotic with the sampling time h=0.001 (s). 

Step 2: Encrypt the original image with RGB (red-green-blue) method and convert the RGB image 

into normalization signal, called input signal ( )s t . 

Step 3: Send the input signal ( )s t  to the public channel. 

Step 4: Once the synchronization is completed, the message is the result at the receiver. By 

subtraction, the synchronized chaotic signal is removed from the message and we get the decrypted 

image. 

Step 5: Test the results.  

In summary, figure 5 shows the secure color image communication using master and slave chaotic 

synchronization and sliding mode control method as below. 

In this section, we choose two standard color images: Lena with a size of 512x512 pixels and Peppers 

with a size of 512x512 pixels. And the simulation results of the color image secure communication of 

the proposed method are presented as below in figure 5 for Lena image, and in figure 6 for Peppers 

image.  

 
 Case 1: Lena 512 color picture 

Figure 6. The simulation for Lena image. 
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(a) Original Pepers color image (d) Histogram of original Pepers color image 

  

(b) Encrypted Peppers 512 color (e) Histogram of encrypted Peppers 512 color 

  
(c) Decrypted Peppers 512 color 

Case 2: Peppers 512 color picture (f) Histogram of decrypted Peppers 512 color 

Figure 7. The simulation for Peppers image 

For the chaotic 3D system, we use all channels x, y and z. The histogram analysis show that there is 

a large difference in the pixel distribution of the original color image with the encrypted image (see and 

compare Figure 6 (e) with Figure 6 (d) and see and compare Figure 7 (e) with Figure 7 (d)). And the 

histogram of the decoded color image is approximately similar to the histogram of the original image 

(see and compare Figure 6 (f) with Figure 6 (d), and see and compare Figure 7 (f) with Figure 7 (d)). 

The results point out the proposed secure communication is safe and active.  

Mean square error (MSE) and peak signal-to-noise ratio (PSNR) 

The histogram analysis shows a clear difference in the pixel distribution of the encrypted image. 

However, for a more accurate evaluation of the proposed encryption algorithm, the differences between 

the original image and the encrypted image were calculated. MSE and PSNR are used to measure the 

distances between the pixels.  

 
 

2

1 1

1
MSE  ( , ) ( , )

N M

i j

I i j E i j
N M  

 


  (14) 

10

2

MS
PSNR  

E
10 MaxI

log
 

   
 

 
(15) 

where ( )N M  is the number of pixels in the image. 255MaxI   is the maximum pixel value of the 

encrypted image. And I(i, j) and E(i, j) are respectively the pixel gray value of the original and encrypted 
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images at a location (i, j). MSE for the original and encrypted images for Lena and Pepers are 

respectively 1.2459 x 104 and 1.3773 x 104. The PSNR between the proposed method and lossless color 

image encryption method [16] and [17] is presented in Table 2. Analysis results indicate that our method 

achieves better performance and quality than the encryption method in [19] and [20]. 

In addition to the histogram analysis, the differences between the original and encrypted images were 

measured using MSE and PSNR. MSE values for the original and encrypted images of Lena and Peppers 

were 1.2459 x 10^4 and 1.3773 x 10^4, respectively. PSNR comparisons with methods from [19] and 

[20] are shown in Table 2, indicating that the proposed method outperforms these in terms of encryption 

quality. Specifically, our method demonstrated better performance in both MSE and PSNR, leading to 

higher security and image quality during encryption and decryption 

To further enhance the comparison, our method not only excels in PSNR, achieving values such as 

8.1080 and 7.6040 for the original-encrypted images of Lena and Peppers, but also shows the infinite 

PSNR for original-decrypted images, which matches methods [19] and [20]. However, the slight 

differences in the encrypted image PSNR values between methods [19] and [20] indicate that while the 

performances are similar, the proposed method demonstrates a more balanced and secure approach to 

color image encryption. 

This comparative analysis highlights that the proposed SMC-based method provides a superior 

balance between encryption strength and image quality retention, especially when compared to DNA-

based and chaotic system approaches in other recent studies. 

Table 2. PSNR of the encrypted images for different methods 

Images PSNR (original-encrypted images) PSNR (original-decrypted images) 

 
Our 

method 

Image 

encryption method 

[19] 

Method 

[20] 
Our 

method 

Image 

encryption 

method [19] 

Method 

[20] 

Lena 8.1080 8.1293 8.7084 ∞ ∞ ∞ 

Peppers 7.6040 7.6393 8.2003 ∞ ∞ ∞ 

5. Conclusions 

This study proposed a sliding mode control (SMC) method for synchronizing master-slave chaotic 

systems with fractional order. Lyapunov stability theory confirmed the system's convergence to 

synchronization. MATLAB simulations showed that SMC outperforms conventional PID controllers, 

achieving lower RMSE. In secure color image communication, SMC also surpassed recent approaches. 

Static analysis, including histogram, MSE, and PSNR, validated the system's security and efficiency, 

making it suitable for practical applications. Future work will focus on developing advanced observers 

to enhance synchronization accuracy in complex chaotic systems. 

Conflict of Interest 

The authors declare no conflict of interest.  

REFERENCES 

[1] Q. Jia, "Chaos control and synchronization of the Newton–Leipnik chaotic system," Chaos, Solitons & Fractals, vol. 35, no. 4, pp. 814-
824, 2008. 

[2] C. M. Lin, D. H. Pham, and T. T. Huynh, "Encryption and Decryption of Audio Signal and Image Secure Communications Using 

Chaotic System Synchronization Control by TSK Fuzzy Brain Emotional Learning Controllers," IEEE Transactions on Cybernetics, 
vol. 52, no. 12, pp. 13684-13698, Dec. 2022. 

[3] Z. A. S. Rahman, B. H. Jasim, Y. I. A. Yasir, Y. F. Hu, R. A. A. Alhameed, and B. N. Alhasnawi, "A new fractional-order chaotic 

system with its analysis, synchronization, and circuit realization for secure communication applications," Mathematics, vol. 9, no. 20, 
p. 2593, 2021. 

[4] C. M. Lin, D. H. Pham, and T. T. Huynh, "Synchronization of Chaotic System Using a Brain-Imitated Neural Network Controller and 

Its Applications for Secure Communications," IEEE Access, vol. 9, pp. 75923-75944, 2021. 
[5] M. A. Kjaer, Sliding Mode Control, Sweden, Feb. 6, 2004. 

[6] I. Petras, "Stability of fractional-order systems with rational orders," arXiv preprint arXiv:0811.4102, 2008. 

mailto:jte@hcmute.edu.vn


 

ISSN: 2615-9740 

JOURNAL OF TECHNICAL EDUCATION SCIENCE 
Ho Chi Minh City University of Technology and Education 

Website: https://jte.edu.vn 
Email: jte@hcmute.edu.vn 

 

 

 

 

 

 

 

 

 

 

JTE, Volume 20, Issue 04SI, 11/2025 21 
 

 

 

[7] G. Si, Z. Sun, Y. Zhang, and W. Chen, "Projective synchronization of different fractional-order chaotic systems with non-identical 

orders," Nonlinear Analysis: Real World Applications, vol. 13, no. 4, pp. 1761-1771, 2012.  

[8] J. G. Lü, "Chaotic dynamics of the fractional order Lü system and its synchronization," Phys. Lett. A, vol. 354, no. 4, pp. 305-311, 2006. 
[9] L. J. Sheu et al., "Chaos in the Newton–Leipnik system with fractional order," Chaos Solitons Fractals, vol. 36, pp. 98-103, 2008. 

[10] S. K. Agrawal, M. Srivastava, and S. Das, "Synchronization of fractional order chaotic systems using active control method," Chaos, 

Solitons & Fractals, vol. 45, no. 6, pp. 737-752, 2012. 
[11] T. T. Huynh, C. M. Lin, D. H. Pham et al., "4-D Memristive Chaotic Systems-Based Audio Secure Communication Using Dual-

Function-Link Fuzzy Brain Emotional Controller," Int. J. Fuzzy Syst., vol. 24, pp. 2946–2968, 2022. 

[12] C. M. Lin, D. H. Pham, and T. T. Huynh, "Synchronization of Chaotic System Using a Brain-Imitated Neural Network Controller and 
Its Applications for Secure Communications," IEEE Access, vol. 9, pp. 75923-75944, 2021. 

[13] V. N. Giap, D. H. Pham, C. M. Lin et al., "Fractional Order T–S Fuzzy Chaotic Models for Secure EEG Signal via a Wireless 

Communication Protocol Using a Disturbance Observer and Sliding Mode Control Technique," Int. J. Fuzzy Syst., 2024. 
https://doi.org/10.1007/s40815-024-01712-4 

[14] V. N. Giap, Q. D. Nguyen, D. H. Pham et al., "Wireless Secure Communication of Chaotic Systems Based on Takagi–Sugeno Fuzzy 

Optimal Time Varying Disturbance Observer and Sliding Mode Control," Int. J. Fuzzy Syst., vol. 25, pp. 2519–2533, 2023. 
[15] L. Xiong, R. Ding, C. N. Yang, and Z. Fu, "Invertible secret image sharing with authentication for embedding color palette image into 

true color image," IEEE Trans. Circuits Syst. Video Technol., 2024. 

[16] M. Yan, Y. Hu, and H. Zhang, "Progressive meaningful visual cryptography for secure communication of grayscale medical images," 
Multimedia Tools Appl., vol. 83, no. 11, pp. 33639-33652, 2024. 

[17] A. Durdu, "Image transfer with secure communications application using a new reversible chaotic image encryption," Multimedia Tools 

Appl., vol. 83, no. 2, pp. 3397-3424, 2024. 
[18] K. Rajagopal, L. Guessas, A. Karthikeyan, A. Srinivasan, and G. Adam, "Fractional order memristor no equilibrium chaotic system with 

its adaptive sliding mode synchronization and genetically optimized fractional order PID synchronization," Complexity, vol. 2017, no. 

1, p. 1892618, 2017. 
[19] X. Wu, J. Kurths, and H. Kan, "A robust and lossless DNA encryption scheme for color images," Multimedia Tools and Applications, 

vol. 77, no. 10, pp. 12349-12376, 2018. 

[20] M. Samiullah et al., "An image encryption scheme based on DNA computing and multiple chaotic systems," IEEE Access, vol. 8, pp. 
25650-25663, 2020. 

 

Duc-Hung Pham was born in Hung Yen Province, Vietnam, in 1983. He received the B.S. degree in Automatic Control from Hanoi University 
of Science and Technology, Vietnam, in 2006, the M.S. degree in Automation from Hanoi University of Science and Technology, Vietnam, 

in 2011, and he received Ph.D. degree in the Department of Electrical Engineering, Yuan Ze University, Chung-Li, Taiwan, in 2022. He is 

also a Lecturer with Faculty Electrical and Electronic, Hung Yen University of technical and education, Vietnam. His research interests include 
fuzzy logic control, neural network, cerebellar model articulation controller, brain emotional learning-based intelligent controller, fault tolerant 

control, secure communication and robot control.  

Email: duchung.pham@utehy.edu.vn. ORCID:  https://orcid.org/0000-0003-3344-1593.  
 

Van-Tan Do was born in 2001 in Hai Phong, Vietnam. He graduated in Control and Automation from Hai Phong University in 2023. He is 

currently pursuing a Master's degree at Hung Yen University of Technical Education, class code H60231 (2023-2025). His research interests 
include the synchronization of two chaotic systems. 

Email: dovantan04112001@gmail. ORCID:  https://orcid.org/0009-0005-7236-9215. 

 
Ngoc-Thang Pham is with Faculty Electrical and Electronic Engineering, Hung Yen University of Technology and Education. Tel: 

0912287247. Email: phamngocthangutehy@gmail.com. ORCID:  https://orcid.org/0009-0002-1107-8965. 

 

Van-Phong Vu received the B.S. degree in the Department of Automatic Control from Hanoi University of Sciences and Technology, Hanoi, 
Vietnam in 2007; and M.S. degree in the Department of Electrical Engineering from Southern Taiwan University of Sciences and Technology, 

Tainan, Taiwan in 2010. Moreover, he received the Ph.D. degree in the Department of Electrical Engineering from National Central 

University, Zhongli, Taiwan, in 2017. Dr. Vu is currently a Lecturer with the Ho Chi Minh City University of Education and Technology, Ho 
Chi Minh City. His research interests include the fuzzy system, intelligent control, observer and controller design for the uncertain system, 

polynomial system, fault estimation, and large-scale system. Email: phongvv@hcmute.edu.vn. ORCID:  https://orcid.org/0000-0002-3243-

1775. 

 

mailto:jte@hcmute.edu.vn
https://doi.org/10.1007/s40815-024-01712-4
mailto:duchung.pham@utehy.edu.vn
https://orcid.org/0000-0003-3344-1593
https://orcid.org/0009-0005-7236-9215
https://orcid.org/0009-0002-1107-8965
https://orcid.org/0000-0002-3243-1775
https://orcid.org/0000-0002-3243-1775
https://orcid.org/0000-0003-3344-1593
https://orcid.org/0009-0005-7236-9215
https://orcid.org/0009-0002-1107-8965
https://orcid.org/0000-0002-3243-1775

