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1. Introduction

Non-Orthogonal Multiple Access (NOMA) and backscatter communication are emerging
technologies that play a critical role in advancing modern wireless communication systems. By
addressing the challenges of spectrum efficiency, user connectivity, and energy efficiency, these
technologies offer innovative solutions for next-generation networks, including the Internet of Things
(1oT) and 5G ecosystems [1] — [4], [15].

NOMA enhances spectrum utilization by enabling multiple users to share the same time and
frequency resources. Instead of assigning orthogonal resources as in traditional schemes, NOMA
distinguishes users through power domain multiplexing, leveraging superposition coding at the
transmitter and successive interference cancellation (SIC) at the receiver. This approach not only
improves spectral efficiency but also facilitates better connectivity and fairness among users with
varying channel conditions. Despite its potential, integrating NOMA into existing communication
systems involves challenges such as managing inter-user interference, ensuring security, and increasing
receiver complexity [1] — [4].

Backscatter communication is a low-power wireless communication technique that has gained
attention for its ability to enable sustainable and energy-efficient networking. Unlike conventional
systems that actively generate radio frequency (RF) signals, backscatter communication reflects existing
RF signals to transmit data. This makes it an ideal choice for ultra-low-power applications, particularly
in 10T, where energy-constrained devices need to communicate over extended periods [5], [6].
Backscatter communication systems typically involve three key entities: a source generating the RF
signal, a backscatter device modulating the signal to encode data, and a receiver decoding the modulated
signal. While energy efficiency is a significant advantage, backscatter communication faces challenges
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such as limited data rates, reliability under varying channel conditions, and vulnerability to security
threats like eavesdropping [7] - [9].

With the rise of dense communication in 5G and beyond, wireless networks are becoming
increasingly susceptible to unauthorized access and wiretapping by malicious nodes. The shared and
open nature of wireless channels exacerbates the risk of information leakage, making physical layer
security a critical concern. These challenges have triggered significant research into ensuring secure
communication in new communication models, particularly those involving innovative technologies
such as NOMA and backscatter communication. This pressing needs to address the vulnerabilities of
dense wireless communication systems forms the primary motivation for this work [10] — [15].

This research is driven by the question: How can we evaluate the capacity of secure transmission
in a communication model combining NOMA and backscatter communication? To address this, we
begin with a simplified and commonly encountered fading scenario: slow Rayleigh fading. By focusing
on this case, we aim to derive theoretical insights into the secure transmission capacity under realistic
channel conditions and validate these findings through Monte Carlo simulations.

This paper investigates physical layer security in a NOMA-backscatter communication model
involving two users and a common receiver, potentially wiretapped by an eavesdropper. In the proposed
system, two transmitter devices employ backscatter technology to both save power and transmit data to
the same receiver. By analyzing the system under slow Rayleigh fading, we compute the theoretical
probability of secure transmission capacity and compare it with simulation results. This work highlights
the potential of combining NOMA and backscatter communication to achieve secure and efficient
wireless communication in next-generation networks.

The paper is structured as follows. The next section introduces the system model, detailing the
wireless communication framework with NOMA and backscatter technology. Following this, the
performance analysis derives theoretical expressions for secure transmission capacity under the
proposed model. Numerical and simulation results are then presented to visualize and validate the
findings, accompanied by a discussion of their implications. Finally, the conclusion highlights the key
achievements of this research and suggests directions for future work.

2. System Model
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Figure 1. System Model
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The proposed network is depicted in Figure 1 which consists of an RF station I, two NOMA-enabled
loT devices V,, where n = {1,2}, and a passive eavesdropper E . All devices operate in half-duplex mode
and are equipped with single antennas. The RF station provides RF signals to the 10T devices for task
offloading, while the passive eavesdropper attempts to intercept the transmitted information.

The channel coefficients for the links I - V,, V,, > Vg, and V,, — E are denoted as h; , hy, , and
hg,, respectively. The transmitted signal from I interferes with the backscattered signal at the vehicles;
however, perfect successive interference cancellation (pSIC) at the receiver ensures that this interference
is eliminated.

The received signal at the 10T sink node S is given by:

€1pPy & (1 —p)Py
Vs = |7z €1l hv, s —Ezhlzhvzsz +ng (D
(dl1dV1) ( I Vz)
and the received signal at the eavesdropper E is expressed as:
&1pPy g(1—p)P,
ElhllhElsl EZhIZhEZSZ + ng (2)

( 1dE1) ( I, V2)

where:
- P, is the transmit power of I,
- &, (0 < &, < 1) represents the backscattering reflection coefficient,
- €5, €, € {0,1} denotes the transmitted data bit,
- hi,, hy,, and hg, are the distances fromI - V,,, V,, = Vg, and V,, — E, respectively,
- ng and ng are the AWGN noise components, modeled as ng, ng ~ (0,1) respectively.
The SINRs at S and E are expressed as follows. For the n-th 10T (V,,) at S:

€1P Yo

2
(dl dV )a’| I1| |hV1|
_ 1 V1
YV1 82(1 P) Yo h h 1 (3)
(dl dV) | Iz| | Vz| +
27°V2

Assume that p > 0.5, which indicates that the power allocated to signal s, is greater than that
allocated to signal s,.The decoding process employs successive interference cancellation (SIC), where
s, is decoded after successfully canceling the interference from s;.

20 -p)yo

= T 0h || 4
Y, = (dndv,)" | 12| | V2| “4)

Similarly, at the eavesdropper (E):
glpyEa’l I1| | E1|2
e, = — e, 5)

L el a1

(dlszz)

&1 —p)ye

—_— h
e = ) | e, | (©)

To simplify the complexity of the SINR expressions, we define the a4, a,, b, and b, as follows:
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To further simplify the expressions, we introduce the variables X,, X,, Y;, Y,, Z, and Z, representing
the squared magnitudes of the respective channel coefficients:

Xp = |y, | ¥ = |hy, |*, 20 = |hg, | forn € {1,2) (11)

These variables follow independent Rayleigh fading distributions. Using these definitions, the SINRs
can be reformulated in terms of X;, X,, Y;, Y, Z; and Z, significantly simplifying the mathematical
expressions and subsequent analysis. The probability density function (PDF) for each variable is given

by:
_ 1 ( X ) 12
fu(x) = Ty exp Ty (12)
where U € {X1,X,,Y,,Y,,Z,,Z, } and Ay is the mean of the corresponding exponential distribution.

Typically, 1, = E[U], which represents the average power of the respective channel. If the channels are
normalized, we can assume Ay = 1, simplifying the PDF to:

fu(x) = exp(=x),x = 0 (13)

The transmission rate threshold is the minimum data rate required for reliable communication in the
system. It serves as a benchmark to determine the efficiency of the transmission link, ensuring the data
rate meets the system's performance requirements.

For the n-th 10T device (V,,), the transmission rate threshold is denoted as R£"] which is the minimum
data rate required for successful task offloading. It is expressed in terms of the desired transmission
efficiency.

3. Performance Analysis
3.1. Capacity at the Receiver

The capacity at the legitimate receiver (e.g., 10T sink node S) for the n-th 10T (1}, ) is determined by
the SINR yy, of the legitimate channel. Using the Shannon capacity formula, the instantaneous
capacity at the receiver is given by:

s = Blog,(1+yv,) (14)
where:
e B isthe channel bandwidth (Hz),
* Yy, isthe SINR of the legitimate channel between the n-th vehicle and the 10T sink node.

This capacity represents the maximum achievable data rate under the current channel conditions for
secure and reliable communication.
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3.2. Capacity at the Eavesdropper

Similarly, the capacity at the eavesdropper E for the n-th IoT is determined by the SINR yg_ of the
eavesdropper's channel. The instantaneous capacity at the eavesdropper is expressed as:

¢ = Blog,(1 +yg,) (15)
where:
e B is the channel bandwidth (Hz),
e Vg, isthe SINR of the legitimate channel between the n-th vehicle and the 10T sink node.
This capacity quantifies the potential data rate the eavesdropper can achieve under current conditions,
representing the vulnerability of the communication link.
3.3. The Secure Capacity

The secure capacity quantifies the rate at which confidential information can be transmitted reliably,
ensuring that the eavesdropper cannot decode the information. It is defined as the non-negative
difference between the capacity at the legitimate receiver and the capacity at the eavesdropper.

For the n-th 10T device V,, the secure capacity Cs["]is expressed as:

+
M =|ci -l (16)

where [x]T = max(x,0) ensures that the secure capacity is non-negative. If the legitimate channel
capacity Cs[n] exceeds the eavesdropper's capacity Ce["], then secure communication is possible, and
c™ > 0. Otherwise, secure communication is not achievable, and ¢/™ = 0.

In secure communication systems, ensuring that the data transmission rate meets a target
transmission rate while remaining secure is a critical challenge. This involves satisfying conditions that
maintain both reliability for the legitimate receiver and confidentiality against an eavesdropper.

To ensure secure communication at a target transmission rate R£"], the system must satisfy:

+
" =[cf - M = R (17)

This condition ensures that the legitimate channel is not only reliable but also capable of maintaining
a secure data rate that the eavesdropper cannot decode.

If the secrecy capacity does not satisfy the target rate condition, CS[”] < RS["], the system fails to
ensure secure communication at the desired transmission rate. This failure may occur under the
following conditions:

e The quality of the legitimate channel deteriorates, leading to a low SINR for the legitimate
receiver yy, .

e The quality of the eavesdropper's channel improves, resulting in a high SINR for the eavesdropper
VE,

To address such scenarios, adaptive strategies can be employed, including reducing the target

transmission rate RE‘], increasing the transmit power, or enhancing the channel conditions through
techniques such as relay-assisted communication or advanced channel coding. These measures aim to
restore secure communication by ensuring that the secrecy condition is satisfied.

3.4. Probability of secure transmission

The probability of secure transmission quantifies the likelihood that the secrecy capacity of a

communication system meets or exceeds the target transmission rate Ri"]. It is a critical metric for
evaluating the security performance of a system under stochastic channel conditions.
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The probability of secure transmission for the n-th 10T signal, denoted as CI>£"], is defined as the

probability that the secure capacity satisfies the target transmission rate CS["]. Mathematically, it is
expressed as:

o = pr(ci™ = RI) (18)
Substituting the definition of secure capacity:
o = pr(cl - cl" > rIY) (19)
The secrecy condition can then be rewritten as:
ol = Pr(Blog,(1 +yv,) — Blogs(1+7vs,) = RIY) (20)
Simplifying further:
14y R["/
[n] _ Va s
o =Pr|——=2 B 21
’ ' <1 +tYe, ) @b

3.5. Probability of secure transmission

This section focuses on deriving the expression for the probability of secure transmission, which
quantifies the likelihood that the secrecy condition is satisfied for a given target transmission rate.

The computation of CDLH the probability of secure transmission for s; , is performed in Appendix A
and showing the result as follows:

ol

=Ey|————
v by + wya,u

(22)

a,au’w, [ —1+ %u — wzaz u+ (1 + Mu) log
1 2

+

bib, (1 + le);lz u) (—1 + Ry Mu)z

The computation of CDEZ] the probability of secure transmission for s, , is performed in Appendix B
and showing the result as follows:

b w;—1
[2] 1 1
O =Ey [—— — 23
s X2 [b1 + bywy exp( byx, )] 23)

4. Numerical and Simulation Results and Discussion

The simulation environment is configured to evaluate the system performance under realistic and
controlled conditions. The free pathloss coefficient is set to &« = 2, and the carrier frequency is chosen

as f, = 1 GHz. A system bandwidth of B = 1MHz is used to ensure sufficient spectrum allocation for
communication.
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The base station is located at the origin, [0,0,0], with a transmit power spectral density of
10~7 mW/Hz. Two reflectors (1oT users) are considered in the simulation, positioned at [100, 0, 0], with
identical reflection coefficients of 0.1. The target secrecy rate for each user is set to 10 kbps.

The receiver is placed at (120,0,0) and operates under a noise power spectral density (PSD) of
3.98 x 10~'8 mW/Hz. Similarly, the eavesdropper (EVE) is located at(110,0,0) with a noise power of
3.98 x 10718 mW/Hz.

These simulation parameters, as shown in Table 1, provide a well-defined framework for analyzing
the system's secrecy performance, enabling the evaluation of the impact of pathloss, noise, reflection,
and interference under realistic operating conditions.

Table 1. Simulation parameters

Parameters Values
Free pathloss coefficient a=2
Carrier frequency 1 GHz
Bandwidth B = 1MHz
Transmit Power Spectral Density 1077 mW/Hz
Base Station Locations (0,0,0)
Number of reflector K=2
Locations of reflectors (100,0,0); (100,0,0);
Reflect coefficients &g =¢6=01
Target Secrecy Rate RM = R = 10 kbps
Receiver Locations (120,0,0)
Noise PSD of Receiver 3.98 x 10718 mW/Hz
Eavesdropper Locations (110,0,0)
Noise PSD of Eavesdropper 3.98 x 1078 mW/Hz
1
1071 1
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Figure 2. Secrecy rate versus changes in positions of the 10T devices
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Figure 2 presents the probability of secure transmission CDLH and d)EZ]as a function of the positions
of the reflectors (10T devices). The x-axis represents the reflectors' positions, while the y-axis, displayed
on a logarithmic scale, indicates the secure transmission probability. Theoretical results are shown as
solid lines, while simulation outcomes are represented by markers. The red curves and markers

correspond to the first reflector CDLI], and the blue curves and markers represent the second reflector
o2,

The results demonstrate a strong consistency between theoretical predictions and simulation data for
both reflectors, validating the accuracy of the analytical model. Across the range of positions, the first
reflector cDE] exhibits a consistently higher secure transmission probability compared to the second
reflector d>£2]. This indicates that the first reflector benefits from more favorable channel conditions or
a strategic placement advantage, leading to superior secrecy performance.

In contrast, the second reflector d>£2] shows significantly lower probabilities of secure transmission,
which suggests weaker link conditions or a greater susceptibility to eavesdropping. Notably, the

behavior of CI>£2] is more sensitive to changes in position, as evidenced by sharp fluctuations in the
probability, particularly between positions 60 and 80. During this interval, the probability experiences
a noticeable dip and subsequent recovery, likely due to environmental factors or suboptimal positioning
that adversely affect the channel's performance.

1 +
1071 1
—— Theoretical ®!!
1072 _
+ Simulation @
—— Theoretical ®L2!
B Simulation ®!
]_0_3 T T T T T

T
0 20 40 60 80 100

Figure 3. Secrecy rate versus changes in positions of the Eavesdropper devices

Figure 3 illustrates the probability of secure transmission CDE] and CD£2] as a function of the
eavesdropper's position. The x-axis represents the eavesdropper's position, while the y-axis, presented
on a logarithmic scale, shows the secure transmission probability. Theoretical results are depicted with
solid lines, while simulation results are represented with markers. The red curves and markers
correspond to the first reflector <I>£1], and the blue curves and markers represent the second reflector
o2,

The results reveal a notable trend as the eavesdropper's position changes. For the first reflector QJE],
the secure transmission probability initially decreases slightly and then improves as the eavesdropper
moves further away. This indicates that the channel conditions favor secure communication as the
eavesdropper's position becomes less optimal for intercepting the transmitted signals. The consistency

between theoretical predictions and simulation data validates the accuracy of the model for CDE]
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In contrast, the second reflector CI>£2] exhibits a continuous and steep decline in the secure
transmission probability as the eavesdropper's position approaches certain regions. This reflects the
increasing vulnerability of the second reflector to eavesdropping due to unfavorable channel conditions

or proximity effects. Notably, the secure transmission probability for CI>£2] approaches zero in certain
positions, highlighting the significant impact of the eavesdropper's location on secrecy performance for
the second reflector.

17—

ﬁ—'.\\

10—2 4

—— Theoretical @V
+ Simulation oY

—— Theoretical @2

Secrecy successfulness probability

B Simulation ®

108 T T t .

104 1043 10° 1055 108 1065
Target secrecy rate R; (bits/s)

Figure 4. Secrecy rate versus changes in target transmission rate

Figure 4 illustrates the relationship between the probability of secure transmission CDF] and <D£2] and
the target secrecy rate R. The x-axis represents the target secrecy rate in bits per second Ry, plotted on
a logarithmic scale, while the y-axis displays the secrecy success probability on a logarithmic scale.

Theoretical results are shown as solid lines, and simulation results are represented by markers. The red

curves and markers correspond to the first reflector CD£1], and the blue curves and markers represent the

second reflector 2.
As the target secrecy rate increases, the figure reveals a clear degradation in the secure transmission

probability for both reflectors. For the first reflector CI>£1], the secrecy probability remains close to 1 for
lower secrecy rates and decreases only slightly as Rgincreases. This indicates a robust performance of
the first reflector under higher target secrecy rate requirements, showcasing favorable channel
conditions or better alignment with the legitimate receiver.

In contrast, the second reflector CDE]exhibits a more pronounced decline in secure transmission
probability as the target secrecy rate increases. For higher values of R, the probability drops
significantly, indicating increased difficulty in maintaining secure transmission under stringent secrecy
rate requirements. This suggests that the second reflector is more susceptible to eavesdropping or
channel inefficiencies as the required secrecy rate becomes more demanding.

The agreement between theoretical and simulation results is evident for both reflectors, confirming
the accuracy of the analytical framework in predicting secure transmission probabilities under varying
target secrecy rates.

This figure underscores the trade-off between higher target secrecy rates and the achievable
probability of secure transmission. While the first reflector demonstrates resilience to increasing secrecy
rate demands, the second reflector's performance diminishes significantly. These findings highlight the
importance of optimizing system configurations and reflectors' placements to meet specific secrecy
requirements in practical scenarios.
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5. Conclusion

This study investigated the integration of Non-Orthogonal Multiple Access (NOMA) and backscatter
communication to enhance physical layer security in wireless networks. By analyzing the theoretical
and simulated probabilities of secure transmission, we demonstrated the feasibility and effectiveness of
this model under various conditions, including changes in reflector positions, eavesdropper positions,
and target secrecy rates.

The findings highlight that secure transmission probabilities are highly dependent on system
parameters and environmental factors. For the first 10T device, secure communication is consistently
robust, benefiting from favorable channel conditions and better alignment with the legitimate receiver.
However, the second IoT device exhibited greater sensitivity to changes, particularly under stringent
target secrecy rate requirements and eavesdropper proximity, resulting in significantly reduced secure
transmission probabilities in certain scenarios.

The strong agreement between theoretical predictions and simulation results validates the accuracy
of the proposed analytical framework, emphasizing its applicability for modeling secure communication
in NOMA-backscatter systems. This research underscores the importance of optimizing key parameters
such as reflector placement, transmission power, and secrecy rate thresholds to ensure reliable and
confidential communication in adversarial environments.

Future research could extend this work by exploring more complex channel conditions, dynamic
network configurations, and advanced techniques such as intelligent reflecting surfaces (IRS) to further
improve system performance and security.
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Appendix A: Probability of Secure Transmission for s
The secure capacity for the first 10T device V; is defined as:

[n] 1 } Vn
C =Blo 24
s 82 <1 | En> ( )

where ¢! = B log,(1 + yy, ) and cM=p log,(1 + vk, ) are the capacities at the legitimate receiver
and eavesdropper, respectively. The probability of secure transmission is expressed as:

1+ R
ol = pr <i > 2 /s ) 25)
1+ YE,

The probability M5 for s, is given as:

a1 X1Y; X124 R
yvlszy,yElszZ’sz /B (26)
142142 24242
Introducing the random variables U = % V= %and W = ? the probability simplifies to:
2 2 2
M3 = IEU[PI‘(elv = ezw -1 )] (27)
Here:
a; wra,
e = b—lu, e, = b, u (28)
where u is a realization of U, and these random variables follow the PDF:
(2) = ! Ze{U,v,w} (29)
fZZ_(Z_l_l)ZJ » vy
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The term M5, is derived as:

1

My, = fez Pr(V > 0) fiy(w)dw + _[1 Pr(e;V = e, W — 1) fiy(w)dw (30)
0 e
For M3, 4, the evaluation simplifies as:
1 1 1 1
e, e
Maga= | Pr(V >0 dw = dw = Gh
314 fo r( ) fw(W)dw J;) W+ 1)2 w 1+e,
where e, = Wz—azu. Substituting:
2
M. ba (32)
314 ™ by + wya,u
For M, 5, substituting e; = %u and e, = W;—azu, we have:
1 2
M3IB = —[1 Pr(elV Z 62W - 1 )fw(W)dW
e
aq
1 (Waa; a4\ (w+ 1)2
ez(bz u 1+b1u)( ) (33)

by (1 + Wz;lz u)

a,u

ayauw, | -1+ 8y — szz u+ (1 + Wz_:-zu) log

b, b, (1 + le):lz u) (—1 + Z—iu — Wg—jzu)z

Appendix B: Probability of Secure Transmission for s,

The second term, M5, represents the probability that the secure transmission condition for s, holds.
It is defined as:

1+ Yv R£2]/
=P £>2" /B 34
M3, r[l F7e, > (34)
where
Rl
Yv, = b1X2Y2, Ve, = D2 XoZp, Wy = 2 /B (33)
Expanding M,
14 b X,Y, R£21/ b, w; —1
Mo, =Pr|— 2222 5 27 /gl = p Y, — Z, >
32 r[l + by X,Z, r[192W1 2 2 b2W1X2] (36)
sl - < e (20
e byw, 2 27 bywyxyl Xz by + b,wy P bix,
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