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ARTICLE INFO ABSTRACT 

Received:  12/02/2025 Deep learning has been considered a successful solution to process images 

and complex data. Hence, it is expected to be a standard solution for quality 

assurance in manufacturing. A standard deep learning-based method tries 

to reconstruct a normal image, and the difference between a testing image 

and its corresponding reconstructed image serves as an anomaly map. 

While a reconstruction model had been proposed, diffusion methods had 

been considered as SoTA solutions for image generation. However, these 

methods are tested on well-prepared datasets collected by costly devices in 

less noisy conditions. In an industrial environment, the image may be 

collected using economic hardware with serious noise. Motivated by the 

observation, this work tries to evaluate how diffusion-based anomaly 

detections work in a practice environment. We first collected a dataset by 

ourselves and tested it on various well-known anomaly detection methods. 

The hardware includes a rotating disk and a camera to capture sample data 

from various angles, while the software serves as an anomaly detection 

system for test samples. Also, we focus on well-known diffusion models to 

address whether this method works in high-variance environments. 

Comprehensive experiments on three can-datasets had been implemented, 

and the result shows that at the image level, the diffusion method works 

robustly without error. 
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1. Introduction 

Stable and consistent operations are essential in manufacturing, making an efficient quality control 

(QC) system indispensable. Regularly, QC is crucial for timely defect detection and maintaining 

production efficiency. Additionally, it plays a critical role in determining product acceptance or 

rejection, thereby ensuring high output quality and prolonging the lifespan of production lines. 

Conventional QC methods require a lot of human resources, while deep learning models could speed 

up the process efficiently. Hence, deep learning has been considered as a possible solution in QC.  Early 

deep-learning models used supervised learning to predict error categories. While achieving very high 

accuracy, a solid limitation of supervised learning lies in its dependence on predefined defect types, 

which humans typically specify. In a supervised learning pipeline, employees identify potential defect 

types (e.g., deformation defect), and engineers collect corresponding data to train a classifier. However, 

during real-world operation, if a previously unseen defect (e.g., paint defect) occurs—one that the 

employee did not anticipate—the pre-trained supervised model will likely fail to detect it, because it 

lacks training data for that category. This dependency fundamentally limits the adaptability of 

supervised approaches. Since identifying all possible defects during dataset preparation is often 

impractical, supervised models may struggle in dynamic production environments where new or rare 

defects can arise. 

In manufacturing environments, the defect categories are only available after a long time in the 

operation phase. Hence, we may not have the information to implement the data acquisition and labeling 

in the early operation phase. Motivated by the observation,  anomaly detection methods have been 

introduced to address the challenge. These methods learn from normal data, and if the testing sample 
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differs from the training samples, it could be considered an anomaly sample.  This approach does not 

require the error category from early states and can fulfill the dynamic requirement in an industrial 

environment. 

Regularly, there are two well-known approaches for anomaly detection. The prototype-based 

approach focuses on learning the characteristics of normal data and using these as a reference for 

comparison. A sample is considered an anomaly when it significantly deviates from the learned 

distribution of normal data. PaDiM [1], PatchCore [2], and CS-Flow [3] are techniques that belong to 

the prototype-based approach. PaDiM [1] models a multivariate Gaussian distribution from local 

features extracted from deep learning layers, enabling precise anomaly detection for complex data. 

PatchCore [2] applies Core-Set techniques to minimize stored data size while effectively detecting small 

anomalous regions, while maintaining performance. CS-Flow [3] utilizes Normalized Flow [4] to 

integrate multi-level feature information, delivering high-performance anomaly detection by leveraging 

multi-resolution insights. 

The second approach is reconstruction-based solutions. They apply generative models to learn and 

reconstruct normal data from a given input. The difference between the original and reconstructed 

images helps indicate the degree of abnormality of the sample. Generative models such as Variational 

Autoencoders (VAEs) [5], Generative Adversarial Networks (GANs) [6], and Diffusion Models (DMs) 

[6] are possible solutions for this task. VAEs learn the latent space from normal data and reconstruct the 

data, with the difference between the original and reconstructed data helping to detect anomalies. GANs 

use competition between the generator and discriminator to detect anomalies, while DMs, through 

injection and denoising, learn to recover data from noise, which helps detect anomalies based on poor 

denoising for unfamiliar samples. DMs provide higher stability than VAEs and GANs, although they 

require longer training times.  

While these methods report promising results on academic datasets [7], the performance in practical 

industrial environments remains an open question. Usually, data acquisition systems frequently rely on 

low-cost commercial hardware and are subject to noise, such as uneven lighting or lens distortions. For 

example, as shown in Figure 1, metal cans in industrial production frequently reflect light from 

illumination systems, and images may become misaligned due to camera shifts during operation. The 

differences between the two samples are evident in the background, lighting, and pose. Figure 1.b was 

captured under optimal conditions, featuring a uniform background, evenly distributed lighting that 

reduces reflections, and a frontal shooting angle to emphasize the object clearly. In contrast, Figure 1.a 

illustrates the challenges faced in real-world conditions, such as a noisy, non-uniform background, 

strong reflections from metallic surfaces, and a tilted shooting angle, which create imbalances and 

complicate recognition or analysis. This observation raises a research question: “Could state-of-the-art 

anomaly detection models designed and validated under ideal conditions be robust enough in real-world 

industrial environments where environmental factors may affect image quality?”. 

  
(a) (b) 

Figure 1. Images in the datasets: (a) self-collected images; (b) images in the MVtec dataset 

To address the question, this paper tries to collect data from economic hardware and evaluate the 

abnormal detection results using SoTA methods. We mainly focus on DDAD [7] because the method 

has been considered a successful solution in many datasets [8]. Also, with standard datasets (MVtec) 

used in academia benchmarking, diffusion-based models have led the overall performance rankings [9] 

it is a well-known solution based on the diffusion method for anomaly detection and has been considered 

a successful solution in many datasets. The major works are listed below: 
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 We build up simple hardware for data acquisition. It includes a rotating disk and a RealSense 

camera. 

 We construct and standardize three datasets for three categories of can. Each category has only 

one video of the normal can and many videos of deflected cans. The normal video is used to 

extract standard samples, whereas videos of deflected cans are used for validation and testing.  

We applied SoTA anomaly detection methods on the dataset and evaluated the performance by three 

metrics, including Image-based Area Under the Receiver Operating Characteristic Curve (AUROC), 

Pixel-based AUROC, and PRO (Per-Region Overlap). Among them, Image-based AUROC has a higher 

ability to detect faulty products, whereas others focus on localization errors. Hence, a good performance 

on Image-based AUROC implies that the model is robust in challenging environments. 

2. Related works 

2.1. Prototype-based approach 

 Anomaly detection involves extracting key features from data, comparing the features of new 

samples with those of normal data, and identifying mismatched samples as anomalies. One effective 

method is PaDiM [1], which models the distribution of image patches using a multivariate Gaussian. 

PaDiM enhances anomaly detection and localization performance while maintaining low time and space 

complexity, making it suitable for practical applications. However, it may encounter challenges when 

anomalies have complex structures or the training data is not sufficiently representative.  

Another advanced technique is PatchCore [2], which builds on previous methods by maximizing the 

representativeness of regular patch features. It employs coreset sampling techniques to reduce 

computational complexity. PatchCore [2] has demonstrated strong performance on benchmark datasets 

like MVtec [10] and Magnetic Tile Defects (MTD) [11]. Its ability to operate effectively with limited 

training data makes it suitable for real-world applications. However, its performance may decline in 

large-scale deployments where highly diverse distributions and computational demands increase.  

Additionally, density estimation methods have been applied to anomaly detection. The CS-Flow [3] 

approach simultaneously processes multi-scale feature maps to retain global and local contexts, enabling 

accurate anomaly detection and localization. By leveraging a fully convolutional architecture with cross-

scale connections, CS-Flow [3] achieves flexible and precise modeling of feature distributions. This 

method has shown superior performance on datasets such as MVtec [10] and MTD [11], effectively 

handling diverse distributions while preserving positional information in the latent space. However, its 

higher computational complexity, particularly when processing multi-scale feature maps, may hinder 

efficiency in real-time systems. 

2.2. Reconstruction-based methods 

Anomaly detection using image reconstruction relies on training a model on normal data to identify 

deviations in new images. The model learns the distribution of normal images in the training process,  

then the model can reconstruct a normal image in a testing phase. However, this method struggles to 

reconstruct anomalous regions that deviate from the learned distribution. The error is calculated as the 

pixel-wise difference between the original and reconstructed images. Regions with high reconstruction 

errors indicate the presence of anomalies, enabling precise detection and localization. This approach is 

practical and highly interpretable. Also, it is isolating and highlighting anomalies based on deviations 

from standard patterns.   

 

Figure 2. The training process for  

reconstruction-based methods 

 

Figure 3. The testing process for  

reconstruction-based methods 
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Figure 2 and Figure 3 illustrate the training and testing processes. Figure 2 demonstrates the training 

phase, where normal images are used to train a reconstruction module. In Figure 3, an input image 

(whether normal or anomalous) is fed into the reconstruction module. The original and reconstructed 

images are then compared to identify discrepancies. These differences are visualized in a heat map, 

which indicates anomalous regions within the image. This method not only effectively detects anomalies 

but also precisely pinpoints their locations.  

Among the leading approaches, Score-based PR [12] employs a diffusion process to normal images 

by calculating the gradient of the log-likelihood (score), thereby projecting noisy samples back onto the 

data manifold to reconstruct normal images. However, this method involves a complex tuning process 

and performs poorly when handling intricate structures or shape anomalies.  DRAEM [13] learns a joint 

representation of normal and anomalous samples while defining decision boundaries in the feature 

space. This method combines original and reconstructed images in the feature space rather than solely 

relying on the divergence in the pixel domain. The approach helps avoid overfitting caused by synthetic 

anomalies. While outperforming many advanced anomaly detection and localization methods, the 

method complex post-processing steps. Last but not least, DDAD [7] introduce a conditional denoising 

diffusion model for anomaly detection. This method controls the diffusion process using the target image 

to ensure precise reconstruction of standard features. Additionally, it incorporates domain adaptation by 

fine-tuning the feature extractor based on examples generated during the diffusion process, improving 

generalization and adaptability.  

3. Methodology 

3.1. Hardware to collect the dataset 

Figure 4 depicts the hardware setup for data collection. 

This hardware includes a rotating disk powered by an electric 

motor and a gearbox, which maintain a stable rotation speed 

of 2 RPM. The system is housed in a sealed enclosure to 

eliminate environmental interference and features uniform 

lighting alongside a RealSense camera for capturing detailed 

surface images of the products. The camera is securely 

mounted and synchronized with a central computer for 

efficient data management and storage, ensuring precision and 

consistency throughout the data collection process. 

 

 

Figure 4. Rotating disk in the data 

collection hardware system. 

3.2. Diffusion model for anomaly detection. 

 

Figure 5. Architecture of the Diffusion Model 

This paper uses the diffusion model [14] for image reconstruction.  As described in Figure 5, the 

diffusion model's architecture consists of two main steps. In the first step, Gaussian noise is added to 

the image over T time steps using a pre-defined formula. This step generates a noisy image which fed 
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to the Unet-liked denoised model. In the second step, the U-Net model predicts the added noise given 

the noised image and the step t. The model is trained by optimizing the Mean Squared Error (MSE) loss 

function to estimate the noise as closely as possible to the added noise. Detail of two steps are as below: 

Forward Diffusion Process 

During the forward process, Gaussian noise is gradually added to the image over T time steps. At 

each step t, the noisy image 𝑥𝑡 is computed using Equation (1): 

𝑥𝑡 = √α𝑡𝑥𝑡−1 + √1 − α𝑡ϵ          (1) 

Where α𝑡 controls the noise level (typically decreasing over time), and ϵ ∼ 𝒩(0, 𝐼) represents 

Gaussian noise. 

After T steps, the image becomes completely noisy, losing all recognizable structure from the original 

image 𝑥0. Based on the additive property, combining multiple Gaussian distributions still results in a 

Gaussian distribution. Therefore, the state 𝑥𝑇 can be directly computed from the original image 𝑥0 using 

Equation (2): 

𝑥𝑇 = √α𝑇̅̅̅̅ 𝑥0 + √1 − α𝑇̅̅̅̅ 𝜖         (2) 

In which: α𝑇̅̅̅̅ = ∏ α𝑡
𝑇
𝑡=1  : represents the accumulated noise up to step T 

The U-Net model training process 

The U-Net model training process is carried out in three main steps. First, a clean image 𝑥0 is 

randomly selected from the training dataset, and Gaussian noise ϵ ∼ 𝒩(0, 𝐼) is added to create the noisy 

image 𝑥𝑡. The noisy image at step t is calculated according to the forward diffusion formula (2). Next, 

the noisy image 𝑥𝑡 and the time step information t are input into the U-Net model to predict the noise 

ϵθ̂(xt, t). The error between the actual noise ϵ and the predicted noise is computed using the Mean 

Squared Error (MSE) loss function as Equation (4): 

ℒ(𝜃) = |𝜖 − 𝜖𝜃̂(𝑥𝑡, 𝑡)|2     (3) 

In which ϵθ̂(𝑥𝑡, 𝑡) is the noise predicted by U-Net with parameter 𝜃, and 𝐸 denotes the expectation 

over the training data, random noise, and time steps. Finally, the loss value ℒ(𝜃) is used to update the 

parameter θ of the U-Net model through the gradient descent algorithm.  

3.3. The Reconstruction Process based on conditional image (DDAD methods) 

In the image denoising problem, the objective is to transform a noisy image x0 into a reconstructed 

image xt that closely resembles the target image y. The proposed method accomplishes this by 

conditioning the score function based on a posterior score function  ∇xt
log pθ ( xt ∣∣ y ). However, 

directly computing this posterior score is challenging due to the difference in the signal-to-noise ratio 

between xt and y. 

To address this issue, the method assumes that when x0 is close to y, adding a similar noise to y will 

create a noisy image yt ∼ xt. The amount of noise ϵ̂ is estimated by Equation (4): 

ϵ̂ = ϵθ
(t)(xt) − w√1 − αt(yt − xt)           (4) 

Where w is the parameter adjusting the degree of conditioning influence, and ϵθ
(t)(xt)  is the amount 

of noise in xt predicted by the model. The less noisy image xt−1 is calculated through the denoising 

process as Equation (5): 

xt−1 = √αt−1f̂θ(t)(xt) + √1 − αt − 1 − σt
2ϵ̂ + σtϵt (5) 

The process of reconstructing the image from noisy images is detailed in Algorithm 1. 
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Algorithm 1 Reconstruction Process 

1. xT′ ← √αT′x + √1 − αT′ϵt 

2. 𝐅𝐨𝐫 𝐚𝐥𝐥 t =  T′, … , 1 𝐝𝐨 

3.  yt ← √αty + √1 − αtϵθ
(t)(xt)         

4. ϵ̂ ← ϵθ
(t)

(xt) − w√1 − αt(yt − xt)  

5.  fθ
(t)̂

(xt) ← (xt − √1 − αtϵ̂)/√αt    

6. xt−1 ← √αt−1fθ
(t)̂

(xt) + √1 − αt−1 − σt
2ϵ̂ + σtϵt 

7. end for 

8. return 𝐱𝟎 

 

Initially, the noisy image xT′   is created by adding noise to x0 through Equation (2). Then, the 

algorithm proceeds to gradually denoise xt to resemble the target image y. In each iteration: 

1. A noisy version yt is synthesized by adding noise similar xt to the target image y using the 

expression yt ← √αty + √1 − αtϵθ
(t)(xt).  

2. The amount of noise ϵ̂ is calculated from the noise predicted by the model and the deviation 

between yt and xt. 

3. The less noisy image is predicted based on ϵ̂ as fθ
(t)̂(xt) ← (xt − √1 − αtϵ̂)/√αt. To estimate ϵ̂, 

we use the w parameter to adjust the influence of conditioning while σt controlling the randomness of 

the sampling process. 

4. A new image xt−1 is generated by combining three factors: the predicted original image, the 

estimated noise, and random noise controlled by the parameter σt. 

3.4. Anomaly map generation 

 

Figure 6. The estimation process of an anomaly map 

Error! Reference source not found. presents the process to estimate an anomaly map. Denote X 

and X̂ are the testing image and the reconstructed image; the anomaly map is combined by two 

components as Equation (6). Here, the first component is the pixel-based anomaly map (Mp), 

represented by equation (7). The second component is the feature-based anomaly map (Mf), represented 

by equation (8). 

M = Mp + Mf (6) 

Mp = ‖X −  X̂‖ (7) 

Mf = ‖Φ(X) − Φ(X̂)‖ (8) 

In Equation (8), Φ(. ) is a extractor from a pre-trained backbone. Usually, feature are extracted at 

diffirent scale; feature hence the Mf should be estimated at multible scale. Denote Φj(. ) is the extrector 

at the jth scale, the anomaly map is rewrote as Equation (9). 

mailto:jte@hcmute.edu.vn


 

ISSN: 2615-9740 

JOURNAL OF TECHNICAL EDUCATION SCIENCE 
Ho Chi Minh City University of Technology and Education 

Website: https://jte.edu.vn 
Email: jte@hcmute.edu.vn 

 

 

JTE, Volume 20, Issue 04SI, 11/2025 144 
 

 

Mf = ∑‖Φj(X) − Φj(X̂)‖

J

j=1

 (9) 

In these equations, the feature extractor is a critical factor to estimate M. The extractor is fined-tune 

by the loss function in Equation (10). Here, the term L1 imply that X and X̂ have similar feature given 

by a fine-tune feature extractor Φj(. ); and the term L2 imply the fine-tune feature extractor and the pre-

trained feature are similar. The term λ is used to control the important of L2. To model these objective 

functions, the function cos(Φj(. );,Φj(. );) has been used. The cos(Φj(. );,Φj(. );) function measures the 

similarity between two feature vectors; therefore, the value 1- cos(Φj(. );,Φj(. );) describes the loss 

function. The j values represent different scale in feature extractor. Specifically, three resolution levels 

are selected: 1, 2, and 3, corresponding to the levels of the feature extractor model. 

LM = L1 + λL2 (10) 

= ∑ (1 − cos (Φj(X), Φj(X̂)))

J

j=1

+ λ ∑ (1 − cos (Φj(X), Φj
̅̅ ̅(X)))

J

j=1

+  λ ∑ (1 − cos (Φj(X̂), Φj
̅̅ ̅(X̂)))

J

j=1

 

4. Experiment 

4.1. Data collection process and experimental setting. 

 Normal Color anomaly Ground Truth of 

color anomaly 

Shape anomaly Ground truth of 

shape anomaly 

 

Winter 

melon 

     

 

 

Sprite 

     

 

 

Coffee 

   
 

  

Figure 7. Example images from the collected dataset and Ground Truth. 

The hardware described in Section 3.1 is employed to collect training samples across three categories 

of cans. In our experiments, 45 videos were recorded, with 15 videos for each can category. Each 

category includes five videos captured from various camera angles and under different lighting 

conditions, reflecting three states: normal, shape anomaly, and color anomaly. The dataset comprises 

data from 9 cans, evenly distributed across three can categories and two defect categories. After 

collection, the videos were processed and converted into images, with one image extracted per second. 

The training dataset consists of 300 normal images, while the testing dataset includes 150 abnormal 

images for each defect type, along with a selection of normal samples captured under challenging 

conditions. Examples of can categories and defect categories are shown in Figure 7. When one product 

has multiple anomalies, it is easier to detect than a product with a single anomaly. Hence, in our paper, 

we only focus on single anomaly cases. In addition, evaluation metrics and experimental settings are 

represented in Appendix A1 and A2, respectively. 
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4.2. Quantitative Results 

To evaluate the effectiveness of DDAD on the collected dataset, we compared it with several state-

of-the-art methods, including EfficientAD [15], PaDiM [1], PatchCore [2], CS-Flow [3], DRAEM [13], 

and Score-based PR [12]. EfficientAD, PaDiM, PatchCore, and CS-Flow are prototype-based 

approaches, while DRAEM, Score-based PR, and DDAD are reconstruction-based methods.   

As highlighted in Error! Reference source not found., the DDAD method surpasses all other 

existing approaches, excelling over reconstruction-based methods as Score-based PR [12] and 

prototype-based methods as PatchCore [2]. DDAD achieves a perfect Image AUROC score 1.0 across 

all datasets (Winter Melon, Sprite, Coffee), significantly outperforming competing methods. For 

example, compared to PatchCore [2], DDAD demonstrates an improvement ranging from 7.6% to 7.9%. 

Even Score-based PR [12], which achieves Image AUROC scores of 0.968, 1.0, and 0.971 across the 

three product categories, lags behind DDAD in the first two categories. These results underscore 

DDAD’s exceptional image-level anomaly detection performance, delivering consistent results across 

diverse datasets.   

DDAD maintains its superiority at the pixel level, achieving the highest Pixel AUROC scores of 

0.918, 0.936, and 0.968, outperforming both PatchCore [2] and Score-based PR [12]. This demonstrates 

DDAD’s capacity to detect fine-grained or challenging anomalies. DDAD’s exceptional performance 

on the Per-Region Overlap (PRO) metric is particularly notable and critical for assessing anomaly 

localization. DDAD achieves substantial improvements in PRO, with increases ranging from 75.5% to 

122.7% compared to other methods, highlighting its ability to localize anomalies effectively and handle 

complex reconstruction scenarios.    

Table 1. Detailed comparison of classification and anomaly localization performance of different methods on 

our benchmark dataset. 

Model Winter Melon Sprite Coffee 

 
Image 

AUROC 

Pixel 

AUROC 
PRO 

Image 

AUROC 

Pixel 

AUROC 
PRO 

Image 

AUROC 

Pixel 

AUROC 
PRO 

EfficientAD 0.814 0.64 0.212 0.928 0.757 0.662 0.894 0.727 0.574 

PaDiM 0.904 0.738 0.296 0.964 0.758 0.667 0.94 0.775 0.528 

PatchCore 0.924 0.846 0.375 0.983 0.857 0.575 0.981 0.94 0.521 

CS-Flow 0.606 0.689 0.123 0.851 0.859 0.391 0.931 0.855 0.146 

DRAEM 0.835 0.638 0.161 0.983 0.525 0.617 0.905 0.632 0.526 

Score-base PR 0.968 0.896 0.435 1.0 0.903 0.502 0. 971 0.952 0.456 

DDAD 1.0 0.918 0.835 1.0 0.936 0.853 1.0 0.968 0.914 

Additionally, DDAD demonstrates remarkable performance across all data categories. While Score-

based PR achieves strong results in specific areas, it falls short compared to DDAD, especially in PRO 

and Pixel AUROC metrics. DDAD exhibits exceptional performance in the Coffee category, further 

validating its capability to address real-world challenges requiring high precision in anomaly detection 

and reconstruction. Overall, DDAD emerges as a robust and effective solution, excelling in research 

settings and practical applications demanding accurate anomaly detection and reconstruction.   

Leveraging a diffusion model, DDAD excels in detecting and localizing anomalies and 

reconstructing anomalies through a generative framework. The method achieves significant 

improvements, including a minimum increase of 2.8% in anomaly detection compared to normal 

samples and a 2.2% improvement over other reconstruction-based methods, as demonstrated by pixel-

level evaluations.   
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Figure 8. Performances on the testing set during the training process by DDAD 

Figure 8 illustrates the performance during the training process of the DDAD. The experiment is 

carried out on the Sprite, Coffee, and Winter Melon datasets across multiple epochs. The Image AUROC 

metric quickly achieves a perfect score of 100% and remains stable throughout the process. This 

highlights exceptional image-level classification performance. In addition, Pixel AUROC and Pixel 

PRO show steady improvements over the epochs, indicating enhanced pixel-level performance. 

However, signs of overfitting emerge as Pixel PRO begins to plateau. Based on Figure 8, the training 

process could be shortened by reducing the number of epochs by two-thirds. This property significantly 

reduces training time while maintaining high performance, particularly for image-level predictions. 

In addition to evaluating the accuracy of anomaly detection, we also compare the execution time 

among these methods. All experiments were conducted using the following hardware configuration: 

NVIDIA GeForce RTX 2080 Ti 12GB, Intel Core i7-10700 CPU, 16GB RAM, and patch size = 4. 

Table 2. Evaluation of model complexity and performance. 

Method EfficientAD PaDiM PatchCore CS-Flow DRAEM 
Score_base  

PR 
DDAD 

Number of Parameters 

[x10^6] 
8.1 2.8 24.4 63.5 97.4 17.84 32.95 

Execution time (ms) 112 96 140 176 220 120 316 

The results from Table 2 show that the DDAD model is not memory-intensive. Specifically, the 

model contains 32,95 million parameters, which is approximately half the size of CS-flow and one-third 

the size of DRAEM. However, due to the iterative nature of the decoding process, the method requires 

a longer inference time up to 316ms for a patch containing 4 samples. This limitation can be solved in 

practical deployments using patch-based processing. In such cases, images from the camera can be 

temporarily stored in a buffer and grouped into patches. These patches can then be processed in parallel 

to fully leverage the computational power of the GPU. 

4.3. Ablation study 

In Section 3.4, the anomaly map is based on two components, including a pixel-based anomaly map 

(Mp) and a feature-based anomaly map (Mf). This section aims to evaluate the effect of the map on 

detection results. Figure 9 represents Image-level AUROC, pixel-level AUROC, and PRO with only the 

pixel-based anomaly map, only the feature-based anomaly map, and both. The results demonstrate that 

relying only on pixel-wise differences is insufficient for effective anomaly detection. Specifically, the 

performance metrics based on pixel differences are approximately 50%, which indicates that the 

detection is nearly equivalent to a random guess. This phenomenon is because pixels are highly sensitive 

to illumination changes and common environmental issues when data is collected using low-quality 

hardware. 
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In contrast, feature maps are more stable and robust than raw pixels, significantly improving 

detection accuracy. For instance, the pixel-level AUROC improved from 51.7% to 85%, while image-

level accuracy increased from 45.7% to 99.7%. Combining both pixel-wise and feature-wise information 

further enhances performance across all evaluation metrics. However, the improvement is more 

noticeable when measured using pixel-level AUROC or PRO. This is because pixel-AUROC and PRO 

are more stringent metrics, requiring precise localization at the pixel level. In contrast, image-level AUC 

considers only the overall prediction for the entire image and is less sensitive to pixel-wise accuracy. 

 

Figure 9. Ablation study to detect anomaly based on Image AUROC, Pixel AUROC, and PRO 

5. Conclusion 

This paper presents a performance evaluation of SoTA anomaly detection solutions on high-noise 

datasets collected by economic hardware. On the hardware side, the system features a rotating disk and 

a camera setup to capture sample data from multiple angles. The DDAD anomaly detection method is 

employed on the software side to identify defects across three product categories. Experimental results 

demonstrate the system's ability to detect subtle defects that are challenging for human inspection. 

Especially, on the image level, all anomaly products could be detected without error. On the pixel level,  

the localization result is higher than other recent methods. This result points out that DDAD is suitable 

for working in an industrial environment when defect categories are unknown and the data acquisition 

system is economic. 
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