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ARTICLE INFO ABSTRACT 

Received:  15/05/2025 The rapid development of the automotive industry has significantly 

increased the number of vehicles, thereby driving a higher demand for 

vehicle diagnosis and maintenance. However, existing diagnostic devices 

are still limited by their connection range and high cost. This study aims to 

develop a novel diagnostic solution that offers more flexible and cost-

effective connectivity. The research begins by analyzing and synthesizing 

technical documents on OBD-II systems, Android application 

development tools, and real-time databases. A diagnostic module, using an 

ESP32 microcontroller is then developed to read and process CAN signals 

from the vehicle's OBD-II system. The module is designed to be compact, 

cost-effective, and non-intrusive to the vehicle's hardware. Additionally, an 

Android application was developed with functionalities such as data 

reading, Diagnostic Trouble Code (DTC) reading, clearing all DTCs, and 

component activation testing. This application enables users to interact 

bidirectionally with the remote diagnostic module via a real-time database, 

without being restricted by distance. The application functions similarly to 

a multi-functional diagnostic tool, offering effectively unlimited 

connection range and fast response times (0.4–0.6 seconds). This research 

successfully delivers a flexible diagnostic solution for vehicles, addressing 

common limitations of existing diagnostic devices. 
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1. Introduction 

On-Board Diagnostics (OBD) has become an important tool in monitoring and reporting technical 

problems, supporting maintenance and repair processes. However, traditional diagnostic tools are often 

expensive and require direct connection, requiring the user to be present next to the vehicle to perform 

the test. This creates inconvenience when the vehicle experiences issues at a considerable distance from 

the repair facility, leading to increased costs and prolonged processing times. 

In recent years, numerous international studies have explored the development of mobile applications 

and wireless connectivity for OBD-II systems, such as Bluetooth, Wi-Fi, and GSM technologies, to 

support remote diagnostics and provide more convenient, flexible solutions. 

Muhammad Nadeem Iqbal et al. (2017) developed an on-board diagnostic kit and a remote online 

diagnostic system for European-standard vehicles. The system uses GSM technology to establish remote 

connections with the Electronic Control Unit (ECU), enabling a server to conduct diagnostics and 

provide repair instructions to the user. However, this research primarily focuses on domestic European 

vehicles, limiting its global applicability [1]. 

A study by Pirapuraj Ponnampalam et al. (2021) proposed a smart diagnostic system in which an 

Internet of Things (IoT) device connects to the vehicle's OBD-II port to transmit data to a server, 

providing vehicle status updates via a mobile application. The system also facilitates a network 

connection between customers and service stations, enabling quotation requests and remote repair 
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support. Despite its practicality, the system emphasizes routine maintenance over in-depth remote 

diagnostics [2]. 

Another study by Ahmed J. Abid et al. (2014) introduced a remote vehicle monitoring and support 

system that allows for remote monitoring, fault diagnosis, CO emission control, and traffic condition 

analysis. A notable feature of this study is its ability to predict potential faults based on sensor data and 

fault history while alerting drivers about safety concerns. However, the combination of this system onto 

mobile devices to increase flexibility has not yet been implemented [3]. 

In Vietnam, some studies have initiated the application of OBD combined with Bluetooth and Wi-Fi 

to enable remote vehicle status monitoring, making it easier for users and technicians to access vehicle 

data [4], [5]. However, these solutions primarily perform basic diagnostic functions and lack deep IoT 

integration, which restricts remote vehicle interaction. 

To address these limitations, our research proposes a remote diagnostic device incorporating IoT 

technology. 

2. OBD-II data frame  

 

Figure 1. OBD-II frame 

The standard 11-bit OBD-II data frame structure, used in the CAN protocol (ISO 15765) includes 

key fields, as shown in Figure 1: ID (0x7DF for requests, 0x7E8–0x7EF for ECU responses), length 

(03–06 bytes), mode (as shown in Table 1, defined by SAE J1979), PID (to specify the requested 

parameter), and data (up to 4 bytes: A, B, C, D). The data bytes are interpreted based on the PID and 

mode to extract actual sensor values, such as engine speed or oxygen sensor voltage. [6] 

 Table 1. 10 diagnostic modes on the OBD-II system. 

Mode (hex) Describe 

01 Show live data (real-time data) 

02 Show freeze frame data 

03 Show stored Diagnostic Trouble Codes (DTCs) 

04 Clear DTCs 

05 Show oxygen sensor monitoring test results 

06 Show On-Board Monitoring Test Results 

07 
Displays pending fault codes during the current drive cycle or the most recent last 

drive cycle 

08 Check the operation of components/systems 

09 Request vehicle information 

0A Permanent DTCs (not supported by all vehicles) 

3. Recommended mobile device and applications  

3.1. Overview of the communication system between the module and the mobile application 

We propose a system consisting of CAN signal from OBD-II (1), a TJA1050 CAN signal conversion 

circuit (2), ESP32 (3), Wi-Fi and mobile data (4)(5), mobile application (6), and a real-time database 

built on Firebase Realtime Database (7), as shown in Figure 2. Specifically, ESP32 processes requests 

from the application, sends and receives data over the CAN, then send it to Firebase. The mobile 
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application interacts with the user, transmits and displays data from Firebase. Data on Firebase will be 

continuously updated to ensure timely diagnosis and display via the Internet connection. 

 

Figure 2. System overview block diagram 

Figure 3 shows the circuit diagram of CAN communication module via OBD-II port. It uses the 

module ESP32 microcontroller to communicate with the CAN network via the TJA1050 CAN signal 

conversion circuit. The 12V power from the OBD-II port is regulated to 5V to supply power to the 

ESP32 and TJA1050. The TJA1050 connects to CAN High and CAN Low, converting the CAN signal 

into digital data for further processing by the module ESP32. 

 

Figure 3. Circuit diagram of CAN communication module via OBD-II port 

The module measures 90x45 mm and is encased in a 3D-printed plastic shell, featuring LED 

indicators for power and Wi-Fi connection status, as shown in Figure 4. When the Wi-Fi connection is 

successful, the corresponding LED will light up. The device is compact, easy to install, uses power from 

the OBD-II port, and does not interfere with the vehicle hardware. 

 

Figure 4. CAN communication module via OBD-II port 

3.2. Block diagram on ESP32 

Figure 5 shows the block diagram of the main processing program on module ESP32. Before 

connecting to Firebase, ESP32 needs to elestasblish a new Wi-Fi connection. After starting, ESP32 

automatically connects to a saved Wi-Fi network. If the connection is successful, it skips the 

initialization block (1) and starts initializing CAN and Firebase communication (2). Otherwise, if the 

Wi-Fi connection fails, ESP32 will initialize Bluetooth to configure a new Wi-Fi. Users can connect to 

ESP32 via a mobile app with Bluetooth, scan, and select an available Wi-Fi network. After receiving 

the correct SSID and password, ESP32 connects to the Wi-Fi network, stores this Wi-Fi in Flash memory 
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for use in subsequent connections, then disconnects Bluetooth, initializes CAN and Firebase to perform 

the required functions. 

After connecting to Wi-Fi and Firebase, ESP32 read the "Function" value from Firebase to determine 

the function to perform. Depending on the request, ESP32 gets data from the OBD-II port and sends it 

to Firebase. For real-time functions, such as reading live data and drawing graphs, ESP32 continuously 

updates the data. For other functions, such as DTC reading and clearing or component activation, it only 

performs once and resets the "Function" variable after completion. 

 

Figure 5. Block diagram of the main processing program on ESP32 

3.3. Mobile applications 

3.3.1. Live data reading function 

When the live data reading function is selected, the application initializes Firebase connection and 

sends a "Function = 1" to Firebase for the module to perform this task. After collecting the data, the 

values are converted to actual values using formula (1): 

physical_value = offset + scale * raw_value_decimal [7] (1) 

where raw_value_decimal is the feedback data from the ECU with a length of 8-32 bits, translated 

into decimal, and then calculated according to the scale and offset values corresponding to each specified 

Parameter ID (PID). 

Figure 6 shows the information displayed, includes the name, value, and unit of the parameters. This 

data is automatically updated on Firebase, enabling continuous monitoring and detection of anomalies 

in engine operation.  
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Figure 6. Live data reading results on Toyota Vios 2007 

3.3.2. DTC reading and clearing function 

a. DTC reading function 

  
(a) (b) 

Figure 7. DTC reading results on Toyota Vios 2007 (a) and Ford Focus 2019 (b) 

When DTC reading function is selected, the application sends "Function = 2" to read the DTC. The 

DTC list is retrieved from Firebase and classified into three states: “Stored”, “Pending”, and 

“Permanent” as shown in Figure 7. The DTC status can vary between vehicle manufacturers.  
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The application also supports searching for DTC information on the Internet; simply tap the search 

icon to switch the browser with the syntax “DTC [Diagnostic Trouble Code]” as shown in Figure 8. This 

function is a great support in providing more detailed information about DTC as well as inspection and 

repair methods. 

 

Figure 8. Internet DTC search function 

b. DTC clearing function 

As Figure (9-10) shows, when the DTC clearing function is used, the application will send "Function 

= 3" to Firebase allow to delete all DTC and stored data. The test results on a Ford Focus 2019 show 

that all DTCs have been deleted, except for "Permanent", which are only deleted automatically once the 

damage is repaired. 

 

  

Figure 9. DTC clearing function Figure 10. Results after clearing DTC on Ford Focus 2019 

3.3.3. Freeze frame data reading function 

When the freeze frame data reading function is selected, the application sends "Function = 4" to 

Firebase. The application displays supporting parameters including DTC, name, value, and unit (see 

Figure 11). The collected data will also be converted into actual values according to formula (1). The 
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number of parameters from freeze frame data may be less than the live data because not all are saved 

when an error occurs. 

 

Figure 11. Freeze frame data reading results on Toyota Vios 2007 

3.3.4. Graphing function 

  

Figure 12. Select display parameters Figure 13. Engine speed and throttle position graph 

on Toyota Vios 2007 
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In the graphing function, the application initializes Firebase and sends a request "Function = 5" to 

the module to read live data for graphing. The application will automatically update data from Firebase 

for the selected PIDs as soon as there is a change, with an update time of no more than 10 ms [8]. Figure 

12 displayed the interface for selecting display parameters. Data from ESP32 is sent every 400 ms. To 

improve performance, the graph update on the application occurs every 100 ms (see Figure 13). 

3.3.5. Component activation test function  

The component activation test function allows testing of five systems: cooling fan, starter relay, fuel 

system, variable valve timing, and air conditioning signal, as shown in Figure 14. Each system has one 

or two operating modes. 

The application sends a Function value from 6 to 16 to request activation of the actuators. 

+ Cooling fan: Function = 6 (on), Function = 7 (off). 

+ Starter relay: Function = 8 (on). 

+ Fuel cut: Function = 9 (cylinder 1 cut-off), Function = 10 (cylinder 2 cut-off), Function = 11 

(cylinder 3 cut-off), Function = 12 (cylinder 4 cut-off), Function = 13 (all cylinders cut-off). 

+ Variable valve timing: Function = 14 (on). 

+ Air conditioning signal cut: Function = 15 (cut), Function = 16 (on again). 

Each activation operation comes with specific conditions to ensure safety and does not affect other 

systems. 

4. Results 

4.1. Evaluation of test results on Toyota Vios 2007 and Ford Focus 2019 

  

Figure 15. Testing equipment on Toyota Vios 2007 Figure 16. Testing equipment on Ford Focus 2019 

   
(a) (b) (c) 

  
(d) (e) 

Figure 14. Component activation test function: (a) Cooling fan test; (b) Starter relay; (c) Fuel cut test;  

(d) Variable Valve Timing test and (e) Air conditioning signal cut 
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After finishing the algorithm on ESP32 and developing the mobile application functions, we 

conducted tests on Toyota Vios 2007 and Ford Focus 2019 (see Figure (15 - 16)) by disconnecting the 

sensors to create simulation DTC. The results showed that the application could accurately detect DTC 

and display related information, confirming the device's performance in actual error conditions. The 

results are shown in the Table 2. 

Table 2. Test results on Toyota Vios 2007 and Ford Focus 2019 

Function Toyota Vios 2007 Ford Focus 2019 

Live data reading 
Read and display 30 current 

parameters on the engine 

Read and display 34 current parameters 

on the engine 

Freeze frame data reading 
Read and display 26 freeze frame 

data parameters 

Read and display 32 freeze frame data 

parameters 

DTC reading 
Read and display 3 DTCs in 

“Pending” and “Stored” states 

Read and display 3 DTCs in different 

states. “Pending” and “Permanent” state 

DTC clearing 
100% successful deletion of DTC 

and stored data 

100% successful deletion of DTC and 

stored data 

Component activation test 
Successful activation on 5 

component 
None 

The application developed in this paper is capable of reading and displaying all current parameters, 

DTC in all modes, and freeze frame data on both Toyota Vios 2007 and Ford Focus 2019. The DTCs 

are displayed with full information and fault status, allowing users to look them up on the Interne. This 

is a significant improvement over previous research, which could only read some current data and DTC 

in storage mode. 

During the testing process, the DTC clearing success rate reached 100%, and the operations were 

performed entirely through the mobile application over the internet, without any limitations on 

connection range. The data obtained is highly reliable, compared with specialized equipment and the 

company's repair documentation during the algorithm development process. 

In addition, the application also has the component activation test function with five 

components/systems on the Toyota Vios 2007, including the cooling fan, starter relay, fuel system, 

variable valve timing system, and air conditioning system signal. This function is a highlight, only 

available in high-priced diagnostic tool, which have not been integrated into current mobile diagnostic 

devices. The module is compactly designed, conveniently connected to the vehicle's OBD-II port and 

takes advantage of the 12V power source from this port. 

4.2. Evaluate the interface and main functions of the application 

Table 3. Compare the functions on the application with the main functions on multi-functional diagnostic device. 

Number Function On other diagnostic tools On the application 

1 Live data reading ✓ ✓ 

2 Display data in graph ✓ ✓ 

3 DTC Reading ✓ ✓ 

4 DTC Clearing ✓ ✓ 

5 Freeze frame data reading ✓ ✓ 

6 Component activation test ✓ ✓ (On Toyota Vios) 

7 
Diagnose all vehicle 

component/systems 
✓ X 

8 Remote operation 
✓ (Connect the device to the 

vehicle and control via third-

party applications) 

✓ (Develop directly 

on the application) 
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Table 3 compares the main functions of the diagnostic application proposed by us and the other 

diagnostic tools currently available on the market. The application has been designed to cover all the 

basic functions of a diagnostic tool, including: 

+ Live data reading: Accurately displays engine parameters, including name, value and unit. 

+ DTC reading and clearing: Provides DTC descriptions and status, along with Internet lookup 

functionality. 

+ Freeze frame data reading: Record parameters at the time of fault detection. 

+ Display data as graphs: Allows displaying up to three parameters simultaneously, enhancing 

visualization. 

+ Component activation test: This function allows testing of component without input signals or 

dismantling parts, providing convenience to the user. 

Although the current functions are only applicable to the engine control system, the research product 

allows for remote diagnostic operations via the internet, unlike current other diagnostic tools, which 

require the use of additional third-party software. 

4.3. Evaluation of data update time on ESP32 

 
Figure 17. Average data update time on ESP32 

Figure 17 displayed data transmission time between ESP32 and Firebase. It is affected by many 

factors, including processing time on ESP32, packet size,  speed and stability of internet connection. In 

the test conditions, Internet speed is maintained stable, so the two main factors affecting data 

transmission time are mainly packet size and processing time on ESP32. 

The packet size varies depending on the operating mode. The live data reading and freeze frame data 

functions generate packets of up to 1 MB, while the DTC reading and graphing functions have faster 

update times due to their smaller sizes. For the DTC clearing and component activation test functions, 

the processing time is shortest because only a request message is sent. 

The live data reading and graphing functions require continuous real-time data updates. Under stable 

internet conditions, the processing time is 0.6 seconds and 0.4 seconds, respectively, which is not too 

high but still not really optimal, and the data displayed on the application is not continuous. 

4.4. Evaluate data update time on the application 

To evaluate the data update time on the application, we debugged the application on Android Studio 

software. Under stable internet conditions, the recorded data update time fluctuated from 1 to 2 ms. This 

delay is considered very small and completely acceptable, meeting the requirements for data 

transmission speed and interaction between the application's functions and module. 

5. Conclusions 

Remote diagnosis on automotive is an essential need in the context of the strong development of the 

automotive industry. The solution developed in this study not only brings convenience to users and 
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technicians, but also supports organizations and authorities in managing and monitoring vehicles 

remotely, serving many different purposes. This study has successfully developed an application that 

operates stably on the Android operating system, integrating the basic functions of the diagnostic device. 

The application allows communication with the module via the internet, ensuring low latency and 

meeting the requirements of the diagnostic system. Test results on Toyota Vios 2007 and Ford Focus 

2019 show that the system achieves high accuracy in reading operating parameters and DTCs of the 

engine control system, while also accessing advanced functions of the multi-function diagnostic device. 

In addition, this paper proposed a new solution: combining the OBD-II self-diagnosis system with the 

IoT platform, solving the problem of accessing vehicle data and remote diagnosis. Beside the achieved 

results, the current system still has some limitations, such as the diagnostic function does not cover all 

systems on the vehicle, the component activation test function is limited in the number of components, 

and the application cannot perform diagnosis without an internet connection. Due to limited 

experimental conditions, the application scope is not yet widely applied to other vehicle models. From 

the achieved results, this paper has opened up many potential development directions, including 

expanding the diagnostic database, integrating early damage prediction functions, and adding the ability 

to update vehicle status and traffic conditions. These improvements promise to improve the efficiency 

and flexibility of the system, while better meeting the practical needs of users and the automotive 

industry in the future. 
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