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1. Introduction

Penetration Testing (PT) is a proactive method to console test the security of Identification,
Authorization, and Authentication services, applications, and networks. Penetration testing is vital in
security and is considered the cornerstone of cybersecurity methodologies. Traditional penetration
testing workflows consist of several command-line interface (CLI) tools such as Nmap for network
discovery, Nikto that has high-level web server vulnerability scanning function, SQLmap for SQL
injection exploitation and others. Each of these CLI tools serves a particular, albeit separate purpose.
These issues of being disparate regularly lead to inefficient workflow, a greater amount of manual
intervention, different outputs for each scanner/tester, problems of reproducibility, and we particularly
note here the negative effects in educational practices and small-to-medium enterprises (SMEs)
organizations in third-world countries, such as many in Southeast Asia [1], where proprietary solutions
like Nessus are often prohibitively expensive via commercial, licensing, and maintenance/hosting costs,
and sadly often for safety-related outcomes as well.

Existing frameworks have developed solutions to the problems, but all have significant
shortcomings. Collaborative tools (e.g., Faraday [2]) aggregate output of scanners but require manual
configuration, and there is no workflow automation. OpenVAS [3] provides good network scanning,
but suffers from false positive as well as scalability issues for a large environment as well as needs
considerable post processing. There are research frameworks, for example WAVS [4] which introduced
improvements in detection by combining other tools like OWASP ZAP and Arachni for better recall but
does not provide exploitation or a user interface, only CLI aggregation. On the other hand, ADAPT [5]
used a MAPE-K loop for adaptive automated penetration testing in large networks, but requires formal
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modelling and computational resources, therefore limiting it to specialists rather than the layman or
smaller team.

These limitations highlight an important need: a framework that aligns advanced automation with
accessibility, scalability, and standardization. This paper presents EzPentest, an open-source framework
that combines numerous PT tools in a single web-based interface developed entirely in the programming
language Python. The novelty of EzPentest is its ability to provide YAML-defined workflows that
include conditional logic, loops, and the ability to run certain stages of testing in parallel, resulting in
dynamic automation of multi-stage tests. Along with our parser engine that normalizes and converts tool
outputs (e.g., XML back from Nmap, text provided by SQLmap) into a consistent JSON schema for
simplified analysis, reporting, and integration into subsequent systems. By expanding existing ideas of
tools like Nuclei [6] which employs YAML templates for vulnerability scanning, we improved upon the
abject aggregation of all tools to deliver tools with features of visual workflow editing, community-
driven template sharing, and extensible tools and parsers for user-defined extensions. This design
reduced hands-on work in experimental-based workflows while adding repeatability and collabortion
consistent with a target of meeting the needs of learners, SMEs and security assessments.

2. Background and Related Works
2.1. Penetration Testing Methodologies

Penetration testing is a process that systematically attempts to assess the security of an information
system by emulating numerous aspects of a real-world cyber—attack. The goal of such testing is to
discover exploitable vulnerabilities, preferably before attackers become awares of them and before they
are exploited. To provide a consistent and thorough framework, various standard methodologies have
been developed. One of the leading standardised methodologies universally accepted is the Penetration
Testing Execution Standard (PTES) methodology [7]. PTES describes a systematic approach that can
be broken down into a number of phases, as illustrated in Figure 1, including initial engagement,
information gathering, threat modelling, vulnerability analysis, exploitation, and reporting. The process
presents succinct guidelines and a repeatable method suffix which is essential components to assess
security posture and plan remediation.

Pre-Engagement
Interactions

N

PTES —5* Post Exploitation

Reporting

Intelligence
—
Gathering 2

Threat Modeling Vulnerability Analysis

Figure 1. PTES with six phases.

Other frameworks include NIST SP 800-115 [8], OpenSource Security Testing Methodology Manual
(OSSTMM) [9], and the Information Systems Security Assessment Framework (ISSAF) [10].
OSSTMM focuses much more on an audit driven methodology, and also contains a complete set of
metrics for security assessment, while NIST SP 800-115 gives highly detailed steps to carry out in
preparation for, and when conducting, security assessments, with an extremely heavy emphasis on
vulnerability assessment and risk management. ISSAF is again flexible and is intended to be customized
by the organization to fit its own special needs and infrastructures. While each of these methodologies
has different levels of completeness and specificity, they all serve the same purpose: to provide an
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organized and methodical way to test and improve the ability of an organization to defend itself against
security threats. The adoption of these common methodologies into automated penetration testing tools
has really matured the field. Whereas these methodologies provide good frameworks for manual or in-
person tests, implementing the methodologies in a purely automatic context comes with challenges such
as diffuse workflows, heightened false positives, and limited use of multi-phase tests. This indicates that
we need integrated systems to be able to adopt the optimal processes from established frameworks and
then add automation for skills and efficiencies for Security Tasks.

2.2. Automated Penetration Testing

Automated penetration testing refers to the use of tools and software to systematically and
automatically detect security weaknesses and vulnerabilities in the computer system, and security holes
in the application and network. Automated PT significantly reduces the time and effort involved in
conducting security assessments, while also improving the accuracy of detection and giving
organizations the ability to rapidly detect and mitigate potential threats. We provide a summary of some
of the current automated PT solutions in Table 1.

Table 1. Comparison of some existing automated PT solutions.

Feature Faraday [2] | OpenVAS[3] | WAVS [4] ADAPT [5] A'P[ig]Too'
Primary Scone Collaborative | Vulnerability Web Scanner Full Autonomous Web Scan
y scop PT Scanning Combination APT (Network)
CLI
User Interface GUI GUI CLI (with visualization CLI
tools)

Workflow - L Basic Scripting . . Basic
Automation Limited Limited (Custom Logic) Formalized Planning Scripting
Output Custom Combined Formalized (Internal .
Standardization Formats XML (Custom Logic) Model) Inconsistent
Comm_unlty Limited None None None None

Sharing

Established tools include Faraday [2], OpenVAS [3], and Nessus [11], which have all contributed to
the practice of automated PT. Faraday [2] aggregates the output from multiple tools and certainly
depends on the quality of the external scanner outputs. OpenVAS [3] performs active scans of the
network, but again is susceptible to false positives, and certainly does not scale well in very large
networks. Both Faraday and OpenVAS exemplify how research has expanded the possibilities of
automation.

In fact, frameworks like the WAVS Framework [4] have allowed researchers to expand the limits of
web application security testing by improving the detection phase. Where it excels is by automating and
aggregating the output of web application scanners such as OWASP ZAP and Arachni and has even
yielded enhanced accuracy and better recall than any scanner individually. It certainly has limitations
however, the biggest limitation being that the WAVS Framework itself is only a command-line tool that
is intended to correlate the result of web scanners only, consequently it was not intended to be
comprehensive or provide a useable workflow that incorporates multiple scanning and testing
technologies.

AlPenTool [12] uses embedded processes that integrate network and web application scanning,
increasing efficiency by reducing reliance on separate tools but resulting in limited data standardization
from tools differing outputs. Scorpio [13] engages in simulated real world-like attacks in a cyber range,
improving training and visualization of defensive strategies. Its effect is still constrained by the
procedural complexity of maintaining stable integration with a dynamic environment; this will need
ongoing procedural processes. Furthermore, new methods such as applying Reinforcement Learning
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(RL) techniques to PT [14], have been attempted which allow intelligent, self-adaptation to network
condition changes but present severe scaling issues due to require significant computational resources.
Machine-learning based methods [15], [16] have potential for improving detection accuracy and
auditability but they also introduce the concern of insufficient training data availability and model
refresh frequency.

At the higher end of autonomy, ADAPT [5] is the current state-of-the-art, and while it is capable of
can adapting to available cyber ranges, its key feature is its self adapting architecture (utilising a MAPE-
K loop) that fully automates the whole penetration testing (PT) process, enabling online attack planning,
while dynamically make decisions at runtime in a complex environment; the barrier to entry, however,
may be the architectural complexity which may overwhelm teams requiring more straightforward, user-
guided automation and not full autonomy.

3. Proposed Methodology

The fragmented nature of penetration testing tools and their inconsistent outputs present critical
roadblocks, with inefficient workflows, manual effort, and scalability limitations in complicated
environments being the primary challenges. EzPentest attempts to overcome some of these problems
leveraging a modular automated framework which integrates multiple tools in a single web-based
interface. EzPentest relies upon YAML-based condition-driven workflows and a JSON-standardized
output. This section describes EzPentest's conceptual framework, system architecture, and
methodology/tool integration approach, highlighting novel contributions and user-centered design.

3.1. Concept and Expected Efficiency

step_name
Workflow order
tool_name
command
- Steps —
version —
timeout
workflow_name
— stop_condition
atetime
Metadata branches
description
author
categoryltags I Condition ‘
success failure
Steps Steps

Figure 2. Workflow structure.

In EzPentest, the concept of workflow is derived from tools like Nuclei's [6] YAML-based
templates,but with a significant advancement of logic for highly dynamic, multi-phase penetration
testing. A workflow makes use of a YAML file that defines and organizes a list of steps - each step is a
logical action (for example: scan or exploit). Figure 2 shows the workflow structure, steps can be nested
by creating parent/child relationships. Branching, looping, and parallel execution are all possible to react
to a real-time result of the test. As an example, below is a YAML example of a web vulnerability scan
workflow utilizing branching and looping.
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workflow:

name: WebVulnScan
steps:

- step_name: PortScan # A unique identifier for logging and reference.

order: 1 # An integer dictating execution sequence.
tool: nmap # The PT tool to invoke (e.g., "nmap”, "sqlmap").
command: nmap -sV -oX - {{target}} # The CLI command with placeholders (e.g., "{{target}}") for runtime substitution.
parser: nmap parser # The associated parser module for output standardization.
timeout: 3@@ # Seconds for execution limit
branches: # For conditional logic based on output matches

success:

condition: "open port 8@ or 443"
children:
- step name: WebScan

order: 2
tool: nikto
command: nikto -h {{target}}
parser: nikto_parser
repeat: 2 # Loop twice for verification
step name: SQLInject
order: 3
tool: sqlmap
command: sqlmap -u {{target}}/search.php?searchfor=1 --batch
parser: sqlmap_parser
parallel: true # Execute in parallel with WebScan
failure:

condition: "no open ports”

children: [] # No further steps

stop_condition: "critical vulnerability found” # Criteria to halt the workflow

Figure 3. Example for web vulnerability scan workflow with YAML.

In Figure 3, the "PortScan" step branches to "WebScan™ and "SQLInject" in parallel if HTTP ports
have been found open and returns back to Nikto for redundancy. The branches 'field' have conditions
based on regex lookups on parsed outputs (for example, searching for keywords such as "open port").
This structure provides advantage over most structured methodologies because it has reusable and
shareable templates that require less manual reconfiguration.

3.2. System Design and Architecture

3.2.1. System Architecture Overview

EzPentest is modular, web-based architecture focused on optimizing penetration testing workflows,
thereby successfully prioritizing security, reliability and performance, which consists of three connected
layers:

User Interface (Ul) Layer: An easy-to-use web interface workflow builder and executor where
you can visually build workflows using drag-and-drop editors to generate YAML files. Includes
command autocompletion, command-line template libraries and a Security Dashboard to view
live progress (e.g., live logs, summary of vulnerabilities, etc..)

Core Processing Layer: Parses YAML workflows and manages the execution of those steps
while incorporating potential logic (i.e., conditions, loops). Any tools/commands are invoked
using Python's subprocess module, making sure to manage failure with try-except for subprocess
errors and to log exceptions (e.g., timeout, non-zero exit) or allow for graceful fallback (e.g., retry
of some transient error). Performance is also an important consideration, so the Core Processing
Layer manages parallelism using Python's “concurrent.futures. ThreadPoolExecutor” and limits
the number of threads running at any time (the default is set to a maximum of 4 concurrent steps)
to prevent exhaustion of resources. Everything that is generated by the workflow is managed
through an output that is sent to the parser engine, also for consistency.

Data Management Layer: Uses SQL.ite database for analytics such as workflows, results, logs
and metadata, while keeping JSON outputs for indexed querying to fast querying, thereby
allowing for features like historical comparisons and export to CSV or PDF.

Regarding scalability management, the Core Processing Layer implements a dynamic resource
throttle. While Python's ThreadPoolExecutor manages concurrency, the system actively monitors
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system saturation via psutil. To prevent “resource starvation” where the OS kills processes due to Out-
Of-Memory (OOM) errors, the scheduler halts new thread spawning if CPU usage exceeds 90% or RAM
availability drops below 500MB. Furthermore, since SQLite relies on file-level locking, the Database
Manager Layer implements a “retry-with-backoff” mechanism to handle concurrent write attempts
during high-load scenarios.

3.2.2. Functional Workflow and Execution Process

From User's
EzPentest's custom
repo workflows
Result Logs
Workflows Render
Export Sesslon
logging
Core
. Database
Ul Layer Processing Manader Laver
Import Layer g y
Workflow i
Manager Tool Executor Parser Engine

Figure 4. Execution process in EzPentest.

Figure 4 outlines the core execution process of EzPentest:

Workflow Definition and Initialization: Users can easily upload, create, or edit YAML-based
workflows directly through the interface. The system automatically checks for syntax errors (using
PyYAML) and securely fills in placeholders, such as target IPs or domain names.

e Tools Execution: Tasks are queued in order, with any branching logic evaluated only after the
tools finish their work. We use a secure executor for subprocess calls. To speed things up, parallel
steps run via a ThreadPoolExecutor, while psutil monitors the system to ensure we don't overload
the CPU or memory. Importantly, running tools in parallel doesn't change how their underlying
scanning algorithms work. This means our efficiency gains don't hurt the accuracy, the true
positive and false positive rates remain exactly the same as if the tools were run individually.

e Output Standardization: Our parser engine uses specific modules to handle different types of
tool outputs, whether that’s using regex for plain text or dedicated libraries for XML and JSON.
In this architecture, the YAML logic and the JSON parser are two sides of the same coin. The
parser isn't just an "add-on"; it’s what makes conditional branching possible. You can't really test
the branching logic without the parser, because the system needs that normalized data to decide
what to do next.

e Storage and Reporting: Once the data is parsed into JSON, it’s stored in a SQLite database.
From there, we use Jinja2 templates to turn that data into interactive HTML reports, which you
can view directly from the dashboard.

By combining structured YAML workflows with automated logic, we’ve made it possible to
streamline complex security operations. The real value of this framework comes from the synergy
between parallel execution, logic-heavy workflows, and standardized reporting. This combined
approach is what allows our "automated and visualized" solution to achieve the high efficiency we saw
in our tests.
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3.3. Integration of Penetration Testing Tools

Every penetration test tool is called via custom Python-based wrapper scripts, hiding the complexity
of the command line syntax and execution logic. The wrappers are managed by the internal workflow
executor module that parses the user-provided YAML workflows, builds the corresponding command
sequences dynamically, and calls them via Python's subprocess interface.

One of the fundamental strengths of EzPentest is its normalized output parsing. It parses raw
command-line output to normalized JSON, allowing consistent reporting and reducing downstream
processing and visualization. The parser engine's algorithm is tool-agnostic but customizable:

¢ Input: Raw stdout/stderr.
e Processing:
o Detect format (e.g., XML, JSON, text via heuristics) and normalize line endings.
o Apply tool-specific extractors (e.g., for SQLmap: use regex to parse logs for target, DBMS,
vulnerabilities, databases, tables, columns; for Nmap: traverse XML tree).
o Normalize to JSON: Map findings to common fields (type, severity, details), handling errors
like "no vulnerabilities” or WAF detection.
o Error handling: If parsing fails (>10% unmatched lines), embed raw output and flag for manual
review.
e Output: Consistent JSON, enabling uniform analysis.

The normalized integration greatly enhances ease of use, especially with non-experts, by eliminating
the need to memorize arcane flags or manually interpret raw output. For experts, repetitive work is
minimized and productivity increased by allowing repeat and sharable workflows.

EzPentest combines a wide array of established tools that together provide in-depth web application
and network penetration testing. The tools are organized by their main functionalities as follows:

e Subdomain Analysis: Subfinder — Advanced subdomain enumeration tool; Subzy -
Comprehensive subdomain takeover detection

¢ Information Gathering: Katana — High-performance web crawling engine; Wayback Machine
— Historical data analysis and archiving

¢ Vulnerability Assessment Suite: Nuclei — Template-based vulnerability scanner; Nikto — Web
server security scanner

e Specialized Exploitation Tools: SQLmap — Automated SQL injection detection and
exploitation; XSSStrike — Advanced XSS detection framework; SSRFmap — Server-Side Request
Forgery automation; Dirsearch — Web path enumeration utility; LFImap — Automated file
inclusion vulnerability scanner; SSTImap — Server-Side Template Injection analyzer; Hydra —
Parallelized login brute-forcing tool

¢ Network Reconnaissance: Nmap — Network discovery and security auditing
o Network Protocol Security: Yersinia — Network protocol vulnerability testing; Ettercap —
Comprehensive MITM attack suite

The toolset enables EzPentest to deliver broad-spectrum coverage across different stages of a
penetration test, from reconnaissance and enumeration to exploitation and reporting, while maintaining
a high level of automation and flexibility.

4. Experiments and Results
4.1. Experimental Setup

Our methodology aligns with related works like AlPenTool [12], integrating tools such as Nmap and
OWASP ZAP, and the WAV'S Framework [4], which combines Arachni and OWASP ZAP for precision
and recall analysis on benchmarks like NodeGoat and Juice Shop. We adopted a black-box testing
approach, where scanners lack prior knowledge of the application’s internal structure, simulating real-
world adversarial conditions, ensuring reproducibility and comparability with established standards. The
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test targets were benchmark web applications: testphp.vulnweb.com [17] (an Acunetix framework with
many vulnerability instances across OWASP categories), Damn Vulnerable Web Application [18]
(DVWA, a PHP/MySQL app with vulnerabilities in three security levels) and bWAPP [19] (a buggy
web application with over 100 vulnerabilities).

EzPentest’s workflow began with an Nmap port scan to identify open ports and services, setting the
stage for subsequent vulnerability detection. This was followed by parallel vulnerability scans using
Nikto for server misconfigurations (e.g., detecting missing security headers/config issues), Dirsearch
for directory enumeration (e.g., uncovering local/remote file inclusion), SQLmap for Injection
exploitation (e.g., targeting SQL Injection variants), XSSStrike for XSS detection (e.g., identifying
cross-site scripting flaws), Nuclei for template-based scanning (e.g., spotting CSRF and other general
vulnerabilities), Hydra for brute-forcing (e.g., probing sensitive data exposure) and others well-known
security tools. This aligns with sequential and parallel strategies in ADAPT [5] and AlPenTool [12].

4.2. Results and Discussion

Table 2. EzPentest’s scanning results in three vulnerable web applications.

Vulnerability Detection Rate
Vulnerability Type

testphp.vulnweb.com | DVWA (medium level) bWAPP
SQL Injection 83.33% 75.00% 77.78%
Cross-Site Scripting 83.33% 91.67% 84.62%
File Inclusion 100% 100% 87.50%
Command Injection N/A 100% 75.00%
Sensitive Data Exposure 100% 66.67% 88.89%
Missing Security Headers/Config 75.00% N/A 80.00%
Cross-Site Request Forgery N/A 100% 83.33%
Detection Rate Overall 88.89% 89.39% 82.52%

Table 3. Detection Performance of EzPentest Across Vulnerability Types.

Vulnerability Type TPR (Recall) [%0] FPR [%] Precision [%] F1-Score [%]
SQL Injection 78.70 7.39 76.06 77.36
Cross-Site Scripting 86.54 6.08 84.03 85.26
File Inclusion 95.83 311 94.59 95.20
Command Injection 87.50 5.07 84.95 86.20
Sensitive Data Exposure 85.18 9.85 77.68 81.26
CSRF 91.66 4.49 89.49 90.56
Overall Average 87.57 6.00 84.47 85.97

The experimental results highlight just how capable EzPentest is at identifying vulnerabilities across
various web application environments. As shown in Table 2 and Table 3, the framework maintained
strong detection rates across all our benchmark targets: 88.89% on testphp.vulnweb.com, 89.39% on
DVWA, and 82.52% on bWAPP. EzPentest performed exceptionally well in several critical categories.
For instance, it achieved a perfect 100% detection rate for File Inclusion and Sensitive Data Exposure
on testphp.vulnweb.com, as well as 100% for Command Injection and CSRF on DVWA. Our statistical
analysis confirms these results are reliable. The overall F1-Score, which balances precision and recall,
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reached 85.97%. Notably, the File Inclusion category earned the highest individual F1-Score at 95.20%.
These numbers suggest that by running specialized tools like SQLmap and XSSStrike in parallel, the
system effectively reduces missed vulnerabilities (false negatives) without sacrificing accuracy.

Table 4. Summarizes EzPentest's performance against AlPenTool, the WAVS Framework and ADAPT.

AlPenTool [12] WAVS [4] ADAPT [5]
Feature/Tool EzPentest (Web) (CLI) Framework (CLI) (CLI/Hybrid)
Integrated APT (Web Web Scan
Primary Scope & Network Scan + (Limited Web Scan (Scanner | - Full APT (Network

Combination)

Planning + Exploit)

Exploit) Exploitation)

User Interface Web-_bgsed CcLI CcLI CLI (with visualization

(Intuitive) tools)
Workflow YAML (Conditional, e e Formalized Planning

. . Basic Scripting Basic Scripting
Automation Looping, Parallel) (MAPE-K)
Output . . Combined (Custom | Formalized (Internal
Standardization JSON (Consistent) Inconsistent Logic) Model)
Execution Time 9.8 mins 5.2 mins 10.5 mins N/A
FPR 6% 15% 8% N/A
Manual Interactions | Low (2-3 clicks) High (~8-10 High (~8-10 Moderate (~15-20
commands) commands) commands for setup)

To provide context for EzPentest’s capabilities, we compared its features and performance against
established automated solutions like AlPenTool, the WAVS Framework, and ADAPT. A detailed
breakdown of this comparison is available in Table 4.

e Accuracy and Reliability: EzPentest stands out in performance, particularly against the WAVS
Framework, which has previously reported an F-measure of around 73% using multi-scanner
methods. By utilizing a standardized JSON parsing engine, EzPentest achieved a significantly
lower False Positive Rate (FPR) of 6%. This is a notable improvement over the 8% seen in WAVS
and 15% in AlPenTool. Reducing this "noise" is vital, as it directly lightens the manual validation
workload for security professionals.

e Operational Efficiency: When it comes to speed, AlPenTool is faster (5.2 minutes) because of its
lightweight, CLI-based design. However, it doesn't offer the deep exploitation capabilities or the
standardized reporting that EzPentest provides. On the other end of the spectrum, ADAPT offers
high autonomy through its MAPE-K loop, but it demands complex formal modeling and a time-
consuming setup. EzPentest bridges this gap with its "low-code"™ YAML workflow. This
simplifies the process down to just 2-3 clicks, a sharp contrast to the 8-10 complex commands
required by traditional CLI-based alternatives.

e Usability: EzPentest features a web-based GUI, this makes the tool much more accessible for
non-experts and encourages community collaboration through shareable workflow templates, a
feature that is largely missing from other comparable tools.

In short, EzPentest strikes an ideal balance between deep automated exploitation and user-
friendliness. Our framework offers better detection accuracy and standardization than aggregative
frameworks like WAVS, all while avoiding the steep technical hurdles found in fully autonomous
systems like ADAPT [5].

5. Conclusions & Future Work

EzPentest automates security tools through modular YAML workflows and an user-friendly web
interface, streamlining vulnerability analysis with interactive reports. In testing, the framework achieved
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a high 89.39% detection rate with only a 6% false positive rate. The current setup uses SQLite and
Python’s ThreadPoolExecutor for a lightweight experience, perfect for educational use and small
businesses. The system is architected for scalability, allowing for a seamless transition to PostgreSQL
to manage high-frequency enterprise data and concurrent users without bottlenecks. Furthermore, it is
evolving toward a horizontal scaling model using Celery and Redis, enabling task distribution across a
cluster of nodes to handle massive network ranges efficiently while overcoming main server's hardware
limitations.

6. Availability and Ethical Considerations

To facilitate reproducibility and community adoption, the core source code for the EzPentest
framework is made publicly available: https://github.com/nlghao1340/EzPentest_1.0. To minimize any
potential risks, we recommend running EzPentest within an isolated sandbox environment and using
low-privilege accounts whenever you can. We have also included a "Safe Mode" which prevents the
kind of aggressive scans that might disrupt services, ensuring the tool remains a safe, defensive resource.
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