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Ngay nay, nhiéu iing dung ciia hé thong Nha thong minh (Smart Home - SH) cung cap

cdc khuyen nghi dich vu cho nguoi dung, bao gom giam cong sudt tiéu thu, canh bdo cdc thiét

bi 16i, chan dodn bénh,... [1]. Do tinh chdt két noi internet, dong va bdt dong b ciia moi

truong SH tqo ra cdc thach thirc bao mdt, xdc thuc va tinh riéng tw [2]. Trong bai bdo nay

mot hwéng tiép cdn tinh riéng tw dir liéu nguoi ding trong SH su dung cong nghé blockchain,

goi la (SH based on the IoT-Blockchain - SHIB), dwoc dé xuat. bé chu’ng minh kién tric dé

xudt, mét kich ban thuc nghiém dimg Hyperledger Fabric, NodeJS va C# dwoc xdy dung giita

nguoi ding, nha cung cdp dich vu va SH. Dua trén két quad thwc nghiém, kién triic SHIB thé

hién cdc wu diém nhu tinh riéng tw dir liéu va kha ndng mé réng cao. Ngodi ra, sw so sanh

gifta kién triic dé xudt va cdc mé hinh ton tai trude dé trong cdc thong sé khdac nhau nhuw hop
dong théng minh va tinh riéng ti ciia dit liéu ciing dwoc thiee hién.

Tir khéa: Blockchain; Hyperledger Fabric; Hop dong théng minh, Internet of Things; Nha
thong minh; Tinh riéng tu.

ABSTRACT

Nowadays, numerous applications of smart home (SH) systems provide recommendations
for users, including reducing their energy consumption, warnings of defective devices,
diagnoses, etc [1]. Due to internet-connected, dynamic and heterogeneous nature of SH
environment creates new security, authentication, and privacy challenges [2]. An approach to
privacy in SH using blockchain technology, which is called SH based on the loT-Blockchain
(SHIB), is proposed in this paper. In order to demonstrate the proposed architecture, an
experimental scenario using Hyperledger Fabric, NodeJS and C# are built among the user,
service provider (SP), and SH. Based on the experimental results, SHIB architecture brings
the advantages like data privacy and high extension ability. In addition, the comparison
between the proposed architecture and existing models in different parameters such as Smart
contract (SC) and the privacy of data are performed.

Keywords: Blockchain, Hyperledger Fabric;, Smart Contract; Internet of Things, Smart
Home; Privacy

khoang 25 ty thiét bi két nbi Internet nim
2015 va lén dén 50 ty nam 2020 [3]. La mot
phin quan trong cia Internet van vat
(Internet of thing - IoT), SHs phuc vu nguoi

1. GIOI THIEU

Nam 2003, c6 xap xi 6,3 ti nguoi trén
thé gidi va 500 tri¢u thiét bi dugc két ndi dén

Internet. Su ting trudng bung nd cia dién
thoai thong minh va may tinh bang da dua s
luong thiét bi két ndi Internet 1én 12,5 ty
trong ndm 2010. Cisco IBSG du doéan s€ co

Doi: https://doi.org/10.54644/jte.63.2021.47

dung hiéu qua bang cach lién lac voi nhiéu
thiét bi ky thuat so khac nhau dua trén IoT
[1]. Trong trudng hop SH, cac thiét bi IoT s&
thu thap dir liéu riéng tu nguoi dung va dua
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1én thiét bi luu trir ddm mAay (Cloud), khi do,
cac cau hoi vé tinh riéng tu nguoi ding nén
dugc xem xet. Trong [4], S. Zheng va cong
sy d tién hanh mot cudc phong van 11 chu
SH dé hiéu hon vé cac danh gia tinh riéng tu
va mong mudn cia ho. Tir két qua nhimng
cudc phong van, nhém tac gia dua ra nhan
xét nhu sau: Pau tién, nguoi sir dung uu tién
dén su tién loi va két ndi trong ngdi nha cua
ho, dénh gi4 nay dua trén nhiing hanh vi va y
kién riéng cua ho. Thir hai, y kién nguoi
dung vé ngudi c6 quyén truy cép vao dit liéu
SH cta ho phu thudc vao khia canh loi ich
mang lai. Thur ba, ngudi dung gia dinh va tin
rﬁng tinh riéng tu cua ho dugc bao v¢ vi ho
tin twong vao nha san xuat cic thiét bi IoT.
Dua trén phéan tich cua S. Zheng va cdng su,
c¢6 thé thiy rang ngudi dung van uvu tién dén
tinh tién loi, nhanh chong va chinh xéc trong
hé thong SH, nhan thic vé tinh bao mat va
riéng tur van chua duoc chil trong.

Mot cude khao sat cac van dé bao mat
chinh trong [oT dugc M.A. Khan va cong su
thue hién nam 2017 [5]. Ho dua ra cac yéu
cau bao mét chung cho IoT duya trén cac van
dé tan cong, tic nhan de doa va nhiing giai
phap moi nhat. Hon nita, cic tic gia phan
loai va 4nh xa céc van dé bao mat IoT véi
nhiing gidi phap tim dugc trong cudc khao
sat. Quan trong hon, ho da dé cap dén viée
lam thé nao dé Blockchain, cong nghé nén
tang cua Bitcoin, co thé giai quyét nhitng yéu
cau bao mat trong IoT. Trong cudc khdo sat,
cac cong viée nghién ctru lién quan dén bao
mét ToT va Blockchain rt han ché, véi diém
chinh ctuia nhiing nghién ctru 1a tip trung vao
tan dung cong ngh¢ Blockchain vao lgi ich
IoT no6i chung. Nhom tac gia trong [6] d4 tién
hanh phan loai 18 tinh hubng st dung cua
Blockchain, trong d6 c6 4 truong hop cho
IoT. 4 truong hop nay dugc phan loai cho
IoT bao gom: sy dang nhap bét bién cac su
kién va quan 1y diéu khién truy nhéap dir liéu
[7], xdy dung mo6 hinh kinh doanh di¢n tir
IoT [8], [9], quan 1y khoa dbi ximg va bat ddi
xtng cho cac thiét bi IoT [10], [11], va céc
thach thic cho nhén dang trong IoT [12].
IBM chi ra cac thach thirc hién tai cua IoT
nhu gia thanh cao, thiéu tinh riéng tu, thiéu

chirc nang gia tri, va cdc mo hinh kinh doanh
bi pha v& [13]. Ngoai ra, nghién ctru ndy chi
ra rang blockchain 13 cong nghé cho phép
dan chu hoa thé gidi sb.

Tiép theo s& xem xét cong nghé
blockchain dugc tmg dung cu thé nhu thé
nao trong loT ndi chung va SH noi riéng.

2. CAC NGHIEN CUU LIEN QUAN

Cac tng dung cia SC Blockchain cho
IoT dugc khao sat boi K. Christidis va cong
su [14]. Nghién ctru mo ta lam thé nao dé SC
ctia blockchain c6 thé tao thuan tién va hd tro
su van hanh dong cong viéc va chia s¢ dich
vu gilta cac thiét bi IoT. Hon nita, nhom tac
gia cling chi rd bang cach nao IoT c6 thé tan
dung lgi ich tr mang Blockchain trong khia
canh Ién quan dén thanh toan hoa don, giao
dich dién tir, giao hang va quan 1y chudi cung
ung. Hon nira, ho dac t4 mot kich ban noi
Blockchain c6 thé tao thuan tién cho mua va
ban ning luong hoan toan tu dong gitra thiét
bi IoT nhu nhiing thiét bi do thong minh.
Nhiéu hop ddng thong minh c6 thé duogc sir
dung dé xay dung mot tap céc ti€u chi, duogc
nguoi dung dinh nghia, cho céc giao dich
nang luong.

A. Dorri va cong su [15] dé xudt mot
kién trac tinh gon, riéng tu va bao mat cho
IoT dya trén nén tang céng nghé Blockchain.
Phuong phap dugc xay dung trong kich ban
SH nhu mot tinh hudng nghién ciru cy thé dé
mo rong hon cho nhiing ng dung IoT. Kién
trac dé xuat c6 dang phén cép, bao gdbm nhiéu
SH, mdt mang phu (overlay network) va cac
thiét bi luu trit Cloud phdi hop céac dir lidu
giao dich v6i Blockchain nham cung cép tinh
riéng tur va bao mat. Thiét ké cta nhom tac
gia sit dung nhidu dang khic nhau cua
Blockchain phu thugc vao noi phan cap mang
xay ra giao dich va st dung cac phuong phap
tin cdy phén tan nham dam bao mét cau tric
phan quyén. Sy danh gia chat luong cua kién
trac dya trén cac mo hinh de doa phd blen
1am ndi bt tinh hiéu qua trong viéc cung cap
bao mat va riéng tu d&én cac tmg dung IoT.

Kién trac SHIB dung cong nghé
blockchain cong cong Ethereum dam bao
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tinh riéng tu bang SC dugc dé& xuit boi
T.L.N. Dang [16]. Kién trac nay c6 nhirng
hién thuc dem dén nhimg két qua khé chip
nhan trong nhiéu trudng hop nhu: doi hoi
khéng gian luu trir 10n cho s céi toan cuc
ctia ca mang blockchain (thiét bi nao muén
tré thanh 1 nGt ctia mang phai chuan bi
khong gian luu trlt du 16n méi van hanh
duoc); phat sinh chi phi giao dich trén mang
blockchain do ban chit phai tra phi cho
nhitng nat khai pha duoc khéi luu trit méi
cho cac giao dich trén mang. Cung vdi kha
niang trién khai blockchain lién doanh
Hyperledger Fabric 1én thiét bi IoT boi L.
Hang [17], P. Tunstad [18] da tao tién dé cai
tién kién trac SHIB nay ding cong nghé
blockchain Hyperledger Fabric dé cai thién
nhitng diéu trén cho nhirng Gmg dung thuc té
c6 khong gian luu trir han ché, khong mudn
phat sinh chi phi giao dich trén mang
blockchain va khong can hoat dong lién tuc,
giam chi phi nang luong.

3. NEN TANG HYPERLEDGER
FABRIC VA FRAMEWORK CHO
SHIB CAI TIEN

3.1 Hyperledger Fabric [19] - Mot
blockchain lién doanh ma nguon mé

Hyperledger  Fabric (HLF) la
blockchain riéng tu va c6 phép. Thay vi
mot hé théng khong phép md cho phép cac
danh tinh khong xdc dinh tham gia vao
mang (yéu cau cac giao thirc nhu “bang
chimg cong viéc” dé xac thuc giao dich va
bao mat mang), cac thanh vién cia mang
HLF ding ky thong qua nha cung cip dich
vu thanh vién (Membership Service
Provider) dang tin cay.

HLF c6 kha nang tao kénh (channel) cho
phép nhém nhiing thanh vién tham gia tao sd
cai giao dich riéng. Day la 1 dac diém quan
trong cho nhiing mang ma mot 5O thanh vién
c6 thé 1a dbi thi canh tranh khong mudn moi
giao dich ma ho tao (nhu 1 gia dac biét ho dé
xuat cho mot s6 thanh vién ma khong cho
nhitng thanh vién khac) bi moi thanh vién
biét. Néu 2 thanh vién thanh lap 1 kénh thi
chi cac thanh vién d6 c6 ban sao s6 cai cho
kénh do.

3.2 Kién tric hé théng IoT-Blockchain
cho SH

Vé co ban, kién trac SHIB cai tién c6 mo
hinh gidng VOl kién trc SHIB [16] (hinh 2)
nhung chi tiét thanh phan c6 thay dbi. Trung
tam van 1a mang ngang hang [20] hay mang
blockchain [16] (LAN, WAN hodc hon hop),
cong ToT (IoT Gateway - IoTG), nha cung
cép dich vy, nha thong minh. Cu thé hinh 2
c6 cac thanh phan sau:

- Nha cung cép dich vu (NCCDV): la mét
thiét b hodc mot tap cac thiét bi c6 kha ning
twong tac voi mang HLF va cac thiét bi luu
trir nham cung cip cac dich vu théng minh ma
ngudi ding mong mubn. Ngoai nhing
NCCDV thong thuong nhu dién, nudc, hé
thong c6 NCCDV dic biét ¢6 1a NCCDV dat
hang. NCCDV nay thuong 1a NCCDV ha tang
mang HLF, cung cip giai phdp va ung dung
cho mang HLF. D6 1 1 to chirc khoi su ra
mang, cu hinh mang, quan ly viéc cAu hinh
ciia mang 1a chu yéu ma khong tham gia vao
cac giao dich thong thuong trén mang HLF.

- Chu SH (User): chu nhan cua mét SH
cu theé, sir dung cac dich vu dugc cung cap
badi NCCDV.

- 10TG: Cong trung gian giup két ndi
thiét bi IoT va mang HLF. Tap thiét bi IoT
két nbéi dén IoTG dua trén cac cong nghé
truyén thong cu ly ngin nhu: Wifi, Bluetooth,
ZigBee. Trong truong hop SH, IoTG co thé
1a mot may tinh hodc thiét bi IoT c¢6 kha ning
xtr 1y twong d6i nhu Raspberry Pi 4 (RP4)
duoc dat trong nha.

- Thiét bi IoT: thudng bao gdm tap cac
cam bién, thiét bj truyén dong, cong tic va
bong den.

- Mang blockchain dung cong nghé HLF
mi ngudn mé (IBM dong gép chi yéu). O
day mang dam béo tinh riéng tu bang viéc sir
dung SC va kénh, mdi thiét bi IoT muén
dugc truy xuat qua mang HLF can c6 1 hop
dong (twong umg 1a 1 SC va 1 kénh dugc
trién khai trén mang HLF) dugc ky giira 2
bén SH va NCCDV. Trén kénh nay con co
thém NCCDV dat hang. Mang HLF trén 1
nat [oTG dung Raspberry Pi s€ dat dugc
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750-1500 giao dich don (khong bao gdm xir

1y khéc trén HLF) trong 1 gidy theo A. David 0 0
[21] va tiéu thy khoang 3,64W trong 10 phat €A~ .+ o LT D6
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4. MO HINH NGHIEN CUU PE XUAT

Trong hinh 3, diéu dau tién xac dinh mot
mang, N, 1a mdt dich vu dat hang, O4. Dich
vu dat hang dugc xem nhu 1a diém quan tri
ban dau cho mang. Theo théa thuan trudc,
04 ban dau dugc cau hinh va bt dau boi mot
quan tri vién trong t6 chirc R4 va duogc luu
trit trong R4. Cdu hinh NC4 chira cac chinh
sach mo ta bo kha ning quan tri bit dau cho
mang. Bon t6 chirc, R1 (Electricity - Tong
cong ty dién luc mién Nam), R2
(Smart-home-1), R3 (Water - Thuy cuc Cho
Lén) va R4 (04 - Co quan d& xuidt mang
Blockchain kinh doanh va cac ung dung trén
d6) da cung quyét dinh va viét thanh mot
thoa thuan, rang ho s& thiét lap va khai thac
mang HLF. R4 da dugc chi dinh lam nguoi
khoi tao mang - né da dugc trao quyén dé
thiét 1ap phién ban ban dau cia mang. R4
khong c6 y dinh thyc hién cac giao dich
nghiép vu trén mang. R1 va R2 ¢6 nhu ciu
lién lac riéng trong mang chung, cling nhu
R2 va R3. T6 chiic R1 c¢6 mot ung dung
khach Al c6 thé thuc hién cic giao dich
nghi¢p vu trong kénh Cl1
(electricity-channel-s5) (thong qua SC S5).
T6 chirc R2 c6 mot ing dung khach A2 co
thé thuc hién cong viéc tuong tu cd trong
kénh C1 (thong qua SC S5) va C2
(water-channel-s6) (thong qua SC S5). To
chic R3 c6 mot ung dung khach A3 co thé
thyc hién viéc nay trén kénh C2 (thong qua
SC S6). Nut ngang hang P1 duy tri m¢t ban
sao cua s cai L1 duoc lién két vai C1. Nut
ngang hang P2 duy tri mot ban sao ciia s6 cai
L1 duoc lién két voi C1 va mot ban sao cua
sO cai L2 duoc lién két voi C2. Nt ngang
hang P3 duy tri mot ban sao cua sd cai L2
lién két voi C2. Mang duoc diéu chinh theo
cac quy tac chinh sach dugc chi dinh trong
céu hinh mang NC4, mang nam dudi sy kiém
so4t cua cac t6 chuc R1 va R4. Kénh CI
duogc diéu chinh theo cac quy tic chinh sach
dugc chi dinh trong c4u hinh kénh CC1; kénh
nam dudi su kiém soét cua céc td chirc R1 va
R2. Kénh C2 dugc diéu chinh theo cac quy
tac chinh sach dugc chi dinh trong c4u hinh
kénh CC2; kénh nadm dudi su kiém soat cia
cac to chirc R2 va R3. Hé thong c6 mot dich

vu dat hang O4 phuc vu nhu mot diém quan
tri mang cho N va sit dung kénh hé thong.
Dich vy dit hang ciing hd trg cac kénh tng
dung C1 va C2, cho myc dich dat hang giao
dich thanh cac khéi dé phan phdi. Mdi trong
s6 bdn to chirc ¢6 modt co quan chimg nhan
ua thich CA1, CA2, CA3, CA4 tuong ung.

Tuong tu, kénh C3 (electricity — channel
- §7) duogc diéu chinh theo cac quy tic chinh
sach duogc chi dinh trong cAu hinh kénh CC3;
kénh nam dudi su kiém soat cua cac td chire
R1 va RS (Smart-home-2). Kénh C3 c6 nut
ngang hang P1, nut ngang hang P5, s cai L3,
SC S7. T6 chic R1 c6 tmg dung khach Al
bay gio con c¢6 thé thao tac trén kénh C3. TS
chirc RS ¢6 ung dung khich A5 c6 thé thao
tac trén kénh C3. Dich vu dédt hang O4 ho tro
thém kénh C3. T6 chirc RS ¢6 co quan chimg
nhan CAS.

Y nghia ctia cac SC c6 thé hiéu nhu sau:
SC S5 cho phép nha cung cdp dién yéu cau
SH 1 cho xem chi sé cam bién dién va cho
phép SH 1 tra két qua chi sb cam bién dién
hién thoi. Tuong ty, SC S6 cho phep nha
cung cap nude yéu cau SH 1 cho xem chi s6
cam bién nudc va cho phép SH 1 tra két qua
chi s6 cam bién nudc hién thoi. SC S7 cho
phep nha cung cap dién yéu cau SH 2 cho
xem chi s6 cam bién dién va cho phép SH 2
tra két qua chi s cam bién dién hién thoi.

Bdng 1. Kich ban xdy dung va cdc phan
quyén truy cdp

Thiét | NCC | NCC | Thanh | Cha
bi lIoT | Pién | Nwéc Vién nha
Cam |Poc Bat, Tat, | Bat,
bién dit boc  dir | Tt
dien | liéu lisu (néu | Poc
duogc chu | dir lidu
nha cho
xem)
Cam boc | Bat, Tit, | Bat,
bién dit boc dir | Tt
nude lieu lisu (néu | Poc
duogc chu | dir lidu
nha cho
xem)
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Nhin chung mdi kénh méi s& c¢6 1 cau
hinh kénh gdm 2 t chirc tham gia chinh va 1
t6 chtrc dich vu dat hang O4. Diéu nay sé& dap
ung dugc tinh riéng tu tdi da. O day, dich vu
dat hang theo co ché dé)ng thuan Solo, tirc 1a
chi dung 1 nat duy nhat.

Kich ban x4y dung va cac phan quyén
truy cap dugc chi tiét trong bang 1. Cac
phan quyén truy cdp nay duoc luu trong co
s¢ dit liéu ndi bo trén nut ngang hang cua
mdi to chirc.

Thuc nghiém hién thuc 4 nat ngang hang
P1, P3, O4, P5 hoat dong trén cung 1 may do
va 1 nit ngang hang P2 hoat dong trén RP4.
Mang N hi¢n thuc trén mang ndi bo.

5. THUC NGHIEM VA KET QUA
5.1 Phan cirng va phin mém

Phan ctng thuc hién danh cho kich ban
gdm 1 may 4o Ubuntu Desktop 18.04.4 CPU
4 161, RAM 12GB chay trén VMWare cua
may xach tay HP 8570w CPU Intel
17-3720QM, RAM 32GB, SSD 512GB, hé
diéu hanh MS Windows 7; 1 thiét bi IoT RP4
RAM 4GB, uSD 64GB, h¢ diéu hanh Ubuntu
Server 18.04.4.

Phin mém: Visual Studio Code trén
Ubuntu Desktop duogc dung dé viét cac SC
bang NodelS, viét may chu Web API bing
NodeJS (vira twong tadc véi giao dién Web
nguoi s dung, vura tuong tac véi mang HLF),
thay doi céc tap tin cu hinh. Visual Studio
2019 Community trén MS Windows 10 dé
viét giao dién Web bang C# Phin mém
Docker Community dé dung nén cac Docker
image can thiét cho mang HLF va tao ra cac
container van hanh nhiéu may cha cho hé
thdng thuc nghiém.

Tai mdi to chirc (trong 4 t6 chirc gdm 2
nha thong minh, nha cung cép dich vu dién
va nha cung cip nudc), kich ban xay dung 1
mg dung Web véi dit liéu dong 1y tir co s&
dir liéu ndi bod c6 trén nut ngang hang cua to
chuc (twong tmg mdi t6 chirc, tmg dung Web
s€ co tén Al, A2, A3, AS) gitp cho nguoi su
dung/van hanh tai mdi té chirc d& dang thao
tac truy cdp va diéu khién thiét bi IoT. Tuy

theo dir liéu duoc thiét 1ap trong co so dir
liéu ndi b va ID cuia nguodi dang nhap vao h¢
théng cta to chitc ma thuc don nhitng trang
dugc phép truy cap, cling nhu dir liéu va
hanh dong tuwong tng cé thé thao tac voi hé
théng, s€ hién 1én trang Web.

5.2 Kich ban nghién ciru va két qua

- Chu SH 1 (admin_home 1): duoc
phép m& (hinh 4, hinh 7) / tat (hinh 5) dich
vu cho xem cam bién dién S5 (SC S5) va
cam bién nudc S6 (SC S6), ciing nhu xem
duoc chi s6 cua S5 (hinh 6) va S6 khi dich
vu cho xem mé.

6 contract 56 water

smart_home_1

Hinh 5. Trang Devices sau khi khoi dong
dich vu cho xem cam bién S5

StartService

Hinh 6. Trang Devices xem duoc chi 6 hién
thoi cua S5

+ device hinf Q x

s Measured DEtSTims Measured value

nome_1 > 2020-10-0 7S a7

Hinh 7. Trang Devices sau khi ngung dich vu
cho xem cam bién S5
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- NCCDV dién (admin_electricity): thiy
dugc SC S5 va S7 (hinh 8), cling nhu xem
duoc chi s ciia S5 va S7 khi SH tuong tng
m¢ dich vu cho xem (hinh 9) hoac hién thong
bao 151 khi tit dich vu cho xem (hinh 10).

Fabric4loT-A1

Access Contracts

tract Qa x
Id  Contractid  Contract name Actions  Measured Date Time Measured value
5 conlract_s§ electricity - smar_home_1 o
7 contracts7  electricity - smant_home_2 °

Hinh 8. Trang Contracts khi vira truy cap
vao

Fabric4loT-A1

Access Contracts

Id  Contractid  Contractname Actions  Measured DateTime  Measured value
5 contract s5  electricity - smart_home 1 o 2020-10-07 10.56:17 2783
7 conract s7  electricity - smart_home_2 o

Hinh 9. Trang Contracts xem dwgc chi s6
hién thoi cua S5

Fabric4loT-A1 Contracts 3

ViewDevice

{"success" false,"message"."Fail
ed to invoke chaincode.
cause:Eror: Timed out waiting
for chancade

ted Search by evenl”,"fcn” "askValue”,"args”
['2020-10-07

12:20:31°] "avent_name_wait_fo
r**passValueEvent' "avent_payl

Access Contracts

Id  Contractid Contract name Actions Measured

oad”:null"ermor" TimeoutllI" "retr
yNo™2,"response_datetime™ "20
201007 122147}

5 coniracl_s& electricity - smart_home_1 o

7 contracts7  electricity - smar_home 2 °

Hinh 10. Trang Contracts b 16i xem S5

- NCCDV nudc (admin water): thiy
dugc SC S6 va S8 nhung chi c6 thé xem S6,
bi vo hi¢u hoéa hanh dong véi S8 vi S8 co
trén thong tin quan 1y nhung chua trién khai
SC S8 (hinh 11).

FabricdloT-A3

Contracts.

Access Contracts

Ssarch by coniract name Q x

Id  Contract id Contract name Actions Measured Date Time Measured value

6  contracts6  waler- smart_home_1 o

B & contacts8
Hinh 11. NCCDV nuéc truy cdp hop dong
- Chu SH 2 (admin_home_2): dugc phep
mo/tat/xem cam bién S7, khong c6 hanh dong
Vo1 cam bién S8 vi S8 ¢6 trén thong tin quan
Iy nhung chua trién khai SC S8 (hinh 12).

water - smart_home_2

Fabric4loT-A5

Access Devices

StatSciecied  StopSelected  ViewSelected Search by device namk a x

Id  Deviceid Device name Actions. Measured DateTime Measured value

T confract_s7 electricity - smart_home_2 'S

&  contract 88 waler - smart_home_2

Hinh 12. Chii SH 2 truy cdp thiét bi

- Chut SH ¢6 thé thém/stra/x6a thanh vién
cia SH minh, cling nhu gidi han thanh vién
c6 thé truy xuét vao nhiing thiét bj c6 SC cua
SH minh quén ly (hinh 13).

FabricloT-A2  Home

User Data

Search by user name a x
Id Userld Usemname Actions
2 admin_smart_home_1 admin_home_1 ® o
15 useri_smart_home_1 userl_home_1 ro) i
16 user2_smart_home_1 user2_home_1 re) I
1w user3_smart_home_1 user3_home_1 o o
18 userd_smart_home_1 userd_home_1 ® i
19 user5_smart_home_1 user5_home_1 rc) i
20 userb_smart_home_1 userf_home_1 o) I
21 user7_smart_home_1 user7_home_1 ro) o
n user8_smart_home_1 user8_home_1 o) i
n userd_smart_home_1 userd_home_1 rc) i

q 2 5 Pagelof2
Hinh 13. Trang Users khi vira truy cdp vao

5.3 So sanh véi mé hinh nghién ciru [16]

Kién trac SHIB cai tién dugc dé xuét
dua trén kién tric trong nghién ciu [16]
nhung hai kién tric c6 nhiing khac biét nhat
dinh. Tinh riéng tur van dugc dam bao nhung
tinh bdo mat dugc nang 1én nhd st dung
kénh, dit liu kénh (c6 sb cai riéng nhod gon
cho mdi kénh) chi chia sé¢ cho 2 t6 chirc
chinh va 1 dich vu dat hang. Trong nghién
ctru [16], s6 cai ding chung cho ca mang rat
16n nén néu mudn trd thanh 1 nat trén mang
Blockchain thi phai chuan bi khong gian luu
trit da 16n dé luu tron sd cai chung. Cac
thong s so sanh bao gdm: nén tang
blockchain, thiét bi luu trit, d6i twong, chu
thé, SC, thoi gian truy cap trung binh cho 1
lan truy cap thiét bi dugc trinh bay cu thé
trong bang 2.
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Bdng 2. So sanh kién tric SHIB cdi tién va kién tric trong [16]

Thong so

Kién tric SHIB cai tién

Kién tric trong [16]

Nén tang blockchain

Blockchain lién doanh HLF.

Blockchain céng cong Ethereum.

Thiét bi luu trix
mang blockchain.

Khéng xem xét van hanh trong

Khéng xem xét van hanh trong
mang blockchain.

Ddi twong

T chtic (SH hoic NCCDV).

Luén ludn la SH.

Chu thé Nhitng ngudi ding mudn truy | Nhitng ngudi ding mudn truy
cap vao SH. cap vao SH.
Ngudi van hanh cia NCCDV.

sC MJi thiét bi can truy cap qua | Mdi SH st dung mot hop dong

blockchain c6 mét hop dong.

RC va JC riéng biét.

thiét bi 10T trung binh

Thoi gian xu ly giao | 1 mili giay [21] 15 giay dén 5 pht [22]
dich trung binh
Thoi gian truy cap | 8-10 giay. 15 giay.

6. KET LUAN VA HUONG NGHIEN
CUU TUONG LAI

Bai béo tap trung dé xuat mot hudng tiép
can bao mat tinh riéng tu dir li¢u ngudi dung
trong SH stir dung cac SC va kénh dva trén
nén tang HLF, cu thé 1a kién trac SHIB cai
tién. Mot kich ban thuc nghiém stir dung HLF,
NodeJS va C# duoc xdy dung dé danh gia
kha nang van hanh cua cac SC trong SHIB
cai tién c6 thé hoat dong ngay trén IoTG la
thiét bi IoT RP4. Qua thyc nghiém va két qua
thu dugc, kién trac SHIB cai tién mang lai
cac loi thé:

- Viéc su dung SC va kénh cho mdi thiét b
IoT can truy cdp qua mang HLF khién cho viéc
truy cdp vao sd cai chi co cac dbi tuong trén
kénh méi thyc hién duoc, dam bao dugce tinh
riéng tu dir lidu. Mdi kénh c6 1 s céi riéng nho
gon, c6 thé luu trit ngay trén IoTG RP4.

- Khong phat sinh chi phi giao dich trén
mang HLF.

- Trir cac nat 1am dich vu dat hang, cac
nut khac trén mang chi can hoat dong khi can
giao dich v6i nut khac, binh thuong c6 thé
ngimg hoat dong, tit ngudn nham giam chi
phi nang luong.

- Kha ning mé rong cao: can thém thiét
bi 10T thi thém SC va kénh; chu SH dé dang
thém/stra/x6a nguoi dung SH.

DPé danh gia kién trac cai tién, su so sanh
kién tric SHIB cai tién va kién trac SHIB
[16] da dugc thuc hién. Trong tuong lai,
chung t6i sé& tién hanh nhiing viéc sau:

- Tién hanh thém nhiéu thuc nghiém mo
rong kién trac 1én nhiédu loai cong IoT khong
chi cong IoT dung RP4.

- Po hiéu suat xur 1y khi c6 rt nhiéu nat
trén mang Blockchain véi cac yéu cau theo 16
16n dong thoi du chuong trinh di dwoc viét
san dé phuc vu cho viéc nay. Vi du nhu 1
truy cap thiét bi mat 8-10 gidy, nhung truy
cap theo 16 1én dén hang tridu thiét bi thi
cling mat chimg 4y cong thém it do tré cla
mang du 1 géi dir liéu gui di va nhan vé trén
mang Blockchain khoang 1KB cho 1 yéu cau
truy xudt thiét bi.

- Trién khai mang Blockchain cho cac
nut trén mang WAN dé kiém tra do tré xtr ly
truy cap.

- Tang sb nat ngang hang, sb nat dich vu
dat hang dé tang kha nang xir 1y cia mang
HLF.
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