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ABSTRACT

In wireless communication, the secrecy of data transmission is an important objective, and
especially when eavesdropper nodes are near source nodes. In this case, eavesdropper nodes
can wiretap easily any information from the source nodes. In this paper, an approach method to
improve secrecy cooperation transmissions using combined signals is investigated in which
data and jamming signals are combined at a source node based on power allocation strategy.
The secrecy system performances are evaluated using asymptotic secrecy outage probabilities
of end-to-end achievable secrecy rates over flat and block Rayleigh fading channels.
Monte-Carlo simulation results are presented to verify the theoretical analyses. The main
contributions of the proposed protocol are as follows. First, the jamming signals at the source
node are secret against a relay and an eavesdropper node. Second, an amplify-and-forward
method is applied so the relay cannot know the secrecy signal along with the jamming signals.
Third, by transmitting the jamming signals from the source node, the proposed protocol prevents
wiretapping by nearby eavesdropper. Finally, the asymptotic analysis is valid with the
simulation result evaluating the secrecy performance of the proposed protocol.

Keywords: Physical layer security; cooperative communication; jamming; power allocation
strategy; amplify-and-forward.
TOM TAT

Trong truyén thdng khdng day, viéc bao mdt truyeén diz liéu 1a muc tiéu quan trong, va dac
biét khi cac nlt nghe 1én ¢ gan cé&c ndt nguon. Trong trieong hop ndy, cac ndt nghe 1én cé thé
dé dang ldy trém bat ky théng tin tir c&c nlt nguon. Trong bai bao nay, mét phwong phap tiép
cdn dé cai thién viéc truyén hep tac an toan si dung chién heoc chi dinh cong suat. Hiéu
nang hé théng an toan duwoc dang gia ding xac xudt dirng an toan gan ding cua téc dé an
toan co thé dat dwoc tir nguon dén dich trong mdi triong fading Rayleigh phang va theo khai.
Céc ké& qua md phong Monte-Carlo dwoc trinh bay dé kiém tra céc phan tich Iy thuyét. Cac
déng gop chinh cua giao thizc dieoc dé xudt nhw sau. Pau tién, cac tin hiéu nhiéu nhan tgo ¢
nit nguon khdng duroc biét ¢ nat chuyén tiép va ndt nghe 1én. Thir hai, phwong phép khuéch
dai va chuyén tiép dioc sir dung, vi thé, nit chuyén tiép khdng biét duroc tin hi¢u an toan va
nhiéu nhan tgo cia nlt nguon. Thit ba, bang cach phat tin hiéu nhiéu nhan tgo cia ndt nguon,
giao thirc diroc dé xudt ngan chan viéc nghe trém cia nit nghe lén ¢ gan nguon. Cudi cuing,
phan tich gan diing 6 gia tr; khi so sanh véi két qua mé phang trong danh gia hiéu nang cua
giao thitc durgc dé xuat.
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Tir khoa: Bao mdt I6p vdt Iy; truyén thong hep tac; nhiéu nhan tqo; chién hroc chi dinh cong

suat; khuéch dai chuyén tiép.
1. INTRODUCTION

Because of broadcasting of signals in the
wireless environment, secrecy transmission is
an important objective [1-3]. In the secrecy
transmission, eavesdroppers illegally try to
wiretap the transmitted data of other
communication links. In [1], A.D. Wyner
discovered that if the quality of the main
channel is higher than that of the wiretap
channel then the transmit signal is secure.
Secrecy performance is characterized with an
achievable secrecy rate (ASR) metric that
expresses the difference between the
achievable data rate of the main channel and
that of the wiretap channel [2]. To overcome
the fading environment as well as to enhance
secrecy performance, cooperative
communication has been considered in
physical layer security [3-5]. Relays in a
decode-and-forward scheme can decode and
retransmit received signals from source
nodes or can amplify received signals plus
noise and forward them to destination nodes
in an amplify-and-forward scheme [6-7].
Optimal relay selections have been
considered to maximize the end-to-end
secrecy paths [4], and exploitations of
jamming signals has been studied in which
the source nodes lease friendly wireless
nodes to operate as jammers [3-4]. Jammers
create artificial interference to reduce the
quality of the eavesdropping channel, and
thus the secrecy performance is enhanced.
The jamming signals can be known at the
source, destination and relay nodes; hence,
the desired communications cannot be
affected by the interference signals. However,
in above solutions, the physical layer security
has serious disadvantages when eavesdropper
nodes are near the source nodes. In this case,

the eavesdropper nodes can easily wiretap
any information from the source nodes, and
the selected best relay uses the received data
for individual purposes.

In this paper, the author propose a
method to improve the secrecy cooperation
transmissions using power allocation strategy
in which a source node combines its secrecy
signal with its jamming signal using the
power allocation strategy as in [8-9] before
broadcasting to relay, destination and even
eavesdropper nodes. In addition, in the
proposed protocol, the maximal ratio
combining (MRC) method is applied at the
destination and the eavesdropper to increase
the quality of their desired signals. The
secrecy system performance of the proposed
protocol is evaluated using the secrecy
outage probability of the end-to-end ASR.
The theoretical expression of the proposed
protocol is given in the asymptotic form of
the secrecy outage probability. The main
contributions of the proposed protocol are as
follows. First, the jamming signals at the
source node are secret against the relay and
eavesdropper nodes. Second, | apply an
amplify-and-forward scheme so the relay
cannot know both the secrecy signal and the
jamming signals. Third, the eavesdropper
node has difficulty wire tapping the secrecy
signal when it is near the source node
because of the direct jamming signal from
the source node. Fourth, the relay will
compensate for the loss of power used for
transmitting the jamming signals expressed
in the power allocation strategy; hence, the
secrecy performance of the proposed
protocol will improve on existing methods.
Finally, the asymptotic expression of the
proposed protocol is worthy.
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This paper is organized as follows: Section
2 describes the jamming amplify-and-forward
scheme; Section 3 analyzes and calculates the
secrecy outage probability of the proposed
protocol; Section 4 presents and discusses the
simulation results; and Section 5 summarizes
my conclusions.

2. SYSTEM MODEL

Fig.1 presents a jamming amplify-and-
forward scheme under physical layer security,
including a source node S, a destination node
D, arelay node R and an eavesdropper node
E. In Figure 1, the source node S transmits a
secrecy signal to the destination node D
through the intermediate relay node R. |
propose some assumptions as following: 1)
the eavesdropper node E tries to overhear the
secrecy signal of a source-destination link; 2)
each node has a single antenna and operates
in half-duplex mode; 3) all nodes suffer the
zero-mean additive white Gaussian noise
(AWGN) with the same variance No; 4) the
nodes S and D can accurately estimate the
location of eavesdropper node E (This
assumption is based on the practice that
eavesdropper E is an active node, as in [2],
and usually replies to the set-up messages of
the S and D nodes to be served in the future,
as described in [10]).

In Figure 1, (hy,dg), (h.dy), (h.d,),
(hs,d3), and (h,,d,) denote the Rayleigh
fading channel coefficients and the distances
of the links S-D, S-R, R-D, S-Eand R-E,
respectively. | assume that all channels suffer
flat-block Rayleigh fading in which the
channel coefficients are constant in a packet
interval and change from packet to packet.
Hence, the channel gains @ =|hi|2 have
exponential distributions with parameters
4 =d’, respectively, where g is a path-loss

exponent, i€{0,1,2,34}.
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In this paper, a jamming amplify-and-
forward scheme under physical layer security
is proposed, in which the source node S owns
a secrecy signal x and a jamming signal j.
The secret transmission of the secrecy signal
X is the main target; the transmission of the
jamming signal j supports the main target by
creating artificial interference to decrease the
quality of the channel to eavesdropper node
E. The seed for generating the jamming
signal j is not shared with the relay and
eavesdropper nodes and can be changed
frequently. The destination can know the
jamming signal j based on the secrecy
parameters at the higher layers.

Fig.1 Jamming amplify-and-forward scheme.

In my proposed protocol, the
eavesdropper node E can be near the source
node S, thus the source node S transmits a
combination signal that includes the secrecy
signal x and the jamming signal j in the first
timeslot. In this case, the relay node R only
amplifies the received signals from the
source S; as a result, the relay R cannot
distinguish the secrecy signal x from the
jamming signal j. The combined signal of the
source node S can be obtained using the
power allocation strategy [8-9] as

xS:\/a_Px+,/(1—a)Pj (1)

where E{x}=E{j}=0 and E{x'}=E{jf}=1.
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The operation principle of the proposed
protocol is based on a time-division channel
model and split into two timeslots as follows.

1) In the first timeslot, the source node S
broadcasts the combined signal xs in (1) to
the relay R, the destination node D, and the
eavesdropper node E. The combined signal xs
in (1) will create an artificial interference for
the eavesdropper E without affecting the
destination node D.

2) In the second timeslot,the relay R will
amplify the received signals and forward
them to the destination node D and the
eavesdropper node E.

In the first time slot, the received signals at
the relay R, the destination node D, and the
eavesdropper node E are given, respectively, as

yR = ths + nR
= J@—a)Pxh +aPjh +n, @

(3.)
Yp = hoxs +Np,

(32)
= a/(l—oz)PXhO+x/05Pjh0+nD’l 3)

(33)

= J@-a)Pxh, +n;,
Ye =X + Ney
= Jl-a)Pxh, +\aP jh, +n,, )

where P is the total transmit power of the
source node S; (aP)and ((1-a)P) are
power parts allocated to the jamming signal
J and the desired secrecy signal xof the source
node S, respectively, 0<a <1; ngr, Np,1 and
ne1 are the zero-mean AWGN at nodes R, D,
and E at the first timeslot, respectively.

In Formula (3), (3.3) is given by
omitting the component \/anhO because the

destination node D knows the jamming
signal j.

In the second timeslot, the relay R will
amplify the received signal y, with a gain

G [5 Eq9. 3)] as

G- (\/(1—04) Ph[ +aP|h[ +N,

:(1/P|hl|2+N0)l

The received signals at the destination
node D and the eavesdropper node E are
given, respectively, as

) ®)

(6.)
Yoo = ‘/EGthz +Np,

(es;z)\/ﬁ{«/(l—a)PXhl+\/a_Pjh1+nR}h2

= - +n,, (6)
.fP|m| +N,
9 PJt-a)xhh, +Prch,
VP N,

Yeo = \/EGth4 e,

P{Ja—a)Pxh+JaPih+nfh, (@)

= 2 +Ne,
4fP|hl| +N,

Where in, np2 and ne are the zero-mean
AWGN at nodes D and E at the second
timeslot, respectively.

In Formula (6), (6.3) is given by
omitting the component JB\/a_Pjhl because
the destination node D knows the jamming
signal j.

3. SECRECY OUTAGE PROBABILITY
ANALYSIS

In this section, | analyze the secrecy
outage probability of the proposed protocol
to evaluate the transmission security. | note
that the eavesdropper node E does not know

the jamming signals j; therefore the
components JaPjh, in (4, and

P\/Ejl‘ﬁh4/«[P|hl|2+No in (7) are artificial
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interferences created by the source node S to
prevent the eavesdropper node E from
overhearing the secrecy packet x.

In the first timeslot, the received SNRs
at the destination node D, denoted as ., is

given from (3) as
7D,1:(1_a)P|h0|2/N0:(1_a)70 (8)

where 5, = (P/Ngy)x|h[> and » is
%7/_/
Ve
defined as a transmit SNR.

Similarly, the received SNR at the
eavesdropper node E, denoted as y.,, is

obtained from (4) as

_ (1_“)2P|h3|2 _ (1-a)r, 9)
aPlh| +N,  ay+1

Ve

where y, = P|hy|° /N, = 7 x|hy|”.
In the second timeslot, y,,and y¢,
are denoted as the received SNR sat the
destination node D and the eavesdropper
node E, respectively, and are given from (6)
and (7) as
P*-a)|nf In,f*/(PIR +N, )
yD,Z = 2 2
PN, |na[* /(P IR+ Nq ) + N,

=(1—05)717/2/(7/1+7/2 +1)

(10)

Pa-a)nf |nf
PlhJ" +N,
P(aPnf*+ N, I’
Plh| +N,
=(1-a)ri/(ary, + 1+ 7,+1)

Ve2 = (11)

0

where y,, = P|h, | /N, = 7x|h,[*,me{1,2,4}.

In this paper, the MRC method [2, Eqg.
(14)] is applied at both the destination node
D and the eavesdropper node E to increase
the decoding capacity and the wiretapping

operation. The end-to-end SNRs at the
destination node D and the eavesdropper

node E are given as
7k:7k,l+7k,21ke{D’E} (12)

Based on the Formulas (8), (10), (9) and
(11) with (12), | obtain

(1-a)nr,

=(1- — L 13
& ( a)yo—'_ }/1+]/2+1 ( )
Ve = A=a)r, ,  (=a)rr (14)

ay,;+1  any,+rty,+1

From the received SNRs (13-14), the
achievable data rates of the desired link S-D
and the eavesdropped link S-E to decode the
secrecy signal x are expressed, respectively,
denoted as Rp and Rg, as

R, =(1/2)xlog, (1+7,), ke{D,E}

where the factor (1/2) means that secrecy
signals are transmitted in two timeslots.

(15)

| note that the destination node D will
receive the secrecy signal x while the
eavesdropper node E will wiretap this signal.
Hence, the end-to-end ASR of the
source-destination link is given [2, Eq. (10)
and 4, Eq. (8)] as

! 147, )]
ASR:[RD—RE] :{Elogz[h_?ﬂ
E

(1_05)7172
ntr,+l
(1_a)7174

arny,trn+r,+l

1+(1-a)y, + + (16)

= lIog
2 2 1-a)y, N

ay, +1

1+(

where[x]'is defined as max{x,0}.

The secrecy outage probability of the
proposed protocol is defined as the
probability that the end-to-end ASR is less
than the target secrecy rate R:.. Hence, the
secrecy outage probability is expressed as



Ho Chi Minh City University of Technology and Education

Journal of Technical Education Science No.40 (1/2017)

PP = Pr[ASR <R,]

Emgz((na_a) ’o

[1+(1_0‘)y3

ays+1

+(1‘“WZJ / (17)

Nntr+l

1 +
+ ( —05)7174 j <R,
anystn+rs+l

From (17), | observe that the expression

of the secrecy outage probability P** is
complex and depends on random variables
(RVS) 70, 71s 72073 and y,
closed-form expression of the secrecy outage

Hence, a

probability P** is not feasible.
Formula (17) can be equivalently
rewritten as
1—05)7/17’2<22RI _1

PSP —prd(1- (
r{( a)yy+ Bl

(18)

+(9+l)(1—a){ s, 174 }
ars+1 any,+rn+y,+l
When SNRy s large (7 —> ), then P5®is
approximately expressed as

Y172
n+ra+l

Y1Va }
anys ) ) (19)

(1—a)7/0+(1—a)>< <

PSP ~ Pr

9+(0+1)(1—a){&+

ays

Yo+ nra/(n+r+1)<
0/(1-a)+2(0+1)/a
¢

= Pr

- 2
Because the channel gains o =|h]| are

exponential RVs with parameters 4 =d”, then
2 =)_/><a)i are also exponential RVs with
parameters 4/, respectively, i €{0,1,2,3,4} .

From the definition of X in (20), X is a
MacDonald RV [11, Eq. ]}

X ~ MD(ﬂl/;_/,/IQ/y_/), and has a cumulative
distribution function (CDF) and a probability

density function (PDF) from [11, Eq. (2-3)]
as

Bt =128 (o)
x Ky [2\/x1x2x(x +1)/(§)2 J

fy (X) = o (a+ra)x/1

(1) ()
+(X1+X2)X Xlkzx(x+1)XK {

+ ) Xlkzx(x+1)ﬂ
C (i

wherex > 0, and Ku(x) is the vtM-order

modified Bessel function of the second kind
[11, Eq. (8.432.6)].

Formula (20) is given as

(20)

Mg (2 +1)J (21)

¢
P ~ Pr {7, + X <§}:j f, (0% Fy (&—x)dx

=

X7

{1 e~ () EX)/r (22)

x\/zlzq(g—x)(g—xu)/(})z
<Ky (27 (E-X) (€ —x1) /7 )} ox

After some manipulations of (22), |
obtain the single-integral form expression of
P** as

psop zl_ﬂoe—ﬂoé/?/j‘,

_op e el Jido /(;)2
f R T
xKl(Z\/ﬂlﬂz X)(&—x+1 /y)dx

whereK,(x) is the vth-order modified Bessel
function of the second kind [12, Eq.

(8.432.6)], £=06/(1-a)+2(6+1)/c
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4. SIMULATION RESULTS AND
DISCUSSIONS

This section discusses the analysis and

simulation  results of the proposed
cooperation transmission. The analysis
results are drawn from the asymptotic
expressions derived above, and the

simulation results are based on Monte-Carlo
experiments. In a two-dimensional plane, the

coordinates of the source S, the destination D,

the eavesdropper E, and the relay R are set as
S(0,0), D(1,0), R(xr, yr), and E(Xe, Ye), Where
0<x.,X <1.

Thus,

d3: ’Xe2+ye2 , and d4=\/(xr_xe)2+(yr_ye)2'

| assume that the target secrecy rate and the
path-loss exponent are constant (R=1
(bit/s/Hz), g =3), and the SNR on the x-axis

is defined asSNR =y =P/N, .

Figure 2 presents the secrecy outage
probabilities of the proposed protocol at the
destination node D as a function of the
SNR (dB) when the eavesdropper node is
near the source node, E(0.1,0), and R (0.5,
0.1). As a result, the distance parameters
are obtained di= d2=0.51, ds=0.1, and
ds=0.41. As shown in Figure 2, the secrecy
performance of the proposed protocol
outperforms a secrecy transmission without
jamming ( «=0). These results occur
because when the eavesdropper node is
near the source node, the jamming signal
from the source node will create artificial
interference to efficiently decrease the
quality of the source-eavesdropper link.
The extra power required for transmitting
the secrecy signal will be provided by the
relay with the amplify-and-forward method.
In addition, the MRC method is applied at

the destination node to increase the quality
of the desired end-to-end
source-destination link (12). In addition,
the secrecy outage probability of the
proposed protocol decreases when o
increases from 01 to 0.5, and increases
when ¢« decreases from 0.9 to 0.5 because
the source node adjusts the power of the
jamming signal, a condition that should be
satisfied both creating the artificial
interference and transmitting the secrecy
signal. Figure 2 shows that the asymptotic
expression of (23) is valid with the
simulation results evaluating the secrecy
performance of the proposed protocol.

10°

3
F| —#— No januning (o = 0}

O proposed protocol: a = 001 (sinn)

See ey ontage probability

-4 W proposed protocol: o = 005 (sinm)

& proposod protocol: o = 0.9 (sinm)

Theory {asvin)

10 12 14 16 18 20 22 24 26 28 30
SNR (dB)

Fig.2 Thesecrecy outage probability of the
proposed protocol at the destination node D
as a function of the SNR (dB) when R (0.5,
0.1), E (0.1, 0) (correspond to d1=d>=0.51,
d3=0.1, d4=0.41).

Figure 3 presents the secrecy outage
probabilities of the proposed protocol at the
destination node D as a function of the
location of the relay xr when yr=0, SNR = 25
(dB), E (0.5, 0.5), and « =0.1. As shown in
Figure 3, the secrecy outage probability of
the proposed protocol is smallest when the
relay is at the midpoint between the source
node and the destination node (xr= 0.5).
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5. CONCLUSIONS

In this paper, |1 proposed the jamming
method was proposed to improve the secrecy
cooperation transmissions in  which the
source node transmits a combined signal of
the secrecy signal and the jamming signal
using the power allocation strategy. |
analyzed and evaluated t The secrecy
performance was analyzed and evaluated
based on the secrecy outage probability of
the achievable secrecy rate. The secrecy
outage probabilities are obtained using
asymptotic expressions. The results show the
following advantages. First, the proposed
protocol well solved the location problem of
an eavesdropper node near the source node.
Second, the proposed protocol outperforms
the secrecy transmission without jamming.
Third, the secrecy outage probabilities of the
proposed protocol is probabilities of the
proposed protocol are smallest when the

relay is at the midpoint between the source
and destination nodes. In addition, the
asymptotic expressions of the secrecy outage
probabilities of the proposed protocol are
valid in evaluating the secrecy performance.

—— No janining (o

O  proposed protocol: o = 0.1 (s} |-

Theory {asyin)

Secreey ontage probability

0 0.1 02 03 04 05 06 07 08 0.9 1
e

Fig.3 These crecy outage probability of the
proposed protocol at the destination node D as
a function of the location of the relay xr on the
x-axis when yr=0, SNR=25 (dB), E (0.5, 0.5)
(corresponding to ds= d4=0.71), and« =0.1.

[1]
[2]

[3]

[4]

[5]

[6]

REFERENCES

A.D. Wyner, The wire-tap channel, Bell System Technical Journal, vol. 54, no. 8, pp.
1355-1367, 1975.

Lun Dong, Zhu Han, A.P. Petropulu and H.V. Poor, Improving Wireless Physical Layer
Security via Cooperating Relays, IEEE Transactions on Signal Processing, vol. 58, no. 3,
pp. 1875-1888, 2010.

Zhiguo Ding, Mai Xu, Jianhua Lu and Fei Liu, Improving Wireless Security for
Bidirectional Communication Scenarios, IEEE Transactions on Vehicular Technology,
vol. 61, no. 6, pp. 2842-2848, 2012.

Jingchao Chen, Lingyang Song, Zhu Han and Bingli Jiao, Joint Relay and Jammer
Selection for Secure Decode-and-Forward Two-Way Relay Communications, Global
Telecommunications Conference (GLOBECOM 2011), Houston, Texas, USA, Dec. 2011,
pp. 1-5.

T.T. Kimand H.V. Poor, Secure relaying: can publicly transferred keys increase degrees
of freedom?,47th Annual Allerton Conference on Communication, Control, and
Computing, 2009 (Allerton 2009), Monticello, Illinois, USA, Oct. 2009, pp. 1076 —1081.
Y.M. Khattabi and M.M. Matalgah, Performance Analysis of Multiple-Relay AF
Cooperative Systems Over Rayleigh Time-Selective Fading Channels With Imperfect
Channel Estimation, IEEE Transactions on Vehicular Technology, vol. 65, no. 1, pp.
427 — 434, 2016.


http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Zhiguo%20Ding.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Mai%20Xu.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Jianhua%20Lu.QT.&newsearch=true
http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=p_Authors:.QT.Fei%20Liu.QT.&newsearch=true

[7]

[8]

[9]

[10]

[11]

[12]

Journal of Technical Education Science No.40 (1/2017) 67
Ho Chi Minh City University of Technology and Education

Z. He, X. Zhang, Y. Bi, W. Jiang and Y. Rong, Optimal Source and Relay Design for
Multiuser MIMO AF Relay Communication Systems with Direct Links and Imperfect
Channel Information, IEEE Transactions on Wireless Communications, DOI:
10.1109/TWC.2015.2497683, 2015.

Minghua Xia and S. Aissa,Cooperative AF Relaying in Spectrum-Sharing Systems:
Outage Probability Analysis under Co-Channel Interferences and Relay Selection, IEEE
Transactions on Communications, vol. 60, no. 11, pp. 3252-3262, 2012.

S.S Ikki, and M.H. Ahmed, Performance Analysis of Adaptive Decode-and-Forward
Cooperative Diversity Networks with Best-Relay Selection, IEEE Transaction on
communications, vol. 58, no. 1, pp. 68-72, 2010.

K. Junsu, A. Ikhlef and R. Schober, Combined relay selection and cooperative
beamforming for physical layer security, Journal of Communications and Networks, vol.
14, no. 4, pp. 364-373, 2012.

B. Barua, H.Q. Ngo and Hyundong Shin, On the SEP of Cooperative Diversity with
Opportunistic Relaying, IEEE Communications letters,vol. 12, no. 10, pp. 727-729, 2008.
I.S. Gradshteyn, I.M. Ryzhik, A. Jeffrey and D. Zwillinger, Table of Integral, Seriesand
Products, Academic press, 7th edn.2007.

Corresponding author:

Pham Ngoc Son
Ho Chi Minh City University of Technology and Education
Email: sonpndtvt@hcmute.edu.vn



mailto:sonpndtvt@hcmute.edu.vn

