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TOM TAT:

Bao mat thong tin la mot trong cdc dich vu an ninh quan trong cho mang cuc bo
khéng day (WLAN — Wireless Local Area Network), nham bdo dam thong tin dwoc giit
bi mat. Bai todn nay it dwgc quan tam trong cac nghien ciu [y thuyet dé xudt ma chi
yéu tdp trung ¢ cdc giai phdp céng nghé, img dung cdc hé ma phé bién nhuw RC4 trong
WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access) hay AES (Advanced
Encryption Standard) trong WPA2. Giai phap mang riéng ao (VPN Vlrtual Private
Network) ciing dwoe nhiéu nha cung cdp dich vu quan tam. Theo hwong tiép cdn giai
phdp VPN, chiing t6i tdp trung nghién ciru vé kha ndang mé réng ciia cdc hé ma khéi phéd
bién hién nay nhw hé ma ma tran Hill, h¢ ma AES, XAES,...Tu phan tich cdc thudt toan
ma tuyen tinh, cdc hé ma khéi va cdc mé rong da dwoc nghién civu phén tich, ching toi da
dé xudt hé ma khoi SSM (Scalable Substitution Matrix Cipher) theo huéng tiép cdn kién
triic SPN (Substitution-Permutation Network) két hop kha ning mé réng kich thuée khéa
ciia hé md ma trdn va thanh phan phi tuyén S-Box. Két qua S-Box dé xudt khong chi sir
dung trong thudt todn ma khéi SSM ma con ¢6 thé sir dung thay thé cho thanh phan S-Box
trong cac hé ma AES, XAES.

Tur khoa: WLAN, Hill Cipher, Matrix Cipher, AES, S-Box.

ABSTRACT:

Confidentiality is one of the important security services for wireless local area network
(WLAN), to ensure the information is confidential and integrity. This problem mainly focus
on commercial solutions that apply popular encryption algorithms such as: RC4 in WEP
(Wired Equivalent Privacy), WPA (Wi-Fi Protected Access); AES (Advanced Encryption
Standard) in WPA2. Virtual private network (VPN) solution also uses in products of
Wi-Fi vendor. According to VPN solution approach, we focused on the scalability of
block cipher systems such as Hill cipher, matrix cipher and AES. In these crypto systems,
S-box is significant non-linear component. In this paper, we propose a new approach to
represent general S-Box based on a given non-linear function to increases the complexity
of algebraic expression and size of S-Box. In experiment with size of 8, proposed S-Box can
archive the maximum number of terms (255 terms) and therefore it can be used to replace
the classical S-Box component in the original AES. Furthermore, proposed S-Box inherits
all good cryptographic characteristics of the original AES S-Box, such as nonlinearity,
differential uniformity, and strict avalanche.

Keyword: WLAN Security, Hill Cipher, Matrix Cipher, AES, S-Box.
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1. GIOI THIEU

Mang cuc by khong day (WLAN-
Wireless Local Area Network) 1a hé théng
mang mdy tinh cho phép nguoi dung két
nbi v6i hé théng ‘mang day truyén thong
thong qua mot két ndi khong diay. Mang
cuc bo khong day linh dong va dé di
chuyén hon mang day truyén thong, cac
may tinh, cac thanh phan ‘mang két ndi voi
nhau théng qua mot thiét bi goi 1a diém
truy cap (Access Point). Access Point bao
gdém angten dung dé truyén nhan cac tin
hi¢u thong tin (¢ dang song vo tuyén) dén
cac thiét bi khong déay (nhu Laptop, PDA,

) va cong RJ-45 dé giao tiép voi mang
day truyén thong. Pham vi phu séng trung
binh ciia mot Access Point 1a 300 feet (gan
100m). Pham vi phu séng nay dugc goi la
mot 6-Cell hay Range. Ngudi dung c6 thé
di chuyén tu do trong cell ma van khéng
mat két ndi voi hé thdng mang théng qua
Access Point. Cong ngh¢ khong day dugc
thiét ké pht hop v6i nhiéu chuan va hd tro
nhiéu mac do an toan bao mat khac nhau.
Thuan loi chinh ctia céc chuén 14 dugc hau
hét cac cong ty ap dung vao cac dong san
pham cua ho, va cho phép d& dang két hop
v6i cac san pham cua cic cong ty khac
nhau. Hai chuan hién tai duoc cong nhan
phé bién 1a IEEE 802.11 va Bluetooth.
Trong d6, mang cuc by khong day st dung
chuan 802.11. Chuan 802.11 duoc Vién K§
thuat Dién - Dién tir Hoa Ky (IEEE) phat
trién ndm 1997. Chuan nay hd tro két ndi
trong pham vi trung binh, va c6 cac ung
dung truyén nhan dix liéu véi toe do cao.

Viéc bao vé hé théng mang cuc b khong
day thuong dua trén cac giai phap va da
trd thanh tiéu chi chinh sau: kiém soat truy
cap (Access Control) — xac nhan quyén
truy cdp cua nguoi dung, bao mat thong tin
(Confidentiality) - dam bao thong tin dugc
gitr bi mat, bdo toan thong tin (Integrity) -
dam béao thong tin dén nguoi nhan khong
bi sira doi, va tinh sin sang (Availability)
- dam bao hé thong ludn sin sang dap ung
nhimng dich vu ma né cung cap.

Céc bai toan nay da va dang dugc rat
nhiéu vién nghién ctru, cic co quan, cong
ty vé bao mat trén thé gidi ciing nhu nhimng
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nha san xuat thiét bi khong day quan tam.
bay 1a moét hudng nghién ctu mé cho
nhimg nhiing nguoi mudn nghién ctru van
d¢ an toan trong hé thong mang khong day,
dac biét la mang cuc bd khong day. Do do,
chung t6i nghién ctru va giai quyét vin dé
nay.

Nhu da biét, IEEE 802.11 la chuan duogc
stt dung dau tién cho WLAN. Chuan nay
sir dung giao thirc WEP dé bao vé thong
tin trong qua trinh truyén nhan dir lidu giira
Client va Access Point. Tir nim 2000 nhiéu
nghién ciru vé an toan thong tin mang
khong day khang dinh giao thuc WEP ¢o
nhiéu yéu diém va khong dam bao dugc
tinh an toan ctia hé thong trudc nguy co tan
cOng cua tin tac:

e Do khoa WEP ¢ dang khoa chia sé
quy udc trude gitra may tram va Access
Point, nghia la tinh trong mét khoang thoi
gian (trur truong hop bi thay ddi do nguoi
quan tri cau hinh la1) nén cac goi tin déu
dung chung 1 khoa dé tao keystream ding
ma hoéa dir licu. Viéc tao ra keystream khéc
nhau cho mdi géi tin tiy thudc vao gia tri
IV. Vi vay, néu biét noi dung thong diép
va gia tri IV, tin tic c6 kha ning biét duoc
keystream, tir 46 xay dung tir dién cac cap
(IV, keystream) dé giai ma cac thong diép
khac cting nhu tim ra khéa bi mat. Theo
(Cisco2003) va (Tom va cac cong su 2002),
tin tic co thé thyc hién cac tin cong WEP
qua cac hinh thirc phd bién nhu: nghe 1én
thong tin (Eavesdropping), tan cong replay,
phan tich duong truyén (Traffic Analysis),
gia mao (Masquerade), thay doi thong diép
(Message Modification), tir chdi dich vu
(Denial-of-Service — DoS).

Hinh 1.1.

Qui trinh ma hoa va giai ma
trong WEP (Tom va cac cong sw 2002)
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e  WEP st dung thuat toan RC4 cho
muc dich ma hoa va CRC-32 cho muc dich
dam bao tinh toan ven dit liéu (Binoy 2004),
(William 2004). Tin tic ddnh vao yéu diém
ctia RC4 va CRC-32 dé tan cong vao WEP
(Scott va cac cong su 2001), (Scott va céac
cong sy 2002).

e  Gilra Access Point va cac may tram
su dung duy nhat mot khoa dé thuc hién
x4c nhan quyén truy cdp, mi hoa va giai
ma thong tin. Khod nay co the bi danh cap
rat dé dang thong qua mot sd cong cu cd
san trén internet (http:/www.wi-foo.com/
index-3.html).

Trudc nguy co tin cong tir cac yéu diém
ctia WEP, nam 2003 to chirc Wi-Fi Alliance
gio1 thiéu giao thirc Wi-Fi Protected Access
goi tat |a WPA nhu la giai phap tam thoi
khic phuc mot s6 yéu diém cua WEP.
Giao thire WPA duoc trich tir mot phan
trong chudn IEEE 802.11i (Wi-Fi Alliance

2004a), (Wi-Fi Alliance 2004b) sur dung
TKIP-Temporal Key Integrity Protocol va
MIC-Message Integrity Code (N. Ferguson
2002) dé mo rong mién gia tri cua IV tir 24
bit 1én 48 bit nham chdng tan cong replay
va MIC duoc goi 1a Michael thay cho CRC-
32 trong WEP.

WPA chi dugc xem la gidi phap tam
thoi va nhiing 16 hong cia WEP nén WPA
chi mang tinh nhét thoi. Giao thirc nay van
dung thuat toan RC4 dé ma hoa dit liéu, chi
bd sung thém TKIP va Michael dé ting do
an toan, va han ché kha nang tan cong cua
tin tac. Tuy nhién, nhiéu nghién ciru ciing
da chi ra nhitng han ché va kha niang tin
cong WPA (Takehiro).

Thang 3 nam 2006, giao thtc WPA2
(IEEE 802.111) da chinh thutc trd thanh tiéu
chuin an toan ddi voi thiét bi mang cuc bd
khong ddy; chuan nay st dung thuat toan
ma hoa AES thay cho RC4 trong WEP va
WPA.

Bang 1.1 Bdng so sanh cdc dic diém ma héa ciia WEP, WPA va WPA2

Pic diém WEP WPA WPA2
. . . - 128 bit dung cho ma hoa
Kich thuge khoa | - 54, - 64 bit ding cho chimg 128 bit
(Key size)
thure
Chukykhta o4 pi1v 48 bit IV 48 bit IV
(Key life)
Khoéa cho moi Khéne véu
goi tin Concatenated Mixing Function . éiy
(Packet key)
Toan ven dir liéu CRC -32 Michael CCM
Chéng tin cong . ,
Replay Khong co IV Sequence IV Sequence
Quan ly
khoa (Key Khong co EAP — based EAP — based
Management)
Ma hoa RC4 RC4 AES
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D6i v6i cac hé théng mang khong day
cong cong (Hotspot) nhu khach san, san
bay, dich vu internet café...thuong khong
cai dit co ché kiém soat truy cap, ciing nhu
bao mat cho Access Point dé ngudi dung dé
dang truy cap internet, ngay ca khi str dung
thiét bi c6 hd tro cac giao thirc bao vé thong
tin theo WEP, WPA hoac cao hon. Do do,
van d¢ dat ra 1a 1am thé nao dé bao vé duoc
hé théng mang ndi bo déng thoi bao vé
duoc ngudi dung khi truy xuit mang qua
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thiét bi khong day. De giai quyét bai toan
nay, nhiéu giai phap vé phan clng lan phan
mém duoc trién khai, trong d6 ndi bat nhat
la gidi phap mang riéng do VPN-Virtual
Private Network (Microsoft) mot dang mé
rong cua mang riéng (Private Network).
Hién trén thi truong c6 rat nhiéu cong ty
cung cAp giai phép tich hop VPN vao hé
théng mang khong diy nham ting d6 an
toan dir liu cling nhu khd nang bao mat
trén mang khong day.

= | RADIUS Server

Corporate Resources

Logical ‘u’PN tonnechun uf‘ler successful RADIUS authenticafion

Hinh 1.2. Kién tric VPN

Theo huéng tiép can giai phap VPN,
chung t6i tap trung nghién ctru vé kha niang
mo rong cua cac h¢ ma khéi phé bién hién
nay nhu hé ma ma trdn Hill, h¢ ma AES,
XAES (Tran Minh Triét 2008),...Trong ly
thuyét mat ma, do an toan cua cac hé ma
khéi phu thude rat nhiéu vao kich thudc
khoa va thanh phan phi tuyén cta hé ma.
Vi cac hé ma khéi pho bién hién nay (AES,
Hill,..) kha ndng m¢& rong kich thudc khoa
cling nhu kich thudc khéi 1a rat kho khan do
nhimng thay d6i s& anh huong truc tiép dén
kién trac thuat toan. Ching t6i da dé xuat
mot hé ma khéi SMGI (Scalable Matrix
Cipher based on Graph Isomorphism) theo
hudng tiép can kién trac SPN két hop kha
nang mo& rong kich thude khoa cua h¢ ma
ma tran va thanh phan phi tuyén S-Box str
dung phép bién ddi tuyén tinh. Bén canh
d6, chung toi ciing dé xuat kién tric thanh
phan phi tuyén S-Box st dung dang céu
d6 thi, S-Box dé xuat khong chi sir dung
trong thuat toan ma khbi dé xuat SMGI ma

con c6 thé sir dung thay thé cho thanh phan
S-Box trong cac hé¢ ma AES va XAES.

2. HE MA KHOI

Trong Iy thuyét mat ma, d6 an toan cua
cac hé ma khdi phu thudc rat nhiéu vao
kich thudc khoa va thanh phan phi tuyén
ctua hé¢ ma. Hau hét cac h¢ ma khoi doi
xtng khong hd tro kha ning mé rong tw do
khoéa nhu cac hé ma cong khai. Cac hé ma
AES mic du hd trg kha ning nay nhung
cac rang budc 1a twong dbi nghiém ngit.
Cu thé, véi Rijndael, kich thudc cua khoa
ludn phai chia hét cho 22 128 bit, 192 bit,
256 bit,...Diéu d6 dong nghia vdi cac rang
budc phai tuan tha nghiém ngat khi tién
hanh mo rong kich thudce khoa.

Nguogc lai, voi hé¢ ma tuyén tinh, viéc
thay doi kich thudc khoa 1a rat dé dang:
chi can thay d6i kich thudc ciia ma tran
khoa. Nhu vay hoan toan khong bi rang
budc vé cach thire kich thudce khoa cé thé
thay dbi. Tuy nhién, diém yéu co ban cua
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hé ma nay Ia tinh tuyen tinh. Bén canh do, viéc tang kich thude khoa kéo theo mot loat
van dé lién quan dén phat sinh va luu trit khoa can giai quyét.

Cau hoi dat ra 1a: “Liéu co thé xay dung mot thuat toan ma hoa c6 tinh chét phi tuyén
nhu AES va kha nang mé rong tu do kich thude khoéa nhu ma ma tran”?

Cau tra 10i 12 c6 thé. Cu thé, giit lai kién tric twong tu nhu AES nhung thay phép tron
tuyén tinh i/ bang phép nhan ma tran nhu trong ma tuyén tinh ta c6 hé ma moi, thoa cac
rang budc dat ra. Chfmg han, SSM 1la mot tiép can dang nay.

SSM duoc xay dung theo kién trac ma hoa khéi SPN, mdi khdi dir liéu PP (Plaintext)
gdm nn bytes s& dugc ma hoa thanh ban mi €€ ¢6 cung kich thude. Quy trinh ma héa
dugc chia thanh N,_, N, _, giai doan

2n

N._, =2 [—
r—1 318

Trong do £ la branch number t6i thiéu (Dang Hai Van va cac cong sy 2008); va moi
giai doan gom 2 chu ki thyc hién lan lugt 2 phép bién doi sau:

T2 (1)

- Phép thay thé phi tuyén (S-Box dugc ky hiéu la @¢): mdi byte trong khdi PP s&
duoc thay thé bang mot byte twong tng st dung Gray S-Box (Tran Minh Triet
2008). Phép thay thé phi tuyén duoc thyc hién trén truong GF(2%)GF(2F).

- Phép ma hoa ma tran (MC-Matrix Cipher dugc ky hiéu 1a A4): khdi dit liéu gdom
nn byte s€ dugc ma hoa theo phuong phdp ma hoéa ma tran véi khdéa K = M, ..,
K = M,,. Phép ma hoa ma trdn dugc thuc hién trén Z7=Z7.

C6 thé tom lugc quy trinh ma hoa hé ma SSM nhu sau:

Goi ¢"[K]¢" [K] 1a giai doan mi hoa thi »r trong quy trinh ma héa gom N,_,N,_,
giai doan

'Kl = AlKloe (12

khi d6
SSM[K] = &% -:[K]o ..o [K]og"[K] (13)

Céc tinh chat vé an toan ctia SSM ddi v6i phuong phap phan tich ma sai phan va phan
tich ma tuyén tinh da duoc trinh bay chi tiét trong bai bao clia nhom tac gia Dang Hai
Van va cac cong su 2008. Xét vé phuong dién mé rong thi hé ma SSM chua thuc sy linh
dong vi hai 1y do sau: tht nhat, don vi dir liéu ma hoa 13 byte, mdi khéi dit liéu ma hoa
12 mot chudi nn byte; thi hai, thanh phan phi tuyén luén sir dung ¢ dinh Gray S-Box.
Chung t6i phat trién hé ma SMGI khic phuc nhitng nhuoc diém nay théng qua viéc tham
s6 hoa hai thanh phan: (i) don vi dit liéu ma hoa 13 bithit, mdi khdi dit liéu ma hoa 1a mot
chudin x m — bitn x m — bit, va (ii) thanh phan phi tuyén S-Box ciing duoc xay dung
tir phép bién ddi tuyén tinh theo kién tric dé xuat trong phan 3 nén dé dang mé rong va
) lugng S-Box dugc lya chon cting phong phu hon.

3. THANH PHAN PHI TUYEN S-BOX
3.1 Co s6 toan hoc

Trén co sé dé xudt kién tric S-box, chung t6i phét biéu va di chimg minh mot sé két
qua sau:

binh nghia 1.1: Cho ma tran kha nghich cép m, A = (a; )muxmd = (a;) trén

M XM
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—7H "

Z,Z,. Song anh f:IT" — ZIT'f: T — ZT° dugce goi la mot phép bién doi tuyén tinh,

Vx,v € L7'Vx,y € ET neu
¥ = e 1Vmz o Vi e ¥1¥p) = f(2)
(.1".1.11—1-1".1.*! -z Vi ¥y -V':')T (14)

= A g%y g )T
Trong do XX, = filx) €L, (Vi {01,. -1}

v, = fi(x) €T, (Vi {0,1,...,m— 1)) labit tho ii cla xx va vy.
Dinh ly 1.4: Cho f: ZT" — E:‘:‘"' : I — IZT° 1a phép bién ddi tuyén tinh nhu trong

dinh nghia 1.1 va 4 = (a;;),mumA = (@;;)mxm 1@ ma tran kha nghich cap m trén I,
Z,, khi do ta co:
I'?ri,j' = {ID_.:L_. weny T — l]'_. ﬂ'::.—i_.'l:_,'.—i:' = ﬁ[z"lj (1‘5)

B dé 1.1 (Jeffrey 2005-Pinh Iy 2.1.1): GL(m, Z,) GL(m, Z,) 1a s6 lugng ma tran kha
nghich cip m trén T Z,I,, khi do:

l6LGm Z)l = 27 (1-2)(1 - 55) () (1 -

T

—)=>"[[(1-5) 0o

i=1

Hé qua 1.1: Tu cong thic 1.6, voi m = 8m = §ta co:
g

z 1
_ 8 _ o 1s
|GL(8,Z,)| = 2 | | (1 25) =534%x10% (17

i=1
Dinh ly 1.5: Cho song anh f: ZT° — ZT'f: ZT" — ZT° trong do
fl2syef2t, 2t +1,.., 27 -1}, vt e {01, ...,m— 1}

fl25yef2f, 28 +1, .., 27 —1lvre {01, ..., m— 1}

L

Gol A = (@) pmumA = (G;;)pmwm 1@ ma trdn vuoéng cap m trén I,I,, sao cho

Wi,j € {01, wm — 1} aagyiey = F(20VEL €01, ,m — 1}, g2 = F:(27)

thi A kha nghich va £ £ 1a mot phép bién doi tuyén tinh.
Bo6 dé 1.2: Goi fo(m) = {4 = (@ ) mxmf?(m) = {4 = (a;;) 1 1a ma tran tam gidc

trén trén IZ,}Z,}, khi do:
i i 1.8
o) =2"= 19
Ménh dé 1.2: S6 ma trin duoc tao theo dinh 1y 1.5 1a @(m)@(m)

Hé qua 1.2: Goi @(m)@(m) la tap hop cac ma trdn A = (ﬂ:'_,"jmxm A= [a:.J,.]_,_,,!x_,_“_
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cAp m trén Z,Z, dugc tao theo dinh ly 1.6, va PP la mot ma trdn hoan vi. Goi

F = P@(m) = {PX/X € (m) 1P = P@(m) = {PX/X £ (m)}, khi do:

mim—1)

Bl = (m)yx 2" 2 (1.9)
3.2 Kién triic S-Box sir dung phép bién doi tuyén tinh
3.2.1. Kién tric S-Box dé xuat

Trong phan nay ching t61 dé xuat kién triic S- Box két hop phép bién doi tuyén tinh £ f
va ham phi tuyén P. P. Kién tric S-Box dé xuat trong phan nay ciing s& duoc sir dung
thay cho thanh phan S-Box trong hé ma SSM, AES, XAES, va SMGI.

Dinh nghia 1.2: Cho phép bién doi f:ZF — ZIf: I — I, AA 1a phép bién

7l a0

do6i Affine, 7 2 la ham phi tuyén trén truomg GF(2™)GF(2™), P(x) = { 0 x=0

—1

Px) = {1 o F 0. S-Box 5,,(x):GF(27) — GF(2™)S,,(x): GF (2") — GF(2™)

la mot anh xa dugc dinh nghia nhu sau:

Sm() =A P f=A[PF(]] (1.10)

H¢ qua 1.3: Theo bo dé 1.1, s6 lugng S-Box 5, (x)S,, (x) dé xuit nhu dinh nghia 1.2
la:

IGL(m, 2, = 2 1_[ [l—zi) (1.11)

— —7 — —

Hé qua 1.4: Vo6i phép bién doi f: I — ZFf: I — I dugc xdy dung

theo dinh Iy 1.5 thi sb lugng S-Box §_ (x)5,. (x) d& xuit nhu dinh nghia 1.2 la:

{m—1)m

lo(m)| = 27 2 (1.12)

3.2.2. Thwc nghiém thong ké kha néng phdt sinh S-box c6 biéu dién dai sé dat nguong
101 wu.

Chung t6i cai dat thir nghiém v6i mm=8, phét sinh ngau nhién mot s6 S-box trong sd
228 S-box theo kién trac dé xuét (nhu mo ta trong ménh dé 1.3); xac dinh biéu dién dai sb
ctia cac S-box nay va thong ké theo s6 luong hé s khac khong trong biéu dién dai sd. Két
qua chi tiét dugc mo ta trong bang 1.2.

Bang 1.2 Thong ké so lwong S-box (theo sé hé sé khdac khéng trong biéu dién dai

50)
S6 S-Box phat sinh ngau nhién 100 | 200 | 300 | 500 | 1000
S6 heé s6 khac khong S6 S-box két qua
250 0 0 1 2 5

251 0 0 1 3 15
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252 10 17 24 36 72
253 20 34 | 44 80 167
254 41 85 | 131 | 215 | 388

29 64 99 | 164 | 352

255 .
Qua trinh thr nghiém cling cho thay kha nang phat sinh thanh cong S-box c6 s h¢ so

dat ngudng toi da vao khoang 30%. Két qua dugc mé ta chi tiét trong bang 1.3.

Bang 1.3 Thong ké kha nang phat sinh S-box ¢é biéu dién dai s6 véi sé hé sé khdc
khong dat nguong toi da.

36 he s& S6 lwong S-Box phat sinh
0 h¢ so
' 100 200 300 500 1000
251 Hé s6 0% 0% 0% 1% 2%
252 Hé s6 10% | 9% 8% 7% 7%
253 Hé s 20% 17% 15% 16% 17%
254 Hé s 41% 43% 44% 43% 39%
255 Hé s6 29% 32% 33% 33% 35%
3.2.3. So sdnh S-Box trong AES véi S-Box dé xuit
Bdng 1.4 Bang so sanh S-Box dé xudt voi AES, Gray S-Box, ...
f Tinh géﬁh Bidu | Tai
S-Box (£(29).£(2').(2%).... (2’| SAC [phi | ‘¢ Sgai didn dai | s
o 1 - . tuyén ha s0 dung
(F27).F(20).F (27D F phan
AES (J.
Rosenthal | (2% ?’25’ 3264 | 2 4 9&?'011
%00313 uc
ui .
sBox (L. | OhO% 1 21453’)241’ s | mz | g |20 domjedn
Cui 2007) 7 e ©
Gray
S-Box
(Tran Minh | (1, 3, 6, 12, 24, 48, 96, 10 112 4 255 don | Toan
Triet va 192) thirc bd
cac cong
su 20(')8)‘
Gia tri toi 12 120 4 255 dO’n Toiln
uu thire bd
S-Box dé xuit
, (1,3,5,9,17, 33, 65, N 254 don | Toan
Vidu 1 129) 1/2 112 4 thite bo
, (1,3,7,14,28,56,112, | 255 don | Toan
Vidu?2 224) 1/2 112 4 thite bo
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, (1,3, 5,14, 18, 33, 82, 254 don | Toan
Vidu 3 172) 12 | 112 4 e | bo
, (1,3,7, 15, 30, 60, 120, 253 don | Toan
Vi du 4 240) 12 | 112 4 e | b

Tir bang 1.3, ta thdy S-Box dé xuét c6
biéu dién dai s6 t6t hon S-Box gdc (trong
d6 co6 mot sb dat két qua tdi wu 255 don
thirc) ma van ké thira duge cac dic tinh an
toan khac nhu: SAC, tinh phi tuyén, ....

4. KET LUAN

Biao mat thong tin 12 mot trong céac
dich vu chinh quan trong trong an ninh hé
théng mang cuc bo, nham dam bao thong
tin dugc giit bi mat. Vi cac thiét bi khong
day (thuong da dang va khong dong nhat vé
nang luc tinh toan, luu trlr cling nhu nang
luong), bén canh tiéu chi vé tinh bao mat,
chi phi tinh todn la tiéu chi quan trong khi
thiét ké thuat toan ma hoa. Trén co so phan
tich cac thuat toan ma tuyén tinh, cac h¢ ma
khéi va cac mo rong da duoc nghién ciu
phan tich, tir d6 d& xut kién trac hé thanh
phan phi tuyén S-Box cho cic hé¢ ma SSM
va SMGI két hop tinh d&é mo rong ciia ma
tuyén tinh va tinh an toan cta thanh phan
phi tuyén S-Box ctia cac hé ma khoi.
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