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TOM TAT

Sw phét trién nhanh chong vé ky thuat mang va nhu cau quan ly di liéu lam cho viéc gtk co s diF liéu
(CSDL) dén nha cung cap dich vu CSDL hién nay trc thanh mét xu huong moi. Vi nguoi ding co thé khdng
tin vao may qhd‘ cla nha cung cap dich vu nén c6 nhiéu van dé vé bdo mét dwoc dét ra. Co thé ké dén
nhitng van dé vé tinh bi mat cla di liéu, tinh riéng tw nguroi dung, tinh riéng tw dir liéu va dam béo tin céy
cho két qua truy van. Trong dé, van dé dam bao tin cay cho két qua truy van cé vai tro quan trong.

Bai viét trinh bay céc giai phap da duoc dé nghj cho van dé dam bao tin cdy cho két qua truy van trén CSDL,
gom CSDL quan hé va CSDL XML. Ngoai viéc trinh bay cac giai phap hién co, bai viét con danh gia tirng
giai phap va dé ra hwéng nghién ctru trong turong lai.

Tor khod: Dam bao tin cay cho két qua truy van, CSDL XML, nha cung cép dich vu CSDL, may chu khéng
tin cay.

ABSTRACT

With rapid advances in networking technologies and big demand for data management, outsourcing
database services has recently been a new trend. In this outsourcing model, a service provider is typically
not fully trusted, and thus they raise numerous problems related to security issues. These problems are
referred to as data confidentiality, user privacy, data privacy, and query assurance. Among them, query
assurance takes an important role to the success of the database outsourcing model.

In this paper, we present existing solutions to query assurance for outsourced databases, both traditional
databases and XML databases. Besides, we discuss and evaluate all of them and propose future research
directions related.

Keywords: Query assurance, outsourced XML databases, untrusted server, database service provider.

I. GIOI THIEU

Thong thuong, CSDL dugc quan 1y boi chinh t6 chirc so hitu ching (in-house database). Viéc
nay giy t6n nhiéu chi phi khi hién thuc va duy tri h¢ thong: chi phi phan cting (may moc, thiét bi
mang), chi phi phan mém (ban quyén hé quan tri CSDL, cic cong cu hd trg quan 1y dit liéu), chi phi
thué nhan vién quan Iy CSDL va quan 1y hé théng mang, ...

Su phat trién nhanh chong trong cong nghé mang va nhu cau quan Iy CSDL lam hinh thanh
mot dich vu méi, database-as-a-service, goi la dich vu gui CSDL ¢ nha cung cdp dich vu. V&1 dich
vu nay, nha cung cép dich vu (Service Provider - SP) cung cép noi luu tri, dich vu quan ly dir 1iéu
do nguoi so hiru dit liéu (Data Owner - DO) gti dén, va cung cap cho may khach (Client) co ché
thao téc trén dir lidu. Nguoi sir dung dich vy nay sé& chi tén mot khoan chi phi nh6 hon nhiéu 1an so
Vi vi€e tu xdy dung va quan ly hé thong CSDL, trong khi van duoc sir dung mot hé thong duoc
bao tri va nang cap mot cach chuyén nghiép, lai khong can ban tam dén viéc quan 1y dir lidu va c6
thoi gian tip trung vao cac hoat dong chinh yéu hon
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Nguoi quan tri CSDL (database administrator) la nguoi cua SP, chiu trach nhiém quan 1y dir

liéu. Phia SP c¢6 doi ngii nhan vién ky thuat chiu trach nhiém cép nhat phan ctmg, phan mém, diéu

chinh hiéu ning lam viéc cta may chi, quan 1y bao mat va phan quyén. DO tao, x6a, hiéu chinh noi

dung CSDL, tao chi muyc,... va dang tai chiing 1én may chu cia SP. Néi chung, DO c6 thé cap nhat

CSDL thuong xuyén. Client giri nhu ciu truy vén thong tin dén may chu cua SP (truy van vé dir lidu

cia DO) va nhén vé két qua truy van. Vé khia canh bao mét ciing nhu vé ndi dung két qua truy van

duogc tra vé, nguoi truy cap co thé khong tin vao phia may chu. H¢ théng cung cap dich vu dang tai

CSDL (cta SP) cung su hé trg ciia DO can dam béao dich vu dang cung cép 1 bao mat va két qua
tra vé cho may khach 1a dang tin cay.

N6i dén dich vu nay, néu CSDL gui dén SP 1a CSDL truyén théng, ta goi tat 1a mo hinh
ODBS (Outsourced Database Service), néu la CSDL XML ta goi md hinh nay la OXMLDBS
(Outsourced XML Database Service). C6 bon m6 hinh ODBS/ OXMLDBS [9]:

— 8§ model (Single user-Service provider): DO, cting chinh 1a may khach duy nhit, goi chung la
nguoi dung (user), giri CSDL dén may chu va truy cdp CSDL. Day 1a m6 hinh kha ph6 bién.
Mot t6 chure thué SP luu trir dir liéu ndi bd cia minh va truy cap trén CSDL nay.

— MS model (Multiple data owner-Service provider): Giéng v&i mo hinh SS, chi khac 1a mo
hinh nay c6 nhiéu ngudi DO cing s hitu mot CSDL g tai may cha cia SP va nhimng nguoi
so hitu dit liéu nay ciling 1a client duy nhat. Mot vi du cho mé hinh nay 1a CSDL bao hiém, 1
nhén vién bao hiém 1a 1 DO, tao va bao tri mét/ mot sd dong dir li€u trén CSDL luu tai SP.
Mbi DO s6 hitu cac dong dir liéu do chinh ho tao ra (va chiu trach nhiém quéan 1y cac khach
hang lién quan).

— SMS model (Single data owner-Multiple clients-Service provider): Pay 1a mo hinh dic trung
nhét trong cac loai md hinh giri CSDL dén SP va c6 cac van dé vé bao mét phtic tap nhat. DO
thué nha cung cdp dich vy luu trit CSDL ciia minh va ban thong tin cho cac khach hang ¢
nhu cau. Theo mé hinh nay, chi ¢6 duy nhat mot DO giri dit liéu dén SP. Trir DO ra, ¢6 nhiéu
client dugc truy cap dén CSDL theo giao wdc.

— MMS model (Multiple data owner-Multiple clients-Service provider): Giéng nhu md hinh SMS,
chi khéc 1a c6 n nguoi cung s& hiru mot CSDL dang dugc dang tai tai nha cung cap, n >2.

Trong mo6 hinh ODBS, viéc quan ly dir liéu va xtr 1y cau truy van thudc vé trach nhiém cta
SP. Néu khong c6 giai phép, ca dir liéu va cac ciu truy van do nguoi ding gui dén déu c6 thé bi
phoi bay cho may chu hodc ké tdn cong hodc mot sd ngudi ding co6 muc dich khong tt. Cho nén,
bén canh viéc bao mat mang lién lac va cac thu tyc phia client, giai phap hiéu qua cho van dé bao
maét phia may chu 13 v6 cing quan trong. Cac yéu ciu quan trong vé bao mat trong hé théng ODBS
duoc liét ké nhu sau:

— Tinh bi mdt ciia dit liéu (Data Confidentiality): DO khéng mudn ngudi ngoai hé thong
(outsider) hay ngay cd ngudi quan ly mdy chu (server administrator) nhin thay ndi dung cua
dir li€u cia minh, ké ca khi cau truy van dugc thuc thi trén may chu.

— Tinh riéng tw (Privacy):

O Tinh riéng tu nguoi ding (User privacy): May khach khong mudn may cha va ngudi quan
tri CSDL biét ho da truy van diéu giva két qua tra vé 1a gi. Pinh danh cta ngudi dung doi
khi can phai khong cho méay chu biét.

0 Tinh riéng tw cia dir liéu (Data privacy): Méay khach khong thé co nhiéu théng tin hon
nhiing thong tin ma ho dugc phép truy cap tr may chu.

— Két qua truy van la dang tin cdy (Query Assurance - QA): Méy khach phai dugc dam bao két
qua truy van duoc la ding (correctness), 1a di (completeness) va méi nhat (freshness).
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0 Tinh ding: Két qua tra vé 1a dung khi n6 c6 ngudn gdc tir dit liéu nguyén thiry ban dau va
khong bi chinh stra.

0 Tinh di: Két qua tra vé 1a du khi do 1a tat ca cac dong dir liéu 18 ra phai dugc tra vé (cac
dong dir liéu thoa mén dleu kién truy Van) khong bd bot dong nao ma ciing khong tra ra
nhiéu hon luong di liéu can dugc tra vé.

0 Tinh mdi: Két qua tra vé phai dya trén tinh trang méi nhat ciia CSDL trén dé ngudi ding
da thyc hién truy van.

Bai viét quan tdm dén viéc dam bao tin cdy cho két qua truy van va trinh bay cac gidi phap
lien quan dén van dé nay.

II. PAM BAO TIN CAY CHO KET QUA TRUY VAN TREN MO HINH ODBS
1. Huwéng tiép can dung chir ky dién tir
Tinh ding

Mykletun, Narasimha va G.Tsudik [5] dua ra mot hudng tiép can dé dam bao tinh ding cho két
qua truy van dya trén mo hinh chit ky dién tr. DO trudc khi giri dir liéu dén SP s& thuc hién ky trén
timg dong dit liéu. Client (ciing chinh 1a DO theo md hinh SS) khi truy van va nhan két qua tra vé tir
may chu s& thuc hién chimg thuc dé kiém tra dit liéu tra vé c¢6 phai do chinh DO d4 tao ra hay khong.
M5 hinh chir ky dién tir dwoc chon pho bién hién nay 1a RSA véi chiéu dai cta chir ky 14 1024 bit.

Tuy nhién, danh gia cach tiép can ndy, tic gia cho rang néu két qua tra vé c6 nhiéu dong dir
liéu thi chi phi duong truyén client-server va chi phi cho viéc chiig thuc tai client 1a cao.

Trong truong hop sb lugng dong dir liéu tra vé 16n thi dan dén viéc lang phi vé ‘mdt bandwidth
cling nhu thoi gian tinh toan tai client dé chung thuc dir liéu. Mekletun et al [5] dé nghi m6 hinh
Condensed-RSA, goi 1a md hinh chir ky dién tir két hop. Gia stir c6 tap t message {my,...,m} v&i tap
chir ky twong tmg { 61,..., 1), dugc ky bdi cung 1 ngudi ky, chit ky Condensed-RSA dugc tinh béi:

oit=]Jici(modn),i=1.t

Khi do viée kiém chimg chir ky o, tuong duong Vi viée kiém chimg t chit ky o; riéng 1e.
Mot loi diem khac 1a }dch thude cia Condensed-RSA bang voi kich thudc ciia mot RSA chuan.
Nhu vay, thay vi tra vé toan b cac chir ky cua timg dong riéng ¢, server chi can tinh toan chir ky
Condensed-RSA va tra vé cho client dé c6 thé thuc hién vi¢c ching thyc dir li¢u.

Trong pham vi bai bao nay, tac gia chua cung cap giai phap cho viéc dam bao tinh du. Sau do,
tac gia da phat trién giai phap nay nham dam bao thém tinh du bang cach thay d6i cach ky trén timg
record, trong khi tinh dling van dugc dam bao [1].

Tinh du

Narasimha va Tsudik [1] d& nghi hudng tiép can goi la Digital Signature Aggregation and
Chaining (DSAC) dé dam bao tinh ding va tinh da cho ket qua truy van. [1] la m6t mo rong [5] nham
bd sung giai phéap cho tinh day du. (Tinh dung tac gia van ding moé hinh chir ky dién tir két hop nhu
da trinh bay). Do do, phan tiép theo cia tai liéu chi trinh bay bién phap dé dat dwoc tinh day da.

Tinh diy du dat duoc bang cach xay dung mot mdi lién két bao mat gitra cac chit ky cua timg
record, goi la signature-chain. Chuoi lién két nay dat dugc bang cach thay doi cach tinh chit ky cua
tung record nhu sau:

Sign(r) = h(h(r)||h(IPR(r))|| ... h(IPRy(r)))SK
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Trong do, h() la ham bam mé héa (nhu SHA), || la phép ndi, IPR; 1a record lién ké trudc do

chudi record sip xép theo chiéu (thudc tinh) i, 11a s6 chiéu (thudc tinh) c6 thé thuc hién truy vén,
SK 1a khéa riéng cua DO.

Céc record lién ké trugc ciia moi record dugce xac dinh bang cach sap xép quan hé R theo cac
chiéu c6 theé truy van, nhu hinh sau:

-0 F---- R(, R5 _____ R7 _____ +o0 A]
-0 F---- R2 R5 _____ R6 _____ “+00 A2
-0 F---- R7 R5 _____ R1 2 F---- +o0 A3

Hinh 1. Sdp xép quan hé R theo cdc chiéu truy van phuc vu cho DSAC
Céc record lién ké trudc cua Rs 1an lugc 1a Rg, Ry, R7. Khi do, chir ky ctia Rs dugc tinh nhu
sau: Sign(Rs) = h(h(Rs)|/h(Re)||h(R2)|h(R7))SK.
Phwong phap ching minh tinh du

Hau hét cac nghién ctru déu tap trung vao cau truy van diém (point query - co két qua tra vé la
cac dong dir liéu c6 gia tri tai thugc tinh tuong ing bang véi gia tri diéu kién) va cau truy van mlen
(range query — c6 két qua tra vé 1a cac dong dir liéu sao cho gia tri tai cac thudc tinh twong ng nam
trong can trén va can dudi cuia diéu kién mlen).

Gia str rang cau truy van mién Q trén quan hé R tra vé tap cac dong dit liéu S, ta co:

S={rre, rx>LB, r.x<UB}

LB, UB la hai gid tri bién va r 1a m{t quan h¢ cua quan h¢ R.

Dé chimg minh tinh dii, may chu tra vé thém 2 dong dir lidu nira:

Sp = {r1| rie R, r.x = max(r;.x), r.x <LB, Vi} U {ry| r; €R, ry.x = min(1;.x), 1j.x > UB, Vj} (*)

Néu quan hé R duoc sip xép theo thudc tinh x va rp, ry thoa biéu thire (*), khong c6 dong dir
liéu nao roi vao rp va min(S), ry va max(S) thi két qua c6 dugc cé tinh du.

V6i chudi chir ky nhw trén, server tra 16i cho truy van mién (range query) bang cach:
— Tra veé tit ca cac dong thoa diéu kién.
— Hai dong 6 2 bién cua két qua tra vé (khong thudc tap két qua).
— Chir ky két hop cua tap két qua tra ve.

Chir ky két hgp dé chimg minh tinh dung. Hai dong bién dé lay ra két qua 1& ra phai duoc tra veé.
Tinh chir ky ket hop cua tap 18 ra phai dugc tra vé, sau do, so sanh voi chir ky két hop ma server tra ve
de kiém tra xem két qua tra ve co du hay khong. Trong ca [5] va [1], tac gid khong dé cap dén tinh méi.

Tinh méi

Trong céc nghién ctru lién quan chirg minh 3 tinh chit ciia két qua truy van, chi c6 [2], [8] ¢6
quan tdm dén tinh moi, nhung [2], [8] lam viéc trén dit li¢u dang cdy, nén s& dugc trinh bay & II1.

2. Huéng tiép can dung céu tric dir liéu xac thue

Céch tiép can ding céu} trac dir liéu xac thyc (AuthDS — Authenticated Data Structures) mé
rong y tudéng cuia MHT [1] dé dam bao tinh ding va day du cho két qua truy van. Theo cach nay, dir
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liéu dugc luu tai cac node 14 va da duoc sap xép. Cac node 14 nay ciing chira gia tri bam cua dit liéu,
node trung gian chira gia tri bim ctia két hop cac gid tri bam & cac node con. Cach tinh nay dam bao
tht tu cta dir lidu trong 1 danh sach c6 sip xép. Node goc duoc ky dung mé hinh chit ky dién tir
khoa cong khai, thuong la RSA.

root=h(h,|hs4)

h12 :h(hl ||h2 h34 :h(h3||h4)

s oo
hy h, h; 8
5 6 9

Hinh 2. Cdy MHT

Pé dam bao tinh dung, may chu chi can tra vé gia tri can tim va VO (Verification Object, 1a
tap hop cac node trung gian cho phép tinh lai cac gia tri bam va xac thuc node gdc) dé xac thyuc gia
tri node do 1a thuc sy hién dién trén cay MHT. Vi dir li€u trén cdy la c6 thu tu ¢ cac node 14 nén ta
hoan toan c6 thé ap dung phuong phap chung dé dam bao tinh du. Ngoai ra, khi chirng minh tinh
du, may chu phai tra ra thém hai node bién nira.

Pang et al [11] Gmg dung két hop y tuong cdy MHT véi cau trac dir liéu B-tree dé dam bao
tinh ding cho két qua truy van. Tuy nhién, thay vi chi ky & node gbc cua cdy, tac gia dé nghi ky trén
tat ca ccac node voi muc dich lam giam chi phi trong qua trinh xac nhan. Tuy nhién, theo [1], tac gia
cho ring phuong phap nay la khong hiéu qua, khong bao mat va khong thé mo rong dé dam bao
tinh ding cho két qua tra vé. Han ché nay khong phai do viéc van dung ciy MHT ma la do giai
phap ma tac gia dé nghi.

Ngoai ra, c6 nhidu cach két hop phuong phap dung AuthDS ndy véi cac cau trac di liéu khac
nhau nhiam 1am ting hiéu qua trong qua trinh dam bao tin cay cho két qua tra vé: ASB (Aggregated
Signatures with B'-tree), MB (Merkle B-tree), EMB (Embedded Merkle B-tree) [3].

3. Huwéng tiép can Challenge — Response

Radu Sion dé nghi co ché dam bao tinh ding cho ciu truy van bat ky, dua trén nghi thirc
Challenge — Response [10]. DO chia dir liéu thanh k doan nho, tinh gia tri bam cho ting doan trudc
khi lwu ching & may chu cua nha cung cap dich vu. Ngoai ra, cach tiép can nay con ding mot sd
cau truy van da biét két qua cho ting doan nham phuc vu cho viéc xac nhan tinh da cua két qua tra
V€ sau nay.

Gia st S 1a dit liéu can gui dén SP. S duoc phan thanh nhiéu doan Si, mdi Si s& duoc xac dinh
boi mot ham bam dung dé dam bao dit liéu 1a chinh xac, khong bi thay ddi. Gia tri nay goi la
“identity-hash”, duoc st dung dé chung thuc cac cau truy van “identity query”, la nhitng cdu truy
vén tra vé toan bo dix liéu trong Si.

Qua trinh thyc thi cic cu truy vin nhu sau:

— Trong tap cac query Q {Q1, Q2, Q3, .. Qa} can thue thi, querier s€ chén vao céu query Qx tai
mot vi tri bt ky, querier da biét trudc két qua tra vé cia Qx. Pong thoi, querier tinh toan mot
challenge token bang {H(e||p(Qx)), €}. Trong d6, H() 1a ham ma hoa mot chiéu bat kha dao
(non-invertible one-way hashing function); & 13 mot gid tri duy nhét theo thoi gian
(timestamp) dé dam bao challenge token 1a duy nhét; p(Qx) : 1a két qua tra vé da duoc biét
trudc boi querier.
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Nhiém vu cua server 1a thyc thi cac cau query va xac dinh dugc gia tri x bang cach ap dung
ham H() cho cac két qua. Va goi kém x vé cing v6i két qua clia cac truy van.

Tuy nhién, phuong phap trén chi tap trung cho giai quyét cac cau truy van doc dir lidu (select

query) chtr chua giai quyét van dé cho cic ciu truy van cap nhat/thém méi dir liéu (update/insert
query). Viéc cap nhat dir liéu thyc hién bang cach doc toan by doan dir liéu c6 chira dong can
update (hay s& chira hang insert). Sau d6 thuc hién cap nhat dit liéu, tinh toan lai “identity hash” rdi
cap nhat trd lai server. Tuy nhién, viéc xtr 1y tinh huéng cap nhat dir liéu van chi 1a budc khéi dau.

4. Nhan xét

Cac cach tiép can dya trén chir ky dién tr va cAu trac dir liéu xé4c thuc hién tai van chi giai
quyét cho cac cau truy van chi doc don gian khong c6 cac ham tinh gop (SUM, AVG, ...),
con phu thude vao dang thirc ctia cdu truy van. Can phai phan tich cu truy van thanh timg
phan riéng 1é méi c6 thé ¢ nhiing tac vu thich hop.

Mot gidi han 16n ciia AuthDS 1a doi hoi phai bao tri mot cAu trac dir liéu phuc tap bén canh
dir liéu thuc sy. Ciu triic ndy can phai dugc tinh toan day du trude khi dua 1én server. Mbi
thay d6i cap nhat dir liéu doi hoi phai tén chi phi khong nho dé cap nhat lai cac 5O liéu trong
cAu tric. Bén canh d6, dé co thé dam bao tinh dung cung nhu day du cua ciy truy van theo
khoang (range query) doi hoi phai xay dung mot cau tric cho timg thudc tinh, theo trat ty sip
xép. Két qua 1a chi phi tinh toan tai DO ting cao.

Li [3] nhan xét rang viéc danh gia chi phi cho cach tiép can ding chit ky dién tir thuong bo qua
cac phep tinh bam, ky, xac nhan va nhan modulo. Cac phép toan nay co6 chi phi rat 16n. Chi phi
cho phép bam it hon phép ky. Téac gia dé nghi giai phap dung cang it phép ky cang tot.

Theo Mycletun et al [5], mdc du chi phi tinh toan tai client trong mé hinh AuthDS cé thé thap
hon so v61 m6 hinh chir ky dién tir, nhung chi phi duong truyén client-server cao hon nhi€u so
v61 mo hinh chir ky két hop.

Déi véi cach tiép can AuthDS, khi két qua tra vé 1a nhidu mau tin thi chi phi dudng truyén sé
giam bot so voi ket qua tra vé chi cé 1 mau tin, vi khi d6 c6 nhi€u node cha chung.

Hudng tiép can cuia Radu [10] ¢ thé ap dung cho tét ca cac loai truy van, ké ca viéc str dung
cac ham gop ma [1], [5], [3] chua giai quyét dugc. Uu diém chinh cta phuong phap nay la
khong can phén tich cu phap cua cac céu truy Van nén co thé trién khai dé dang hon. Tuy
nhién, hudng tiép can nay van con mot s6 diéu can xem xét nhu sau:

0 Chi ap dung cho tép cac céu truy van, chua giai quyét cho truong hop thyc thi timg céu
truy van riéng 1¢, von duoc sir dung kha nhiéu trong thyc té.

o Pé giai quyet van dé nay co thé st dung cac hudng nhu sau: (1) sir dung cac fakequery
kém theo dé bién cau truy van don thanh tap cic cu truy van. Tuy nhién, cach nay co thé
1am qua tai server, giam hiéu ning cua toan hé thong do phai thuc hién cac fake-query qua
nhiéu so véi cac truy vén thuc su. (2) cac cau query riéng 1¢ dugc tap trung lai tai mdt
trust-server va giri dén server dudi dang tip cac ciu truy van theo ding tinh than cua giai
phap. Phuong thiic nay hau nhu khong kha thi do thoi gian tré ciia cau query trong thoi
gian chd doi 13 khong thé chdp nhan dugc. (3) 1a két hop cua (1) va (2).

0 Chua ching minh triét dé két qua tra vé 1a day du. Xéc suat dé server khong thyc thi hoic
thuc thi khong hoan chinh d6i véi cau query cudi cung 1a 33%. Pay 1a mét xac suat kha
cao. Diéu nay phan nao lam giam bat tinh tin cay cta gidi phap.

Cac hudng tiép can trén déu dugc thuc hién cho cac dir liu dang quan hé (relational

database). Do 0, dé c6 thé ap dung dugc trong CSDL XML can phai c6 mot sd thay doi nhat dinh.
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III. PAM BAO TIN CAY CHO KET QUA TRUY VAN TREN DU LIEU DANG CAY

1. Truwong hop dir liéu cay chi muc

— Kiém tra tinh ding: Trudce khi gui dir ligu dén nha cung cép dich vy, nguoi s¢ hitu dir liéu

tinh gia tri bam h(m) cho ting node, sau d6 thuc hién ky va luu chit ky cung vdi bang
EncryptedTable tai may chu. Bang EncryptedTable c6 3 cot NID, EncryptedNode, Signature.
Bang cach ndy, nguoi dung c¢6 thé xac nhan tinh ding cho timg node tra vé dung mé hinh chi
ky dién tir khoa cong khai. Dé giam chi phi lién lac va chi phi tinh toan, tac gia ding mo hinh
chit ky két hop cho cac node trong tap truy cap thira [6].

Kiém tra tinh di: Khi nguoi dung yéu cau may chu tra vé tap hop thira A gdm t node A
={my, ...., m¢, mdy chu s€ tra vé tap hop R gom t node R = {n, ..., n¢} [6]. Nguoi dung phai
c6 thé chung minh duoc mdi phan tir trong tip R déu tim thiy trong tap A. Cu thé hon, nguoi
dung yéu cau cac node (¢ dung mé hoa) thong qua NID cua chung. Nguoi dung phai co thé
ching minh dwoc rang tim thay gia tri NID tuong tng trong tap R ddi véi timg gia tri NID
ctia tap A. Giai phap cho van dé nay 1a nhu sau:

0 Truong EncryptedNode thay vi chi chira ndi dung node, gid bao gdm thém NID cua chinh
node do, dugc ma hoa va luu tai may cha.

0 Sau d6, DO ky trén gia tri ma héa d6 dung mo hinh chir ky dién tit RSA, va luu lai chir ky.

0 Chir ky dung dé kiém tra tinh dung. Tinh du dwoc kiém tra bang cach trich gia tri NID
trong ndi dung cua tung node (dang ma hoa), kiém tra xem tirng NID cua tap A c6 tim thay
trong tap R va nguoc lai hay khong.

Kiém tra tinh méi: Dé kiém tra tinh méi, nguoi ding phai c6 thé xdc minh dugc rang may
chu d3 tra vé két qua dua trén tinh trang méi nhat cua CSDL. Tac gia dé ra giai phap dung
nhan thoi gian. Nhan thoi gian cua ting node con dugc luu & node cha, nghia la 1 node sé€ luu
nhan thoi gian ctia nhitng node con. Nhén thoi gian ciia mot node chi thay d6i khi DO cap
nhat ndi dung cua node d6. SNODE luu nhan thoi gian cua root (cung véi nhitng thong tin
khac nhu metada, dia chi ctua node gdc,...). Nhan thoi gian ctia node root chi thay d6i khi DO
thay d6i noi dung ciia root.

Field EncryptedNode, ngoai gié tri that su cua field va NID, DO b sung thém thong tin nhan

thoi gian cua node, sau d6 maéi thye hién ma hoa, ky va luu vao bang B+EncryptedTable.

Khi nhan dugc NID do may chu tra vé, ngudi dung kiém tra tinh méi bang cach:

. Truy cap node root dung SNODE, va lan theo cdy cho dén khi dén dugc node cha cua node

can kiém tra, nguoi dung biét nhan thoi gian thuc sy ctia node ndy (1a nhan thoi gian phan anh
tinh trang méi nhét cua dit ligu).

. Kiém tra nhin thoi gian ciia node nay bang cach giai ma field EncryptedNode c6 bang gié tri

nhan thoi gian thye su hay khong.
Nhitng ngudi dung hop 18 ludn biét thong tin dé truy cdp SNODE. Ngoai ra, DO thong bao vé

nhan thoi gian cia SNODE khi vira thuc hién cép nhat dit lidu.
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NID | EncryptedNode Signature o aiA o
__—| Chirky dién tir
0 D0aln2g3Kh75nhs&#2.1$ SO < ding d dam bao
1 | T9&8ra§OAajh’q91c%.h3 S1 tinh dung.
2 | H&S$uye’unUis57B@j9.M s2
3 L?{inh*B>*&§gnaD1x<-# S3 —— | C6 chia gia tri
4 | Wh09a/[%?0*#Aj2k;} 0<&] S4 NID dé dam bao
. » tinh da va gia tri
H H 10:7Q :
> 13 I%}[a 0$3anguGlo 55 nhan thoi gian
6 #Xyi29?73~R@€>Kh{}-© S6 (ctia node con) dé
7 | VB¥jKDObdOK3}%§5 ¥ S7 dam bao tinh moi.
8 T-§uran&gU19=75mz*£ S8

Hinh 3. Céc théng tin bé sung dé dam bdo tin cdy cho két qud truy vin

2. Truwong hop dir liéu XML

XML la mét dang dir liéu ban ciu tric (semistructured data), dang cay (treestructured). Tuong
tur nhu RDB truyén thong, moi tai liéu XML déu dugc ddc trung boi mot luge do (schema) dinh
nghia moi quan hé cha con gitra cac node, s6 lugng thudc tinh cua cua moéi node. Lugce do co 2 loai
node 1a element node (goi 1a t-node) va attribute node (goi la a-node).

Sau day 1a phan trinh bay hai phuwong phap thuong dung dé luu trit tai liéu XML: dang bang
(table-based) va dang node (node-based).

Dang bang (table-based)
Tir cdy cdu tric ctia tai liéu, ta chuyén sang dang lugc d6 quan hé theo cac budc sau.
— Gan nhan (labeling) cic t-node ciu triic sao cho mdi node c6 mdt gi tri nhin duy nhét.

— MBJi t-node cau triic duge chuyén thanh mot bang twong tmg c6 tén 1a tén cia t-node két hop
v0i gia tri nhan. Cac a-node con cua t-node nay dugc chuyén thanh céac cot ciia bang. Mbi
bang b6 sung thém cot nodeid 1a dinh danh ciia node trong bang dir liéu. Néu t-node co cha,
thi b6 sung thém cot pnodeid tham chiéu dén bang phat sinh tir t-node cha.

Dang node: (node-based)
Cac nay luu tirng t-node va a-node cua cay dir liéu.

Twong ty nhu phuong phép trén, dau tién, cac node ciu tric (bao gdm ca t-node va a-node)
deu phai dugc gan nhén. Phuong phap gan nhén tuong ty nhu trén (chi khac 1a viéc gan nhan bao
gdm cé a- -node). Khi do, viéc luu xuéng CSDL quan h¢ s& ton tai 1 bang dit liéu dé luu t-node va a-
node, nhung cau tric cia ching la nhu sau:

t-node(nodeid, xtype, datatype, nameid, pnodeid, Imaid, value)
a-node(nodeid, xtype, datatype, nameid, pnodeid, sibid, value)

Trong d6, nodeid 1a dinh danh ctia node, xtype dung dé phan biét cac loai dbi twong, datatype
dung dé xac loai dit liéu, nameid 13 dinh danh cia tén cta node (t-node va a-node), pnodeid 1a dinh
danh cua t-node cha cua t-node hién tai, ddi véi a-node, pnodeid 1a dinh danh cua t-node cha cua t-
node cha cua a-node hién tai, Imaid 1a dinh danh cua a-node trai nhét, sibid 1a dinh danh cua a-node
anh em bén phai.
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Phwong phap dam bio tin ciy cho két qua truy véin

Vi dir liéu XML lwu dang bang: Dt liéu XML sau khi duoc chuyén sang dang bang, ta c6 thé
ap dung cac phuong phap dam bao truy van trén mo hinh ODBS nhu: DSAC [1] hay EMB Tree [3].

Tuy nhién, lugc dd cua CSDL XML c6 thé thay ddi bat ctr lac nao, dan dén viéc thay ddi cau
tric bang tuong tng, 1am thay d6i nhiéu dén dir liéu di duogc luu trir. DU dung phuong phap nao
trong cac phuong phap dam bao tin cay cho két qua truy van ké trén, viéc thém cot vao mot bang cé
thé dan dén viéc tinh toan lai toan bd cac chit ky dién tir, ma hoa lai toan bo dir liéu, .... Piéu nay
hoan toan khong c6 loi, nhét 1a khi dir liéu da giri dén SP. V& phia nguoi dung, can chuyén d6i ngon
ngir truy van trén liéu XML (XPath, XQuery,...) sang ngdn ngit SQL.

Du vay, truong hop CSDL XML khéng thay déj vé luge dd thi van co thé ap dung phuong
phap luu trir dir liu XML theo ki€u nay nay dé c6 thé tdn dung duoc cac két qua da duoc nghién
ctru tot trén CSDL quan hé.

Véi dir liéu XML luu dang node: Cach luu trit ndy thé hién ding ban chat dang cay cua tai
liéu XML, nén khéac phuc dugc khuyet diém ciia phuong phap table-based. Viéc thay doi cau tric
ctia tai liéu XML khong anh hudng nhiéu dén nodi dung luu trir hién tai ma chi anh huéng dén node
can cap nhat. Véi dang thtrc luu trit nhu vay, viéc thay ddi luoc dd (bé sung/bd bdt mot thudc tinh)
chi don thuin nhu mot tac vu insert/delete don gian, va chi anh hudng dén node hién tai.

Theo [8], mot yéu t6 quan trong clia mot giai phap dam bao do tin cdy khi truy vén trén
OXMLDB la cau tric chi myc. Chi muc gitr vai tro quan ly Iuu trit va tim kiém trén dit liéu. Bang
cach nhing thém thong tin vao cau trac chi muc, c6 thé ddm bao tin cdy cho két qua truy van nhu sau.

Xét mot tai lidu XML, cac node duge dinh vi boi path, tic dudng di tir node gdc dén node
hién tai. Céc truy van trén XML thong thuong dugc xac dinh path. Nhu vay, chi muc XML, ngoai
gia tri cua node, can phai chira thém thong tin v€ path ctia node.

Quay lai phuong phap luu trir dir liéu XML dang node, gia tri nameid 1a duy nhit déi v6i moi
node cau trac, do d6 c6 thé dugc st dung twong duong voi path. Nhu vay, moi node can duoc chi
muc trén b hai thudc tinh (nameid, value). Ngoai viéc truy van theo gia tri, voi ban chat cha/con
cua dir liéu dang cay XML thi yéu cau truy van cac node con khi da biét dugc node cha la thuong
xuyén. Dé chimg minh tinh du cho cac truy van nay, can bd sung thém chi muc cta bo ba gia tri
(nameid, pnodeid, value) dé cac record dugc sip xép theo node cha.

Nested B"-Tree (NBT)

Dé dam bao dugc yéu cau trén, co thé str dung két hop cac ciu triic cdy nhu sau. Xay dung
mot cay B+-Tree voi khoa so sanh 1a nameid, goi la NameTree. Tai node 14 cua NameTree chira géc
cta hai cdy B+Tree theo khoa 1an luot 13 (pnodeid, value) va (value). Hai cdy niy co tén 1a:
ParentTree va ValueTree. Tap hop ba loai cay nay tao thanh mdt ciu tric di liéu, goi la Nested
B+Tree, cho phép lap chi muc cho tai liéu XML trén hai b gia tri (nameid, pnodeid, value) va
(nameid, value).
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. L
/ ;  NameTree

Hinh 4. Nested B+-Tree

Nested Merkle B*-Tree

Dua trén ¥ tuong cia MHT, cong thém mot sé théng tin vao NBT 3 tinh chit cho két qua truy
van s€ dugc chimg minh.

Tung node cua NBT la gia tri bam cua cac node con. Cach tinh nhu sau:
a-node: Hanode = h(nodeid||xtype]| ... || value)
t-node: Htnode = h(h(nodeid|| ...||value) ;i Hyyr)
Node la cuia ValueTree, ParentTree:
Hir = h(Ui Haata-record)
Node trung gian:
H; = h(Ui Henild-node)
La ctia NameTree:
Hr -~ = h(Hytree || Hptree)
Node géc cua NameTree:
Hr = h(e || Ui Henitd-node)
Hawr: 12 gid tri bam ciia mdt a-node ctia mét t-node cho trude.
Haata-record 12 Ha-node h0&C Henode €O ket ndi.
Hchild-node 12 Hr, Hy, hodc Hy.
Hptree VA Hyiree 12 g14 tr1 bam cua node géc tuong tng cua ParentTree hodc ValueTree.

& 13 gia tri nhan thoi gian va h() 13 ham bam mot chiéu (SHA1, MD3, ...). Ngoai ra, ta ky trén goc
cua NameTree dung khoa bi mat ctia mo hinh chir ky dién tir (RSA, DSA). Khéa cong khai tuong
{mg v nhan thoi gian & duge cong bd rong rii cho cac may khach.
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Cich dam bio QA cho két qua truy vin

Tinh diing va tinh dii: Gia su rang két qua bao gdm cic muc ¢ mirc 14 ctia ValueTree chira
céc con tro tro dén cac mau tin nam trong khoang cho trude (truy van doan). Nhu di dé cap, s& co
thém 2 mAu tin nita di kém theo két qua tra vé. Két qua 1a {L;, Li-1, ..., L;}, ngoai ra may chu tra vé
thém cac mau tin va gia tri bam cia nhitng muc khong nam trong két qua dé may khach co thé tinh
lai gia tri bam cua nhirg node la gitra L; va Lj goi 1a co-path. Két qua thyc té va co-path duoc dong
goi trongmot cAu trac goi 1a VO va giri dén may khach. Bang cach tinh toan dé quy, may chu tra ve
node gdc, chit ky ctia node gbc va nhan thoi gian. May khach tinh toan lai gia tri bam cua node gbc
va x4c nhan chung dung chir ky, qua d6 kiém tra dugc két qua co dung va di hay khong.

Tinh mdi: Cing véi két qua tra vé, may chi tra vé gia tri nhan thoi gian ctia node gdc. Sau
khi xac nhan chit ky cua node gc, may khich so sanh nhan thoi gian ndy v6i nhin thoi gian duoc
nguoi s¢ hitu dit liéu cong bd rong rai trude kia. Néu bang thi may khach hoan toan c6 thé tin cay
vé tinh méi cua két qua.

Ngodi ra, ciing c6 mot sd két qua khac quan tdim dén van dé bao dam tinh ding va du cho tai
liéu XML. Tuy nhién, cac két qua sip duoc trinh bay lién quan dén viéc phat hanh tai liéu XML.

IV. KET LUAN VA HUONG PHAT TRIEN

Viéc dam bao tin cdy cho két qua truy vén trén dir liéu XML chi méi khoi dau, chi yéu chi cho
md hinh ODBS don gian nhét 1 SS. Pa s6 cac cach tiép can cho van dé nay trén mé hinh ODBS va
OXMLDBS chi cho truy van chi doc, loai truy van diém va truy van mién. Cac loai truy van dang cap
nhat va tinh gop (aggregation) chua dugc giai quyét. Pam bao tinh ding cho két qua tra vé khong
phai 1a mot van dé khé. Nhung dbi v6i viéc dam bao tinh du va tinh méi, cac giai phap hién tai gip
phai han ché 1a yéu ciu phia client tinh toan qué nhicu. Didu nay lam gidm gia tri ma mo hinh
ODBS/OXMLDBS mang lai.

Ttr nhitng nhén xeét trén, viéc nghién ciru nham dé ra giai phap cho viéc dam bao tin cdy cho
cac loai cau truy van (gom ca thao tac cap nhat dir liéu va cac cau truy van phtic tap hon) 1a can
thiét. Giai phap nay can giam thiéu chi phi tinh toan phia client, va c6 thé 4p dung cho mo hinh
phtrc tap nhit trong cac mé hinh ODBS.
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