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ABSTRACT

Mutual authentication is vital concept to network security and incorporated to proprietary
security solutions.If the mutual authentication is proprietary implemented, it can stop
man-in-the-middle attacks, session high-jacking and replay attacks.

In this paper, we present a new mutual authentication protocol based on Gray code,
integrate with Moodle system to verify user authentication. Proposed protocol can be
implemented in client/server mode, where the server stores and manages account of all
users, says certificate authority (CA).
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Chirng thuc I1an nhau la mét khai niém quan tr,_ong trong linh vwre an ninh mang. Giao
thire nay c6 kha ndng ngdn chén cac hinh thire tan céng qua nguwoi trung gian va replay
[3] .

Trong bai bao nay chung t6i trinh bay giao thirc ching thuc 1an nhag duwa va}o ma
Gray [1], thuc nghiém vao qua tri(lh chitg thue nguoi dung trong hé théng nguén mé
Moodle phuc vu dao tao truc tuyén. Giao thire xay dwng duworc trien khai theo mé hinh
client-server, trong d(? server dong vai tr<,5 Iwu trie, quan ly théng tin truy cép cua cac cli-
ent va xac nhan quyén da“ng,nhép hé théng, duwoc goi la CA (Cetificated Authentication)
server. Méi client sé dwoc cap tai khoan dé truy cap hé théng.

TU KHOA
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I. GIOI THIEU thuc dya trén ma gray dé thuc hién chimg

Negdy nay, nhu ciu hoc tap, dao tao truc thuc nguoi dung h¢ thong. Giao thire duoc

tuyén thong qua hé thong mang ngay cang
tro nén pho bién. Bén canh nhung thuan
loi, hé thong dao tao truc tuyén ciing chura
dung rat nhidu rai ro va nguy co tan cong
tir bén ngoai. Vi vdy, khi thyc hién trién
khai hé théng dao tao truc tuyén thi van
dé an toan can dugc xem xét va giai quyét.
Lam thé nao dé ngan chin nhing ngudi la
truy cap vao hé théng? Trong bai bao nay
chung t6i trinh bay mot g1a1 phép an ninh
cho viéc trién khai hé théng ngudon mo
Moodle phuc vu cong tac dao tao tir xa tai
khoa Toan — Tin hoc, Truong Pai hoc Su
pham Tp.HCM. Trong giai phap nay ching
t61 dé xuat va cai dat mot giao thirc ching

trién khai theo mo hinh client-server.

II. GIAO THUC CHUNG THUC
NGUOI DUNG

2.1 Théng tin chirng thue

Hé thdng ching thuc ngudi dung st
dung giao thirc chung thuc 1an nhau dya
vao ma Gray duoc trién khai theo mé hinh
client-server, trong d6 server dong vai tro
quan 1y, luu trir va cip tai khoan truy cap
cho céc client va xac nhan quyén ding nhap
hé théng, duoc goi 1a CA Server.

— MB3i client s& dugc cép tai khoan dé
truy cap hé thong bao goém:

« Username: thong tin dung dé ding
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nhép hé théng;

* COG (Client Original Gray): ma Gray
goc;

* T : thoidiém cap taikhoan (ddMMyyyy
hhmmss);

* T: chu ky phat sinh ma Gray (dugc tinh
bang don vi gidy);

« D: hé s6 str dung trong qua trinh phat
sinh Gray code;

* CGAL (Client Gray Accessed List):
danh sach chira ma gray da su dung trong
cac lan truy cap trugc, sO luo’ng phan tir cia

danh sach c¢6 dinh véi moi client duogc ky
hi¢u la N (N<N

M)

— Server dong vai tro quan ly, luu trir
va cap tai khoan truy cdp hé thdng cia céac
client, thong tin ciia mdi client duogc luu trit
trén server gdbm cac thong tin:

« Username: thong tin dung dé dang
nhép hé thong;

* SOG (Server Original Gray): ma Gray
£goc;

« T : thoi diém cap tai khoan (ddMMyyyy
hhmmss);

* T: chu ky phat sinh ma Gray (duogc tinh
bang don vi gidy);

« D: hé s6 sir dung trong qua trinh phat
sinh Gray code;

* SGAL (Server Gray Accessed List):
danh sach chtra ma gray ma client da su
dung trong céc lan truy cp trude, sb luong
phan tr cua danh sach c¢d dinh véi mdi
client duoc ky hiéula N (N< N

Max) :

2.2 Qui trinh cép tai khoan

M&i client mubén diang nhap hé théng
can phai c6 mot tai khoan. Qui trinh cip tai
khoan cho client dugc thuc hién theo cac
budc sau:

(1) Chon Username tuong ung cho
client;

(2) Phét sinh ngiu nhién mi Gray goc
COG va SOG (c6 thé sur dung ma gray

nhi phan, tam phan hodc m phan, COG =
SOG); ghi nhén thoi di€ém phat sinh T ;

(3) Phat sinh ngau nhién gia tri D;

(4) Chon/phat sinh ngiu nhién chu ky
phat sinh ma Gray T;

(5) Phat sinh ngiu nhién danh sach
CGAL va SGAL chtra N ma Gray (CGAL
= SGAL);

(6) Phat sinh ngau nhién khoéa M,
(Master key dung dé ma hoa liéu trong qué
trinh cap tai khoan va ching thuc);

(7) Tao Cert bang cach ma héa cac thong
tin voi MKk;

Certl =
CGAL)

Cert2 = AES(M,,SOG, T, T, D, SGAL)

(8) Goi thong tin tai khoan gdm Certl,
username, M, cho client

AES(M,,COG, T, T, D,

(9) Luu thong tin tai khoan tuong ng
voi tai khoan da cap cho client gom Cert2,
username, M, vao server.

(Certl c6 thé dugc cap theo dang thé
truy cap hoac USB, username, M, s& duoc
nhap trong qué trinh ciu hmh module
client, trong truong hop client bi mat USB
va bi 1 username ciling khong bi anh hudng
dén thong tin tai khoan, vi duoc ma hoa boi
M,).

Sau khi nhan dugc Certl, username,
khoa M, client sur dung thong tin nay de
dang nhap hé théng theo quy trinh chimg
thuc trong muc 3.3.

2.3 Qui trinh chirng thuc

Client mudn truy cap hé thong phai thuc
hién didng nhdp va ching thuc theo qui
trinh sau:

(1) Client g&i thong di¢p dang nhap h¢
thong:

— Chon ngau nhién mét ma Gray trong
danh sach CGAL, duogc ky hi¢u la CG,

(phan tr & vi tri tha i tir dau danh sach
CGAL),
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— Tao gi4 tri nonce bang cach mi hoa
CG, v6i khoa M,

nonce =AES(M,, CG)

[hoac AES(M,,
username)|

nonce = CG,

— G061 username va nonce cho server
AS

(2) AS Server xac nhan nonce va tao
Cert

— Néu username khong ton tai (client
mdi), server goi thong bao yéu cau dang
ky tai khoan dang nhédp véi admin cta hé
thong va két thiic quy trinh chimg thyec.
(Viéc dang ky tai khoan thuc hi¢n offline,
dugc thuc hién theo quy trinh cap Cert
duoc mo ta trong muc 3.3).

— Néu username ton tai thuc hién

* Giai ma nonce dugc CG,

CG, =AES(M,, nonce)

« Ly danh sach SGAL twong g véi
username.

*« Néu CG, khong ton tai trong danh sach
SGAL két thuc quy trinh chung thuc, tur
chéi client diing nhap hé thong.

* Nguoc lai (CG, s€ dugc tim théy O Vi
tri thir i trong danh sach SGAL) thuc hién
tao Cert goi cho client.

« Chon ma gray 6 vi tri thr i tinh tir cudi
danh sach trong danh sach SGAL, ky hi¢u
1a CG;

« Tao gia tri Cert bang cach ma hoa CG,
voi khoa M,

Cert =AES(M,, CG)

* Goi Cert cho client.

(3) Client xac nhan Cert va tao Session
key

— Giai ma Cert duoc CGJ.

CG, =AES(M,, Cert)

— Néu CG, ton tai ¢ vi tri tha i tinh tir
cudi danh sach trong danh sich CGAL

* Tinh A= |i-j], trong d6 1, j 1a vi tri cta
CG, va CG trong danh sach CGAL (tinh tir
dau danh sach)

* Tinh ma Gray tai thoi diém t hién tai
theo qui tac
-T
0 } xD

* Tao Session key K bang cach ma hoa
CG,;, tvei M,

K, =AES(M,, CG,)

* Go1 Session key K va thoi diém phat
sinh t cho AS Server.

G, =COG+{t

CG. =A. +CG
1 1 t

— Nguoc lai két thic quy trinh chimg
thuc, tir choi client dang nhép hé thong.

(4) AS Server kiém tra tinh hop 18 cua
Session key K _

—Tao Session key K’ tir gia trj t

. TinhA = |i-j], trong d6 1, j 1a vi tri cua
CG, va CG, trong danh sach SGAL (tinh tir
dau danh sach)

* Tinh ma Gray tai thoi diém hién tai t

theo qui tic
-T
k] }xD

CGij=A. +CG
1 t

cG, :SOG+[

*  Tao Session key K’ bang cach ma
hoa CG,, t véi M

K, =AES(M,, CG))

— Kiém tra tinh hop 1é ctia Kss

* Néu K, <> K’  thi thong bao khong
hop 1€ va tu’ ch01 chent truy cap hé thong;

* Nguoc lai qua trinh chung thuc thanh
cong, cho phép client truy cap hé thong

* Cap nhat gia tri CG, va CGj trong danh
sach SGAL

CG +CG, +C,
CG]. — 3 J g
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CG, = CG,

(5) Client cap nhat gia tri CG, va CG,
trong danh sich CGAL

CG,+CG, +C;
CG, = 3
CG,=CG,

K, la Sessmn key, c6 thé sir dung cho
giai doan ma hoa dit lidu (néu can).

Giéa tr1 nonce va Cert dugc st dung
trong (2) va (3) nham ngan chan hinh thuc
tan cong replay tu hacker.

III. MOODLE VA CHUNG THUC
NGUOI DUNG

Moodle [2], [4] 12 m6t phin mém ma
ngudon mo st dung cong nghé LAMP
(Linux — Apache — MySQL - PHP), dang
dugc phat trién boi mot cong déng theo
hudng don thé (module) dé hd trg cho gido
duc va duogc st dung phé bién tai Viét Nam
(vi dy trang Web vé dao tao tr xa cia B
Gido Duc — Dao tao [5]).

Phan mém Moodle 13 mot hé théng to
chtrc khod hoc va dao tao (LCMS/LMS) dua
trén Internet va cac Web-based learning,
v6i d6i twong phuc vu la: cac truong phd
thong, cao déng, dai hoc, trung tam, doanh
nghiép, céac to chirc kinh doanh, bénh vién,
thu vién, ...

An ninh hé théng Moodle 1a van d&
dugce cong dong ngudi st dung Moodle
quan tadm. Trong bai bdo nay nhém chung
t6i khao sat h¢ théng Moodle phién ban
1.6 dugc st dung phuc vu dao tao tai khoa
Toan — Tin hoc, truong Pai hoc Su Pham
Tp.HCM; trén co so d6 d& xudt mot giai
phap nham cai thién, ndng cao tinh an toan
cho hé¢ thong Moodle. Giai phap d& xuét
bao gém:

— Kién tric trién khai hé théng duoc
minh hoa trong hinh 1.

o Hé thong trién khai bao gdm cic may
tinh ca nhan (PC), may chu va céac thiét bi
khac... két nbi v6i nhau qua hé thong day

cap truyén thong va cac may tinh (hay thiét
bi) khong day két ndi vao hé thong co day
thong qua Access Point, cac may tinh bén
ngoai internet két ndi vao hé thong thong
qua VPN server.

Student ( Internet ‘

Teacher

Moodle Server

outer
s
‘ i VPN Server ‘

RADIUS Server st

Hinh 1. M6 hinh trién khai hé thong Moodle tai
Khoa Todan — Tin hoc Truong DHSP Tp. HCM.

« Hé thong mang cuc bd (LAN) - s& bao
gdm cac may tinh két ndi c6 day thong qua
Switch — Hub, may chi Moodle va CA
server.

« Hé théng mang khong diy (Wireless
LAN) - WLAN sé& bao gém céc may tinh
khong day két ndi vao hé thong mang c6
day (hodc két ndi voi nhau) thong qua
Access Point va CA server.

* RADIUS server cung cap dich vu xac
nhan quyen truy cép va trao doi khoa cho
cac thiét bi khong diy dua trén nén nghi
thic EAP.

« VPN Gateway dung dé dam bao an toan
trao doi thong di€p tur bén ngoai internet va
hé thong.

« CA server cung cip dich vu xac nhan
quyeén truy cap vao hé thong dao tao Moodle
cua Khoa Toan — Tin hoc.

* V6i mdi loai ngudi dung, hé thong
duoc bao vé 2 16p nhu sau:

« V6i nguoi dung mang ¢ day, két nbi
cuc by (LAN), h¢ thong dugc bao vé boi
CA server.

* Vi ngudi ding mang khong day két
nbi théng qua mang WLAN, hé théng dugc
bao vé béi RADIUS server va CA server.
RADIUS s& dugc cau hinh cho phép ding
giao thirc EAP cho qua trinh x4c nhan truy
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cap EAP va WEP key dung cho ma hoa dix
liéu cua 802.11.

« Vi ngudi ding mang internet két ndi
hé thong thong qua WAN va VPN, hé thong
duoc bao vé boi VPN server va CA server.

— Xay dung co ché quan ly dang nhap
dong thoi dé kiém tra nguoi dung ding
nhap hé thong, tai mot thoi diém mot tai
khoan chi ¢6 thé dang nhap hé thong mot
lan. Chuc ning nay nham han ché nguoi
dung st dung cung mot tai khoan dé truy
cap hé thong ¢ nhiéu may khac nhau.

—Pé xuat giao thirc ching thyc 1an nhau
dua trén ma gray dé thuc hién chung thuc
nguoi ding. Thong tin chi tiét vé giao thirc
da duogc trinh bay trong muc 2.

— Cai dat hé thong chung thuc dé xuat
trong muc 2 dé thuc hién kiém tra nguoi
dung trong qua trinh ding nhap hé thdng
Moodle.

IV. KET LUAN

Trong bai bdo nay nhém chiung t6i da
trinh bay mdt giao thuc chung thuc dua
trén ma Gray dé thuc hién chung thuc
ngudi dung hé théng Moodle. Giao thiic
c6 kha niang ngin chin cac hinh thic tin
cong qua ngudi trung gian, tin cong replay.
Ngoai ra, dir li¢u st dung trong qua trinh
ching thuc déu dugc ma hoa, do do giao
thirc nay ciling c¢6 kha nang ngan chan duoc
hinh thttc tAn cong high-jacking.

Ngoai viéc dé xuat mot giao thirc ching
thuc 1an nhau dwa trén ma gray nhu d trinh
bay trong muc 2, nhom chiing t6i ciing dé
xuadt mo hinh an ninh trién khai hé thong
Moodle v6i cac thanh phan bao vé cho mdi
loai d6i tugng nguoi dung (LAN, WLAN,
WAN) truy cap hé thong Moodle.
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