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TOM TAT

Chirng thuc thanh vién méi véi co ché bdo méat, khé nédng thuc thi cao trong mang ad hoc di dong dang
duroc nghién ctru tim ra gidi phép hop ly, mang tinh kha thi cao, nhét la thuc hién trén céc thiét bi di déng cé
céu hinh thap, déc biét la dién thoai di déng. Gidi phap chirng thuc hai chiéu ngudng k st dung k nit ngéu
nhién trong mang ad hoc di déng [3] vdn con han ché cho nut méi (hoan toan ndm ngoai sé nut da thiét Iap
ban dé&u) tham gia vao mang dang hoat déng. Ching téi dé xuét giai phap st dung k nat ngéu nhién thém
nut méi vao mang ad hoc di déng. Gidi quyét cac van dé trong giai phép ching téi ciing st dung két hop cac
diém manh cta PSK (pre-share keys), PKI (public key infrastructure) va thuat toan ma héa RSA. Giai phéap
dé xuét mang tinh linh hoat va bdo mét cao, khac phuc han ché nut tham gia vao mang thuéc mét nhém cé
dinh, nat méi sau khi duoc chép nhén van dam nhan dwoc vai tro ching thuc va tiép nhén nuat maéi cling nhuw
tham gia chiing thurc va tham gia tiép nhan nit méi.

Twr khoa: Mang khéng day di déng, giao thire chirng thuc, bdo mét giao thire, chia sé bi mat, quan ly khoa.

ABSTRACT

To accept a new node in mobile ad hoc wireless network with security scheme and high execution has been
studying to find reasonable solution, especial, performing in mobile phone. Threshold k mutual authentication
protocol in mobile ad hoc wireless network using randomized k nodes [3] also limit for new nodes join the
network (these nodes is not belong to groups n nodes set up in the initial stage. We propose using
randomized k nodes accept a new node in mobile ad hoc wireless network, which solves those problems
using a combination of strong points in PSK (pre-share keys), PKI (public key infrastructure) and RSA. Our
proposed accepting protocol is designed to implement in mobile phone — low configuration device. After a
new node joined the network, it not only assume authentication role but also participate in authentication
process.

Keywords: MANETSs, authentication protocol, protocol security, secret sharing, key management.

I. GIOI THIEU

He théng mang khong day da va dang phat trién manh khong nging nham dap tmg nhu cau
doi sdng ngay cang cao cua con nguoi, dac biét la mang ad hoc di dong. Ngoai van dé bao mat dir
lidu trén duong truyén ngudi dung con quan tam dén tinh tién loi, d& sir dung va kha ning linh hoat
ctia hé théng mang ad hoc di dong. Van d& chimg thuc thanh vién méi véi co ché bao mat, kha ning
thue thi cao dang dugc nghién ciru tim ra giai phap hop 1y mang tinh kha thi cao, nhat 13 thyuc hién
trén cac thiét bi di dong c6 cu hinh thap, dic biét 1a dién thoai di dong.

Giai phap chung thuc hai chiéu ngudng k str dung k nit ngiu nhién trong mang ad hoc di
dong [3], thiét ké thyuc hién trén dién thoai di dong. Chung toi thay rang van con han ché cho nut
moéi xy (Xx € 1, hoan toan nam ngoai s6 nit da thiét 1ap ban dau ¢ giai doan thiét 1ap va khai tao hé
thong) tham gia vao mang dang hoat dong m nut (2 < k < m < n), k 1a ngudng ching thyc, n 1a sé
nut t0i da duoc cAp bi mét riéng phan (partial secret) truge khi tham gia vao mang va dung bi mat
riéng phan de ching thyc khi tham gia vao mang, k la s6 ntit tham gia chung thyc. Chéng han, trong
truong hop s6 nut thiét 1ap ban dau han ché vé mit sé lugng, hodc s6 nit con lai khong thé tham gia
vao mang vi mot Iy do nao d6. Vi vay, chung t6i dé xuat giai phap str dung k niit ngau nhién thém
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nat méi vao mang ad hoc di dong. Giai phap dé xuat mang tinh linh hoat va bao mét cao, khac phuc
han ché nit tham gia vao mang thudc mot nhom c¢b dinh, nit méi sau khi duge chip nhan van van
dam nhén dugc vai tro chimg thuc va tiép nhan nat méi ciing nhu tham gia ching thuc va tham gia
tiép nhan nat mai.
II. PAT VAN DE
1. Bai toan dat ra

Mot nhém c6 nhu cau trao ddi thong tin mat trong mot méi truong dong (khong co ha tang co
0, sO lugng thanh vién bién dong, vi tri cac thanh vién thay doi,...)

Khi mot thanh vién méi (khong thudc nhom da thiét 1ap ban dau) mudn két ndi vao mang (dé
chia sé cac thong tin nhom), 1am thé nao dé xac dinh day ding la thanh vién s€ chap nhan?

Vi du: Mot nhom dac nhi€ém A dang thuc hién nhi€ém vy, nhom A trién khai trao doi thong tin
mat vé nghiép vu. Khi c6 nhu ciu bo sung thanh vién xy khéng thudc nhém A (cac thanh vién trong
nhom A d3 tham gia) vao nhom A dang hoat dong, vay 1am thé nao dé biét day 1a thanh vién nhom
A s& chap nhan nhu mot thanh vién trong nhém?

Gidi quyét: Chap nhan thanh vién va trao d6i thong tin mat.
2. Giai phap
Giai phap dé xuat xét trén mang khong dy ad hoc v6i théng s6 k, m, n nhur da trinh bay ¢ muc
(1), Giao thuc thuc hién qua két nd6i mot-chang. Thanh vién (nat) xy phdi thda cac dac diém sau :
— Nut xx hoan toan nam ngoai s6 nit da thiét 1ap ban dau.

Nut xy di quen biét trude v6i it nhat mot nat xy dang hoat dong trong mang.

Nut xy va nut xy da trao doi khoa cong khai voi nhau trude khi tham gia vao mang.

Giira xy va xy thoa thudn trudc thong diép nhan biét nhau.
Nt xy mudn tham gia va trd thanh thanh vién cta hé thdng duge xir 1y truc tuyén. Thong tin
trao doi gilra cac nut thong qua kénh truyén bi mat.

Co ché thém nit méi gitra 2 ndt: nat xy yéu cau tham gia vao mang, nit xy lam vai tro tiép
nhan nat méi 1a mot nit bat ky trong mang dang hoat dong. xum yeu cau bi mit riéng phan psl va
ps2 cua it nhat (k — 1) nat dang hoat dong trong mang, két hop voi bi mat riéng phan cta xy dé cip
bi mat riéng phan cho xy tham gia vao mang.

III. GIAO THU'C THEM NUT MOI PE XUAT
Giao thirc gém 2 giai doan: thiét 1ap - khoi tao hé théng va thém nat mai.
1. Giai doan thiét 1ap va khéi tao h¢ thong [3]

) Chon nguoi tin cdy thiét 1ap va khoi tao hé théng (TTP). TTP tao ra cdp khoa RSA (S, P) h¢
thdng (thuat toan ma hoéa khoa cong khai RSA)', S la khoa bi mét va P la khoa cong khai. Tur S xay
dung da thirc bac (k — 1) va tao ra n bi mét riéng phan (x;, f(x)) cap cho n nit. n nit nhan bict nhau
qua id; = x; duy nhat. Giai doan thiét 1ap hé thong duogc thuc hién béi TTP qua cac budce sau:

1. Tao cap khoa RSA (<S, N>, <P, N>) h¢ thong.

2. Chon nguong k, 3 <k <n.

' Thuit toan RSA cua tac gia Ron Rinest, Adi Shamir and Leonard Adleman 1a thuat toan ma hoa sir dung khoa cong
khai. http://www.laynetworks.com/download/RSA%?20algorithm CS13.pdf
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~ k-1 .
3. Tao da thirc ngau nhién bac (k— 1) : f(x) =S+ Y a;x', aj € (0, p(N)), a1 # 0.

i=1

4. Tao n diém phan biét x; € (0, (N)),i=1, 2,..., n.

5. Xay dyung n bi mat riéng phan ps; = (x;, f(x;) mod e(N)),i=1,2....,n,
¢(N) 1a ham phi Euler cua N [2]

6. Cap psichox;,i=1,2,.

7. Chon it nhat m = k nat dé khai tao hé théng, (k < m < n). Trong d6, k 1a ngudng chimg thuc, n
13 s6 nut ban dau duoc cip bi mat riéng phan (ps), m 1a s6 nut dang hoat dong trong mang. Do
vay, chon it nhat m = k nit khoi tao hé théng, khi c6 mdt nit méi tham gia vao mang s€ du k
niit d¢ thyc hién thém nit méi.

4
Tao n diém x, 4
i=1,2...n |
. [ capkhéaRSA |
(€S, N> <P, N%) [ ps,=(x, f(x) mod g(N)) |
ol 5,6
l L i=1,2,.., n )
2 Chon nguéng k
3<k<n e D
\ > Chonm > k’ 7
1 khdi tao hé thong )
( Pathic bac k-1 ) h l
k-1 _
3 f0=8+3 ax’
- | i-1 J

Hinh 1. Qui trinh thiét ldp va khéi tao hé thong
Sau khi thiét 1ap va khéi tao hé théng xong, cong khai P, x;, i =1, 2,..., n. TTP ro1 khédi hé
thong.

O budc (4), trong két ndi khong day giira thiét bi A va thiét bi B, A c6 thé liy duogc dia chi
thiét bi cia B va ngugc lai. Do vay, budc nay co the sir dung die} chj thiét bi i lam x; = id; (sau day
quy udc x; vira duge s dung nhu dinh danh vira 1a gia tri duy nhat dé phan biét gitra cac nut).

2. Giai doan thém nit méi
Giai doan thém ntt maéi thye hién qua cac budc sau :

1. Nut xy giri thong diép tham gia dén hé théng (1a 1 nit xy € m, n > m > k, nhan biét nhau qua
thong di€p thoa thuan trudc).

2. Neéu xy xac dinh dung xy la nat da biét trudce, xum thue hién cac budce sau :

a. Xy gui <L1(xl, 0), Lo(xj, 0)> dén (k—1)natx;, xi e mvax;#xn,1=1, 2,. - 1 Li(xi, 0)
1a hé so Lagrange [5] tinh trén céc gia tri xv va (k — 1) gid tri x;. Lz(xl, 0) la he s6 Lagrange
tinh trén cac gia tri xy, Xy va (k — 1) gia tri x;.

b. (k— 1) nit x; giri bi mat riéng phan psl; = f(xi)*Li(xi, 0) mod @(N) va ps2; = f(x;)*La(x;, 0)
mod o(N) dénxy, i=1,2,...,k—1.
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c. ® xtinh S=psl; +psl, +...+ psli; + psly, st dung bi mat ri€éng phén
pslm = f(xm)*Li(xm, 0) mod @(N) cua xy.
e Xy tinh ps2x =S — ps2; + ps2; +...+ ps2i_ + ps2y, st dung bi mat riéng phan ps2y =
f(X]\/[)*Lz(XM, 0) mod (P(N) cua XM-
ps2y
L2 (XN ’ 0)

d. xu gui thong diép chap nhan xy tham gia hé thdng va cAp bi mat riéng phan f(xx) cho x.

® XM tinh f(XN) =

1. Yéucdy ——

|--»
-

%'_—28 L (X1 O) |—2(X1 O) I \

|
i
|| T 2b.ps1y, ps2, .
N — N
i
i
|

2a. L;(Xy, 0), Ly(Xa, 0)—-\

2b. ps1,, ps2,

Hinh 2. Giao thirc thém nut xy, nguong k > 3

O budc (2) tinh S, ta ¢6: 0 < f(x{)*Li(xj, 0) mod ¢(N) < (N) — 1,
nén Jr, 0 <r <k sao cho:

S = f(x1)*Li(x1, 0) mod @(N) + .... + f(xx_1)*Li(xx_1, 0) mod ¢(N) +
f(xm)*L1(xm, 0) mod @(N) =r*@(N) + S = S (mod ¢(N)).

Tinh f(xy) :

Ta co: L(x3, 0)*f(x1) + ... + L(Xk.1, 0)*f(Xk-1) + L(Xk, 0)*f(xx) = S (mod @(N)).
< L(xg, 0)*f(xx) = S — [L(x1, 0)*f(x1) + ... + L(X)-1, 0)*f(Xk-1)] (mod @(N)).

o Truong hop 1: L(x;,0) e Z,i=1,2, ..., k.

Taco: L(xi 0)*f(x;)) =Lfi(mod e(N)),i=1,2,...,k—1.

= L(x1, 0)*f(x)) + ... + L(Xk.1, 0)*f(x.1) = Lf; + ... + Lfi.; (mod @(N))

& L(x1, 0)*(x1) + ... + L(xiet, 0)*f(xie1) + L(xw, 0)*f(xi) = Lf; +
Lfi; + L(xi, 0)*f(xi) (mod o(N))

D.’;l'[ . LFk_l = Lf1 + ...+ Lfk.1

= S +t*@(N) = LFy; + L(xx, 0)*f(xx)

Taco: 0=<L(xj, 0)*f(x7) mod (N) < o(N)—1,
LFx. =LF’ (mod (p(N))
L(xx, 0) = L’xy (mod ¢(N))
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= f(xy) = SZLFy,
L'x,
L(x;, 0) # 0 vi hé s6 Lagrange khong chtra (x; — x;) va x; 1a duy nhét.
a.
o Truwong hop 2: L(x;,0) ¢ Z,1=1,2, ..., k, L(x;,0) = b_l

i
Goi ¢ =BSCNN(bi),1=1,2, ...,k
Tacod: c*L(x;, 0)*f(x;)) = cLfi (mod o(N)),i=1,2,....k—1.
= c*L(xy, 0)*f(x)) + ... + ¢*L(X).1, 0)*f(Xk-1) = cLf; + ... + cLfi; (mod ¢(N))
< c*L(xy, 0)*f(x)) + ... + ¢*L(Xk1, 0)*f(Xx-1) + c*L(xk, 0)*f(xx) = cLf) + ... +
cLfx.; + c*L(xk, 0)*f(xx) (mod @(N))
bat : cLFx.1=cLf] +... + cLfi
= ¢*S + t*@(N) = cLFy; + c*L(xx, 0)*f(xx)
Tacod: 0=<L(xj, 0)*f(xj) mod e(N) < p(N) -1,
c*S =8’ (mod ¢o(N))
cLFx.1 =cLF’k (mod ¢(N))

c*L(xk, 0) = L’xx (mod ¢(N))
) = S'— cLF'
L'x,
IV. PHAN TiCH GIAO THUC THEM NUT MOI
1. Giai doan thém nuit méi

Str dung kénh truyén bi mat.

Ciing nhu trong giai doan chirng thuc [3], khong chi ding k niut méi thyc hién dugce cong viéc

thém nit méi ma h nat cting thyc hién duge (k < h < m). Ngoai ra h ntit con duge chon ngéu nhién
lam cho giao thuc linh hoat va chong dugc tan cong Man-in-the-Middle attack.

Hinh 3. Nhém chdp nhin it méi ngau nhién 'E 4 e

xy ld niit yéu cau tham gia hé thong, nguéng k >3, s6 nit dang tham gia hoat dong m = 7.
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Giao thirc tao ra bi mat riéng phan psl va ps2 ngiu nhién giup hé thong chong duoc tan cong
Replay attack, Dictionary attack.

O phién thém nit méi sau nén chon (k — 1) nat khac véi (k — 1) nit da thyc hién & phién thém
nit méi trude va & phién thém nit mdi sau nén chon gia tri k khac véi gia tri k & phién thém ntt
moi trude.

Tt nhat chon k > 3, hé théng an toan hon chéng duoc tn cong Insider attack.

M&i nut déu tinh psli va ps2; cua minh va guri vé nt dam nhén vai trd chép nhan nat mai,
cach lam nay phan chia cong viéc cho k ntt dé gidi quy€t mdt phan ti€u hao nang lugng cua thiét bi.

Bén canh vu diém con ¢6 han ché néu m <k, hé théng khong thye hién thém nat méi duoc.
Do phurc tap cua giai doan thém nit méi la O(n).
2. Phan tich biao mat

Giao thirc str dung k nut ngau nhién thém nat méi vao mang ad hoc di dong thuc hién trén
kénh truyén bi mat.

TAn cong Replay attack : ¢ budc (3.2/2.b) ke tan cong iy duoc psli va ps2; cting kho tim ra dugc
f(xi) vi psl; va ps2; truyén trén kénh bi mat s dung h¢ mé RSA, han phai giai bai toan logarithm ro1
rac, viéc ndy rat kho va mat nhiéu thoi gian vi chua c6 thuat toan nao du manh dé c6 thé pha cac hé
mai xdy dung trén logarithm rdi rac [2]. Truong hop néu co tring lai nhém da tham gia phién thém nut
moi trude ((k — 1) nat tham gia phién truée giéng (k — 1) nit tham gia phién sau) thi gia trj ps2; &
phién trude khac gia tri ps2; & phién sau do xx» # xn1 nén hé s6 Ly(x;, 0) cho két qua khac phién trude.

Két hop cac nhan dinh trén cho thdy ps2; hoan toan khong c6 kha ning st dung cho phién
thém nut maéi sau.

Tan cong Insider attack : & mot phién thém thanh cong nut xn; (Xn; € n) tham gia vao mang, ntt
xm gitt lai bi mat riéng phan psl va ps2 cua (k — 1) nat dé thuc hién thém nat méi xn2 (Xn2 € 0) O
phién thém nit mai sau. biéu nay la khong thé vi xnp # Xn1 nén hé $b Lagrange Ly(x;, 0) cling khac
phién thém nit méi trude, dan dén (k — 1) bi mat riéng phan ps2;, i =1, 2,..., k — 1 hoan toan khac
phién thém nat maéi trude. Vi vay, xv khong thé thuc hién thém xxo.

Tén cong Dictionary attack : nhu di trinh bay & tdn cong Replay attack, tin cong Dictionary
attack gan nhu khong c6 kha nang thue hién tim ki€ém ps2; hodc L(xi, 0) phu hop ¢ phién thém
nit moi khac dugce, kha nang tim kiém bi mat riéng phan ps2; phu thudc hoan toan vao xy.

Tin cong man-in-the-middle attack : 6 budc (3.2/2) cac nut trao dbi thong tin hai chiéu véi nhau.

Ké tan cong co nghe 1én lay duoc thong tin cing khong thay d6i dugce ndi dung. Mot trong cac
thong tin bi thay ddi qua trinh thém nit méi s& thit bai.

V. THU'C NGHIEM VA KET LUAN
1. Thuc nghiém

Chung t61 thir nghiém trén 3 loai dién thoai di dong Nokia N80, Nokia N70 va Nokia N7610 (3
loai nay kha phd bién va cung thudc murc d6 tuong dbi trung binh hién nay), ngén ngir 1ap trinh J2ME
(Java 2 Micro Edition), két ndi khong day Bluetooth. Két qua thir nghiém cho thay:
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Bang 1. Tong thoi gian trung binh (gidy) cho mét phién thém miit mdi,
p=q =512va 1024 bits

Chicu dai N80 N70 N7610
Neudng k | s12bits | 1024 bits | 512bits | 1024 bits | 512bits | 1024 bits
3 0316717 | 3.67037 | 0.64914 | 4.67240 | 1.07892 | 7.49985
4 0463537 | 5.48950 | 0.95800 | 6.98692 | 1.59295 | 11.21133
5 0.610357 | 7.30863 | 1.26685 | 9.30145| 2.10698 | 14.92281
6 0757177 | 9.12776 | 1.57571 | 11.61599 | 2.62101 | 18.63429
7 0.903997 | 10.94689 | 1.88457 | 13.93051 | 3.13504 | 22.34577
8 1.050817 | 12.76602 | 2.19342 | 16.24504 | 3.64906 | 26.05725
9 1.197637 | 14.58515| 2.50228 | 18.55957 | 4.16309 | 29.76873
10 1.344457 | 1640428 | 2.81114 | 20.87410 | 4.67712| 33.48021

Biéu d0 1. Tong thoi gian trung binh cho mot phién thém niit méi

60
N
<
=0
/.
'§ 30 e
&0 | e |
5 | e
= | e |
= || _—
| e—
|| e
o
— | ————%—X
0 Mk —— K — —f———2& -——m
3 4 5 6 7 8 9 10
Nguodng k
—— N80-512 bits N70-512 bits N70-1024 bits
—%—N7610-512 bits —@—N7610-1024 bits —— N80-1024 bits

Qua Biéu db 1 cho thiy, thot gian thuc hién thém nat moi chiéu dai sb p = q = 512 bits va
1024 bits, k = 3,..,5 rat hidu qua vé mat thoi gian < 6 gidy, tuy nhién trong thir nghiém va thyc té
mdc du c6 kha nang thue hién h nit (k <h < m) nhung chi nén chon k € [3; 5] cing du dé thyc hién
thém nut méi an toan. Pdi v6i p = q = 1024 bits, thoi gian thuc hién con han ché néu gia tri modulo
can @(N).

So voi giai doan chimg thyc [3], giai doan thém nat mdi thue hién lau hon méc du phep toan
don gian hon, phan l6n 1a do truyén thong tin bang kénh bi mat st dung ma hoa RSA.
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Huéng khic phuc: ¢ thé chon dién thoai c¢6 cdu hinh manh hon, nghién ctru thuat toan xu 1y
phép todn hiéu qua hon, chon két ndi khong day bang thong 16n hon, chon nonce nhoé va thiét 1ap lai
cac tham s6 h¢ thong mai khi tai trién khai mang.

2. Két ludn

Giao thirc sir dung k nat ngu nhién thém nit méi vao mang ad hoc di dong nham dén tinh bao
mat, linh hoat va kha nang thuc thi cao ciia hé thong, chéng lai mot sO tan cong mang ad hoc. Giao
thire sir dung hé ma RSA, PSK, PKI tao ra cac bi mat riéng trong mdi phién thém nat méi. Giao thirc
don gian va dam bao an toan trén dién thoai di dong — thiét bj c6 cau hinh thap. Trong tuong lai, ngoai
chimg thuc s6 nut da thiét 1ap ban dau va thém nit méi hoan toan con co thé chimg thuc va chap nhan
mot nhom nut cua cac hé théng mang ad hoc khac nhau. Mét khac, chung t6i s€ nghién ctu trién khai
giao thirc chtng thuc manh hon thuc hién trén céc thiét bi di dong (Mobile phone, PDA, Pocket PC,
Laptop, Desktop support wireless. ..) hd trg cac ki thuat khong day khac nhau.
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