Kién triic hé gidi bai tdp cho nguoi hoc va cdc ky thudt thiét ké
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CHUNG THUC LAN NHAU TRONG MANG AD
HOC - MO HINH NGUONG SU DUNG CAC NUT
NGAU NHIEN

Dé Pinh Thdi
Tran Ngoc Bdo

ABSTRACT

In recent years, mobile ad hoc wireless networks are gaining popularity due to their
mobility, flexibility and ease of deployment everywhere. A mobile ad hoc wireless net-
work is an independent network without any central authority, e.g., infrastructure mode.
In the network system, security and authentication scheme always consider on top. We
propose threshold k mutual authentication protocol in mobile ad hoc wireless network
using randomized k nodes, which solves those problems using a combination of strong
points in PSK (pre-share keys), PKI (public key infrastructure) and RSA. Our proposed
authentication protocol authenticate a new node join the network by any node that run-
ning in network. Salient of this solution is designing to implement in mobile phone — low
configuration device. Our solution carry security and flexibility, service group activities,
urgency, rescue such as fire-brigade, rescue squad, police, flood...

TOM TAT

Mang di doéng khéng déy ad hoc (mobile ad hoc network — MANETs) phét trién rét
manh trong nhiing ndm gén day, béi tinh di déng, linh hoat va dé trién khai & moi ltic moi
noi khéng phu thudc vao bat ky ha tang trung tdm nao. Trong mét hé théng mang van dé
bdo maét va thuec thi véi co ché chiing thue luén duoc quan tdm hang déu. Chung toi dé
xuét gidi phép ching thuc hai chiéu nguéng k st dung k nat ngau nhién trong mang ad
hoc, gidi quyét cac van dé trong gidi phap chiing toi str dung két hop cac diém manh cua
PSK (pre-share keys), PKI (public key infrastructure) va thuat toan mé héa RSA. Chung
thurc mét nut méi tham gia vao mang béi mét nit bat ky dang hoat déng trong mang ma
khéng can phéi str dung nguoi chimg nhén (Certification Authority — CA). Biém néi bat
cla gidi phap nay la ching toi thiét ké thuc hién trén dién thoai di déng — thiét bj di déng
c6 cau hinh thép. Giai phap cta chung téi mang tinh bdo mat va linh hoat cao nhdm phuc
vu cho céc hoat déng nhém nhw hoat déng trao déi théng tin nhém, khén cép hodc gidi
clru nhw ctru hda, ctru thuong, canh sat, doi trat tw, vé si ....va cac hoat déng nhém theo
nhu céu nguoi dung.

TU KHOA

MANETSs, authentication protocol, protocol security, secret sharing, key manage-
ment.
thudc vao bat ky ha ting trung tAm nao (in-
frastructure). Mot s gidi phap chung thuc
hai chiéu trong mang ad hoc dugc dat ra

I. GIOI THIEU

Vi su phat trién manh mé cua mang di

dong khong day hién nay, van dé bao mat
ludn duge quan tim hang dau trong xac
nhan nguoi dung va truyén tin. Ngudi dung
cling mong doi mot hé thong mang di dong
c¢6 kha nang tu to chic va thiét 1ap (mang
ad hoc) bdi chinh ho & moi lac moi noi dép
tmg nhu cau cua riéng ho ma khong phu

cling dap Gmg phan 16n nhu ciu cta nguoi
dung. Mot vai nghiéu ctru dé xuét sir dung n
nguoi chung nhan (Certification Authority
— CA) [4] ddm nhan cong vi¢c chiing thuc
ngudi ding méi trong n nhom ngau nhién
k nit, hodc chon mdt lugng t nat [5] dam
nhan cong viéc ching thuc nguodi dung mai



Tap chi Khoa hoc Gido duc K7 thudt - S6 1(4)2007
Dai hoc Su pham Ky thudt Thanh pho Ho Chi Minh

qua ngudng k nut. Co ché st dung trong
[4] va [5] van ham chira bén trong chimg
thyc dang infrastructure, nghia 1 van phai
1€ thudc vao cac CA trong giao thirc chung
thuc, co ché st dung CA trong [4] c6 kha
ning thay thé CA khac khi CA hién tai
trong mdt nhém roi1 khéi mang (vi Iy do
khong mong doi “hét pin™), co ché sir dung
t nat trong [5] khong thé thay thé duogc vi t
nat ndy da dugc chi dinh ddm nhiém cong
viéc chimng thuc khi thiét 1ap va khoi tao hé
thong, nén khi luong nut dam nhén cong
viéc chung thyc nay roi khdéi mang (vi Iy
do trén) 16n hon t — k nat thi viéc chung
thuc bi vo hi¢u hdéa, mang khong thé mé
rong duoc, mat tinh linh hoat trong mang
ad hoc.

Vén dé bao mat trong giao thirc chimg
thue doi hoi phai c6 kha nang chong lai mot
s6 tn cong giao thirc chimg thuc nhat dinh
nhu Replay attack, Man-in-the-middle at-
tack, Dictionary attack, Insider attack ...
Giao thtc chung thuc trong [6] thuc hi¢n
chtng thuc hai chiéu giita Client va Server
theo dang infrastructure. Giao thtrc nay két
hop diém manh cua hai cach tiép can phan
phdi khoa bi mat (pre-shared keys — PSK),
moi nit giit ban sao thong tin bi mat riéng
phan cta minh st dung dé chimg thuc khi
tham gia vao hé thong va ha tang khoa cong
khai (public key infrastructure — PKI) nho
vao chon nguoi tin cay (trust third party
— TTP), nguoi tin cdy nay doc lap véi he
théng hoat dong, phat sinh khoa bi mat va
khoéa cong khai.

Trong giao thirc chiing thyce [4], [5] nhu
da no6i van con ham chira bén trong chimg
thuc dang infrastructure va [6] hoat dong
theo dang infrastructure, cho thiy chua
“binh dang” trong quyén chimg thuc cia
cac nut. Dya vao wu diém va khuyét diém
ctia [4], [5] va [6], ching toi dé xuat giai
phap chimg thyc hai chiéu ngudng k su
dung k nat ngau nhién trong mang ad hoc,
v6i mot nut bat ky dang hoat dong trong
mang déu c6 thé dong vai tro CA dé ching
thyc mot nit moi. Piém ndi bat cia giai
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phap nay 1a chiing toi thiét ké thuc hién trén
dién thoai di dong — thiét bi di dong c6 cau
hinh thap. Giai phép ciia ching t6i mang
tinh bao mat va linh hoat cao nham phuc
vu cho hoat dong nhoém nhu hoat dong trao
d6i thong tin nhom, khan cap hodc giai ciru
nhu ctru hoa, ctru thuong, canh sat, doi trat
tu, v& s ....va cac hoat dong nhoém theo
nhu cau ngudi dung.

Giai phap dé xuét xét trén mang khong
day ad hoc (khong hd tro dang infrastruc-
ture), cac nat 1a dién thoai di dong — thiét
bi di dong céu hinh thip. Gia st c6 m nut
hoat dong trong mang (2 <k <m <n), k
13 ngudng chimg thuc, n 1a sé nat tdi da
dugc cap bi mat riéng phan trude khi tham
gia vao mang va dung bi mat riéng phan
dé chung thuc khi tham gia vao mang, k
1a s6 nat tham gia chimg thuc. S6 nat m
thay doi tiy thudc vao mot sd nit co thé
tham gia, ro1 khoi mang hodc gian doan.
Giao thuce ching thyc thuc hién qua két ndi
mot-chang.

Co ché chung thyc hai chiéu ngudng k
giira hai ntt, mot nat (A) yéu cau tham gia
vao mang, mot nut (B) lam vai trd chung
thuc 12 mot nat bat ky trong mang dang
hoat dong. (B) yéu cau it nhat k — 2 bi mat
riéng phan cua cac nat dang hoat dong
trong mang, két hop v6i bi mat riéng phan
cta (A) va (B) dé chung thuc (A).

II. GIAO THUC CHUNG THUC DE
XUAT

Giao thire chung thuc gdm 2 giai doan:
thiét 1ap va khoi tao hé thong, ching thuc.

2.1. Giai doan thiét 1ap va khéi tao hé
thong

Chon nguoi tin cay thiét lap va khai tao
hé thong (TTP). TTP tao ra cip khoa RSA
(S, P) hé théng, S 1a khoa bi mat va P 1a
khoa cong khai. Tt S xay dung da thirc bac
(k — 1) va tao ra n bi mat riéng phan (X,
f(x.) cap cho n ndt. n nit nhan biét nhau
qua id, = x, duy nhat. Giai doan thiét lap
hé théng duoc thuc hién boi TTP qua céac
budc sau:
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1. Tao cap khoa RSA (<S, N>, <P, N>)
hé thong.

2. Chon ngudong k, 2 <k <n.
3. Tao da thitc ngau nhién bac (k — 1) :
k-1

f(x)=S+ 2 ax,a e (0,0(N)).a_, #0.

i=1 |
4. Tao n di€ém phan bi¢t x. € (0, ¢(N)),
1=1,2,...,n

5. Xay dung n bi mat riéng phan ps. =
(x,, f(x) mod (N)), 1= 1, 2,...,n,

¢(N) 1a ham phi Euler cua N [2]
1,2,...,n

7. Chon it nhdt m =k — 1 nat dé khai tao
hé thong, (k— 1 <m <n).

Sau khi thiét 1ap va khoi tao hé thong
xong, cong khai P, x,1=1,2,...,n. TTP roi
khoi hé thong.

6. Cap ps,chox,i=

O budc (4), trong két ndi khong day
giita thiét bi A va thiét bi B, A c6 thé lay
duoc dia chi thiét bi cua B va nguoc lai. Do
vay, budc nay co thé s dung dia chi thiét
biilam x, =id.

2.2. Giai doan chirng thuc

NGt méi muén tham gia vao hé thong
phai duoc chung thuc boi mdt nat dang
hoat dong trong mang va hé thong ciing
duogc chung thuc bdi nut moi. Giai doan
chung thyc hai chiéu thuc hién qua cac
budc sau:

1. Nat méi U (id,) gt y€u cau tham gia
dénhé théng (1a 1 nit M < m, m >k — 1,
dai dién cho hé thong dé chung thuc U).

2. Néu U c n thi hé théng thyc hién
nhu sau:
« M tao ra gia tri nguyén ngau nhién
nonce € (0, p(N)).
e M gﬁi <nonce, L(x, 0)> dén (k - 2)
X, X, © mvax, # Uu,i=1,2,.... k-

2 L(X 0)la he s6 Lagrange [3] tlnh
trén (k - 2) x,, X, va x,

¢ (k—2)x, gui bi matriéng phan ps. =
noncef(m)*L(Xl 0) mod @(N) (mod N) den M 1
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=1,2,....,k-2.

« M tinh DI = ps.ps,....ps_,.
nonce M LM, 0) mod ¢M) (mod N) str
dung bi mat riéng phan ps,, cua M.

* M gt <nonce, DI, L(x,, 0)> dén
U.
3. U tinh Y1 = D1 * nonce™V*LxU, 0) mod

*™ (mod N) sir dung bi mat riéng phan ps,
cua U.

« NéuYl hop 1¢ thi U gii D2 =
+ nonce VL&Y 0 mod o™ (mod N) dén
M.
*  Nguoc lai chung thuc két thic.
4. M tinh Y2=D2*ps .ps,....ps,*
nonce M LM O medo®™) (mod N) = D2 * DI.

« Néu Y2 hop 18, M gui thong diép
chap nhan U tham gia hé thong.

* Nguoc lai chung thuc két thic

Hinh 1. Giao thirc chirng thuc nut moi U,
nguong k>4
O bude (2), M két ndi véi U va (k —2) X,
=1,2,. k 2, layldea(k 2) id, roi
tlnh cac he s6 Lagrange L(x 0), L(x,;, 0)
va(k-2)L(x,0),1= L k—2.

NéuL(x,0) & Z ,j e {1,2,...,
L(x, 0) = L(x, 0)*t,j=1,2,.... k,

k!, thi

nguoc lait=1,

t 1a boi sé chung nho nhét ciia cac mau
s6 co céac L(x 0) 1a phan so _] e {1, 2
k}, viéc lam nay dé khir mau sd. Hé sb La—
grange L(Xj, 0) x4c dinh bang cong thirc noi
suy Lagrange [3]:

L(xj, X) =
(x=x).(x=x, )(x=x,)(Xx—2x;)

(x; =x)e(x; =2, (X, =X ) (X, — X))
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O budc (3), ta co
Y 1= DI * nonce" VL&, 0 mede®) (med N).
= noncet* LKL, 0) mod p(N) +....+ t4(xk-2)*L(xk-2, 0)
mod p(N) + t*f(xM)*L(xM, 0) mod ¢(N) (mod N)
% noncet*f(xU)*L(xU, 0) mod ¢(N) (mOd N)

= nonce!* fxD*L(x1, 0) mod o(N) +....+ tHf(xk-2)*L(xk-2, 0)

mod ¢(N) + t*f(xM)*L(xM, 0) mod ¢(N) + t*{(xU)*L(xU, 0) mod @(N)
(mod N) (1)

O budc (2) nit i tinh ps, = nonce" 0L
Oymedo™ (mod N), ta co:
0 < t*f(x1)*L(xi, 0) mod ¢(N) < p(N) — 1,

nén 3r, 0 <r <k sao cho:

t*f(x,)*L(x,, 0) mod @(N) +....+
t*f(x,_,)*L(x,_,,0)modo(N)+t*f(x, ) *L(x,,,
0) mod o(N) +t*f(x)*L(x, 0) mod ¢(N)
=t(r*e(N) + S).
Vay (1) = nonce'™*™*S (mod N) =
nonce" ™™ * nonce'™ (mod N) ()
Theo dinh 1y Euler : a*™ = 1 (mod N)
= (nonce*™)"r =1 (mod N)
(2) = 1* nonce"s (mod N) =
nonce"™ (mod N).

Ta c6 (nonce™)” (mod N) = (nonce )5 =
nonce' = (Y1) (mod N).
Tuong tu & budce (4), ta cling co

(nonce'™®)? (mod N) = (nonce')S" =

nonce' = (Y2)" (mod N).

I11. PHAN TiCH GIAO THU'C CHUNG
THUC
3.1. Giai doan chirng thue

Trong giai doan chimg thuc hai chiéu
ngudng k, khong chi dung k nit méi thuc
hién dugc ching thyc ma h nit cling thuc
hién duogc, (k <h < m), nhu da trinh bay &
(1) : k 1a ngudng chung thuc, m la sd nut
dang tham gia hoat dong trong mang. Vi
du:k=2,m=10thih=2,3,...., 10 nat
deu thyc hién chung thuc dugc. Ngoai ra
h con dugc chon ngau nhién. Két qua nay
nho vao cong thire ndi suy Lagrange [3], da
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lam cho giao thirc ching thyc linh hoat, dé
dung, khong bi rang budc boi cac CA. Co
ché nay chéng dugc tin cong Man-in-the-
Middle attack.

U la niit yéu cu tham gia hé théng, ngudngk > 3,
s6 nit dang tham gia hoat déngm = 7.

Hinh 2
Giao thirc tao ra cac bi mat riéng phan
ps, ngau nhién, goi 1 khoa phién trong moi
phién chtng thyc gitp hé thong chong duoc
tan cong Replay attack, Dictionary attack.

Pé hé théng manh hon, & phién chimg
thuc sau nén chon (k — 2) niat khac voi (k
— 2) nut da thyc hién & phién chung thuc
trudce, ¢ phién chirng thuc sau nén chon gia
tri k khac voi gia tri k ¢ phién ching thuc
trude.

Tt nhat chon k > 3, hé théng an toan
hon chong dugc tan cong Insider attack.

Chtng thuc dya trén k nut, mdi nut déu
tinh ps, ciia minh va guri vé niit ddm nhan
vai tro chung thuc, cach lam nay phan chia
cong viéc cho k nut dé giai quyét mot phan
tiéu hao nang lugng ciia thiét bi.

Bén canh wu diém con c6 han ché néu
m<k-—1, hé théng khong thuc hién chirng
thuc thém nat dugc, han ché nay co thé
chép nhan duoc vi mot hé théng mang )
nat khong thé nho hon 2.

Do phtrc tap ctia chung thuc la O(n),
xem chi tiét & muc 4.1.

3.2. Phan tich bao mat

Giao thtrc chimg thyc hai chiéu ngudng
k sir dung k nat ngu nhién trong mang ad
hoc dua trén hé ma RSA.
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T4n cong Replay attack: & budc (2.2/3)
va (2.2/4) str dung s6 ngau nhién nonce dé
tinh ps, = nonce‘*f(’“)*”Xl 0y med ¢M) (mod N) la
khoa phién & mdi lan chimg thuc.

— K& tin cong 1ay duoc ps;:

Nonce € (0, (p(N)) ma qvapla2sd
nguyén to co chiéu dai it nhat 1024 b1ts
nén N =~ @(N) ~ 2048 bits, véi 1 sd ngiu
nhién € (1, 2048) bits thi kha ning trung
1a rét kho.

Néu c¢6 truong hop trung lai nonce thi
psi khong chic giéng psi & phién chung
thuc trude vi nhom ching thuc chon ngau
nhién nén hé sb L(x,, 0) cho két qua khac
phién chung thuc trudec.

Ké tan cong néu co duoc psi ciing kho
tim ra duoc f(x,) vi hin phal giai bai toan
logarithm roi rac, viéc nay rat kho.

Két hop cac nhan dinh trén cho thiy ps,
hoan toan khong c6 kha nang str dung cho
phién ching thyuc sau.

— K¢ tan cong lay dwoc k ps_(véi i= 1.
2,... k)

Trong mdi phién ching thuc, néu ké tan
cong lay dugcps, ps,i1=1,2,... k-2, va
D1, hin t1nh ra ps,= D1/(ps,*ps,*...*ps,_
,)- Cac s6 liéu ma han co:

TPSy PSP, 1= 1,2, k=2

+ L(XUa 0)9 L(XMa 0)7 (k - 2) L(Xio 0)9 1=
1,2,...k—2.

+ nonce, t.

O phién ching thyc hién tai, budc (2.2/2)
hin léy dugc D1, khi d6 U cling nhan duoc
D1, tinh Y1, kiém tra hop 18 va giri D2 cho
M 6 budc (2.2/3), han ciing 1y dugc D2
va giri cho M gia 1a U, diéu nay han khong
thuc hién dugc & phién chiing thuc hién tai
vi han khong c6 két ndi hién tai giita U va
M trong phién chig thuc nay.

O cac phién chung thuc sau, hin ciing
hoan toan khong c6 kha nang sir dung nhu
da phan tich ¢ truong hop trén.

Tan cong Insider attack : & mot phién
chung thyc nat U, gia s nat x gilr lai (k
-2) ps, dé sir dung chung thyc cho nut
moi U, ¢ phlen chu:ng thuc sau. Didu nay
la khong thé vi mdi ps; = nonceX L0 0mod
*® (mod N) va U, # U, nén h¢ sO Lagrange
L(x, 0) ¢ moi phlen chu’ng thuc hoan toan
khac nhau.

Tén cong Dictionary attack: nhu di
trinh bay ¢ tan cong Replay attack, tin cong
Dictionary attack ciing kho c6 thé thyc hién
tim kiém ps, hodc L(x, 0) phu hop ¢ phlen
ching thuc khac duoc kha nang tim kiém
ps, khong cao vi moi ps, ¢ chiéu dai 1 ~
2048 bits.

Tan cong man-in-the-middle attack:
& budce (2.2/3) va (2.2/4) U va M trao do6i
thong tin ching thuc hai chiéu véi nhau.
Ké tin cong co nghe 1én 1y duoc ps, cling
khong thay d6i dugc ndi dung ps. Mot
trong cdc ps, bi thay do6i chimg thuc sé& that
bai.

IV. THUC NGHIEM VA KET LUAN
4.1. Thue nghiém

Ching t61 thtr nghiém trén 2 loai dién
thoai di dong Nokia N70 va Nokia N7610
(2 loai nay kha phd bién va ciing thudc
muc do trung binh hién nay), ngdn ngir lap
trinh J2ME (Java 2 Micro Edition), két ndi
khong day Bluetooth. Két qua thir nghiém
cho thay:

— Kha nang xt Iy caa thiét bi trén sb co
chiéu dai 1024 bits va 2048 bits nhu trong
bang 1

Thoi gian thuc thi 1 phép toan ¢ Bang
1 rat hiéu qua trén dién thoai di dong va
thuan loi cho giai phap dé xuat vi cong viéc
chinh cua giai phép chi thuc hién cac phép
toan ¢ bang 1.

Thoi gian tao ra 1 s nguyén t6 tam chap
nhan dugc, nhung thyc té véi nguoi dung
thi thoi gian nay kho c6 thé chap nhan. Dbi
v6i ching loai dién thoai thé hé sau xu 1§
manh hon thi céng viéc nay twong ddi dé
dang. Do giai phap nham vao mirc do trung
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Phép toan Nokia N70 Nokia N7610
(a=b=c=1024/2048 bits) | 2048 bits | 1024 bits | 2048 bits | 1024 bits
Cong a+b 0.00089500 | 0.000047933 [ 0.00051000 [ 0.000032800
Tru a—b 0.00047000 | 0.000042700 [ 0.00054750 [ 0.000035467
Nhan a*b 0.00062250 1 0.000117167 [ 0.00105250 [ 0.000172400
Chianguyén a/b 0.00101500 | 0.000069767 [ 0.00062500 [ 0.000075500
Ly thtra mod a® mod ¢ 0.79449250 1 0.113249467 [ 1.26261500 [ 0.183828633
Nhan mod (a*b)modc |0.01152500 | 0.004038033 [ 0.02355750 | 0.007373467
Bang 1. Thoi gian thuc thi (gidy) trung binh 1 phép todan
Nokia N70 Nokia N7610

2048 bits 1024 bits 512 bits 2048 bits 1024 bits 512 bits

89.31971667| 8.307812 1.051064 118.91002 13.41837 1.701824
Bing 2. Thoi gian (gidy) trung binh tao 1 s6 nguyén té

g ” — ching thuc h nat (k <h <m) nhung chi nén
2 10 — —— 2048 bits - N70 ~ . 2R .
s o oS ta 7610 chon k € [3; 6] cling du dé chung thyc an
5 — e £ . A . X .
N om0 | toan. Doi voi chiéu dai s6 2048 bits mirc do
;" ; — ———— bao mat cao hon thi lai han ché vé mit thoi

3 4 5 6 7 8 9 10
Nhém ching thwe k mit
Biéu do 1. Thoi gian trung binh tinh todn ¢ 1
phién chirng thuc cia Uva M

W
o

—4— 1024 bits - N70
—— 1024 bits - N7610

2 -
20 o —e— 2048 bits - N70
s . |-=—2048 bits - N7610
1

\

Thoi gian chitng thwe (gify

|

3 4 5 6 7 8 9 10
Nhém chieng thyee k mit

Biéu do 2. Téng thoi gian trung binh tinh todn 6
1 phién chung thuc
binh cua dién thoai di dong vao thoi diém
hién tai nén céc s6 nguyén to dugc tao san
cung cap cho h¢ thong va chon ngau nhién
de xu ly.
— Thyc hién giao thtrc chung thuc:

Do phtre tap tinh toan ¢ giai doan ching
thyc 1a O(n¥), n 1a phép Lity thira mod.

Qua biéu dd 2 cho théy, néu chon chiéu
dai s6 thuc hién 1a 1024 bits thi rat hiéu
qua vé mit thoi gian, tuy nhién trong thu
nghi¢m va thuc té mac du co kha nang

gian, truong hop nay chi c6 kha nang chon
k = 3, thoi gian tam chép nhan duoc, k>3
v6i nguoi dung c6 18 kho chap nhan dugc.
Nhu d3 trinh bay trudc giai phap chu yéu
nham vao ching loai dién thoai di dong
murc trung binh & thoi diém hién tai. Giai
phép nay s€ hiéu qua hon khi thye hién trén
cac chung loai dién thoai thé hé sau manh
hon.

4.2. Két luan

Giai phap dé xuit chtng thuc hai chiéu
ngudng k sir dung k nat ngau nhién trong
mang Ad hoc, chiing t6i nhim dén tinh bao
mat va linh hoat trong hé¢ théng, chéng lai
mot s6 tin cong mang ad hoc, két hop céac
diém manh cua cac giao thirc di ¢ va cac
cong cu ma hoa manh. Giao thure str dung hé
ma RSA, PSK, PKI tao ra cac bi mat riéng
phan ngau nhién, goi la khoa phién trong
mdi phién chimg thuc. Giao thirc ching
thuc don gian va dam bao an toan trén dién
thoai di dong — thiét bi c6 cau hinh thép.
Trong tuong lai, ngoai chung thuc cac nut
da dinh sin khi thiét 1ap hé théng ban dau
con c6 thé chimg thue nat méi hoan toan
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nam ngoai s6 nit ban dau. Mit khac, ching t6i s& nghién ctru trién khai giao thic ching
thuc manh hon thyce hién trén cac thiét bi di dong (Mobile phone, PDA, Pocket PC, Lap-

top, Desktop support wireless...).
TAI LIEU THAM KHAO

[1] Bui Dodn Khanh va Nguyén Dinh
Thac. Gido trinh ma hoa thong tin — Ly
thuyét va ung dung, Nha xuit ban Lao
dong xa hoi. Thang 12/2004.

[2] Nguyén Dinh Thic va Bui Dodn
Khanh. Ma hoa thong tin véi Java — Tép 2:
M3 hoa — Mat mé, Nha xuét ban Lao dong
xa hoi. Thang 10/2006.

[3] Press W. H., Teukolsky S. A., Vet-
terling W. T. and Flannery B. P. Numeri-
cal Recipes in C: The Art of Scientific
Computing, 2nd ed, Cambridge University
Press, 1992.

[4] Yong Lee and Zygmunt J. Haas. Au-
thentication in very large ad hoc networks
using randomized groups, IEEE 16th Inter-
national Symposium on Personal, Indoor
and Mobile Radio Communications, 2005.

[5] Khalili A., Katz J. and Arbaugh W.A.
Towards secure key distribution in truly ad-
hoc networks, In Proceedings of the IEEE
Workshop on Security and Assurance in

Ad-Hoc Networks, 2003.

[6] Thuc N.D., Phu N.C., Bao T.N., and
Hai V.T. A Software Solution for Defend-
ing against Man-in-the-middle attacks on
WLAN. GESTS International Transactions
on Computer Science and Engineering.
Vol.24, No.01, December 30, 2005.

[7] Yanchao Zhang, Wei Liu, Wenjing
Lou and Yuguang Fang. Securing Mobile
Ad Hoc Networks with Certificateless Pub-
lic Keys. IEEE Transaction on Dependable
and Secure Computing, VOL. 3, NO. 4,
2006, pp. 386-399.

[8] Srdjan CEapkun, Jean-Pierre Hu-
baux and Levente Buttyan. Mobility Helps
Security in Ad Hoc Networks. ACM Mobi-
Hoc ’03, June 1-3, 2003.

[9] Carlton R. Davis. Security protocols
for mobile ah hoc networks. McGill Uni-
versity, Montreal, Quebec. Doctor thesis.
August 2006.

[10] Sirapat Boonkrong and Russell
Bradford. Authentication in Mobile Ad
Hoc Networks. University of Bath. 2004.



