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IN MICRO LOCATION

Nguyén Vin Xuan!, Hoang Tuin Long?, Nguyén Thu Hong?, Nguyén Gia Tuin Anh!
! Truong dai hoc Céng nghé théng tin, Viét Nam.
2 Truong Pai hoc Canh sat nhan dan, Viét Nam.
Ngay toa soan nhdn bai 27/3/2021, ngay phdn bién danh gid 18/4/2021, ngdy chdp nhdn ding 4/6/2021.
TOM TAT
Trong bai bdo nay, tac gia trinh bay vé céng nghé RFID (Radio Frequency Identiﬁcation
Radio) chii dong ¢ ddi tan s6 LF 125kHz va ing dung trong viéc nhdan dang, xdac thic o
khoang cach hep tue 1-3m. Noi dung phan 1 gici thiéu can bdn vé cong nghé RFID, sw gzong
va khéc nhau vé mdt ky thudt cia RFID thy dong va chii dong, wu nhwoc diém cia méi logi.
Trong phan 2, bai toan nhdn dang va xac thuc trong khoang cach hep dwoc dat ra, cu thé la
ung dung nhdn dang chi phwong tién khi o gan xe, cdc giai phdp dung RFID hién tai dang
c6. Phan 3, tac gid xdy dung mé hinh RFID chi déng dé giai quyét bai todn trén. Tdc gid
cung dé xudt ky thudt sir dung OTP va md héa dir liéu dé chong gia mao xdc thwc. Chi tiét
phan cung, mo hinh thudt toan ma hoa OTP va dir li¢u dwgc miéu ta trongphan 4. Phan 5 la
két qud thie nghiém bao gom dir liéu khodng cach nhan dang thuc té 2,2m véi RFID chii
dong, wéc tinh thoi gian sir dung khodng 3,5 ndm néu ding pin coin CR2023 doi véi hé thong
RFID chu dong dung chip nhdn dang AS3933. Ky thudt chong xdc thuc gia mao ma bai bdo

dé xudt c6 thé dp dung trén cdc thiét bi UWB (Ultra Wideband) ma dang tré thanh xu thé
trong ung dung nhdn dang thong minh hién nay.

Tir khéa: RFID chu dong; 125kHz; OTP; AS3933; UWB.
ABSTRACT

In this paper, we provide an overview of active RFID (Radio Frequency Identification)
technique at low frequency band LF 125kHz for identification and authentication in micro
location application. Section 1 describes about working principle of RFID technology, the
advantages and disadvantages of both passive and active RFID techniques are also taken into
account. Following sections, the problem of identification and authentication for vehicle’s
owner is considered. The current solutions for this problem are being used, nowadays. Section
3, we propose an active RFID system with OTP and data encryption scheme that encrypts
OTP to protect data, avoid hacking and anti-counterfeit authentication. The detail of
hardware architecture and software algorithm are described in section 4. In section 5, the
experimental results emphasize the advantage of active RFID system in reading distance. It
also provides an estimation of coin battery life-time about 3,5 years in a system with low
power RF receiver chip AS3933. With benefits of proposed solution, it can be applied for
UWB (Ultra Wideband) devices which going to be the main topic of real time location
applications in very near future.

Keywords: Active RFID,; 125kHz; OTP; AS3933; UWB.

1. GIOI THIEU dé tu dong nhan dang, theo ddi, quan 1y hang

RFID (Radio Frequency Identification) hoe," con ngudi, dong vat va cac img dung
v oA T 1A h . o 1~ khac
la thiét bi nhan dang sir dung song vo tuyén
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Hinh 1. Minh hog mé hinh hé thong RFID

Hé théng RFID bao gom hai khoi riéng
bi¢t 1a Reader va Tag [1] ¢ hinh 1, duoc ket
noi théng qua song RF.

Dai tan LF (Low Frequency) 125kHz véi
dic tinh dAm xuyén t6t, nhung khong truyén
dugc xa, thiét ké don gian, nd rat phu hop
ung dung nhin dang va xac thuc trong pham
vi hep. Trong bai bdo nay, tic giad s€ xay
dung mo6 hinh nhin dang va xéac thuc chu
phuong tién st dung k¥ thuat RFID chu dong
v6i khoang cach nhéan dang tir 1-3m.

1.1 RFID thu déng

Mot s6 Tag c6 thé tai tao nang dién tur
khong gian truong dién tir bién thién ma
Reader tao ra. Khi antenna cua Reader ngung
phat song, ning luwong nay bién mat, cac
phan tir trén Tag ngirng hoat dong hoan toan.
Loai tag nay do vay duoc goi la tag thu dong
(passive Tag). N6 khong thé tu khai tao mot
qué trinh giao tiép véi Reader.

RF front-end

Analog
Zaip Digital
]

RFID tag

Antenna cua tag cong huong tai tan sé
125kHz va khi Tag dat trong vlung tu truong
H, qué trinh trao d6i dit liéu dwoc dién ra
gitra Reader va Tag [2] nhu minh hoa & hinh
2 dudi day.

Magnetic

==

Memoryjh
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1 Logic i
control |

Tag IC
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Hinh 2. Tuwong tac dién cam giita Reader va
tag thu dong

Antenna trén ca Reader va Tag [2] déu
¢6 chung tan s6 cong huong theo cong thurc:

1 1 )
27,JLC, 27zL,C,

Khong can ngudn pin 1a wu diém ndi bat
cua loai thé nay, tuy nhién ma ID thuong dé
dang c6 thé doc va gia mao bang cach phat
chudi tir trudng gia giéng nhu dap tng 1D
cua tag.

1.2 RFID chi déng

Khac vai thé RFID thu dong, tag chu
dong (active tag) co thé khoi tao mot qué
trinh trao doi dix liéu voi Reader bat cir khi
nao. Khoang cac giao tiép ciing xa hon. Dé
c¢6 duge diéu nay, tag chu dong dugc trang bi
thém mach phéat RF va nguén dién riéng [3]
theo hinh 3 dudi day.

fO

Transceiver |

J

Hinh 3. Minh hoa so do khéi ciia Tag RFID
chu dong

RFID chu dong c6 thé loai bo thao tac
quet thé nhu & thé thu dong, cho phép hé
théng tu dong xac thuc. Dit liéu duoc bao
mat thdng qua hai kénh truyén o tan s LF
(Low Frequency) 125kHz va UHF (Ultra
High Frequency) 433MHz [2]. Tinh chu
dong cua thé tag thé hién nho trang bi mach
phat, n6 gui yéu cau xac thuc toi Reader
théng qua link UHF, Reader sé kich hoat qua
trinh xac thyc théng qua link LF (Hinh 4).

2. NHAN DANG VA XAC THUC
TRONG KHOANG CACH HEP
2.1 Nhan dang chi phwong tién voéi thé
RFID thu déng
Nhan dang la Gng dung cdt 16i cua the
RFID. Thé tag chtra nhiéu byte ID mang tinh
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duy nhat nén c6 thé dung n6é nhu chia khoa
dién tir &é bao vé phuong tién, khic phuc
truong hop xe bi bé 6 khoa. Pay 1a tng dung
rat phd bién & Viét Nam. Tuy nhién né chira
2 nhuge diém 16n. Tht nhét 12 khoang cach
doc ngin, chi khoang 10-20cm, chu xe phai
dat thé nay lai gan khu vuc antenna cua
Reader dé nhan dang. Thu hai 1a ID cua thé
la cac ma cd dinh, hacker d& dang “bé khoa”
bang ky thuat replay attack, trong d6 chudi
bit cia ma thé duoc copy va phat lai y hét ma
khong can quan tam dit liéu cu thé caa chudi
bit d6 1a gi.

2.2 Nhan dang véi séng RF (433MHz)

Dién hinh 1a ung dung Remote control
dé tim xe, mé ctra cudn... Bo nhan song trén
ctra cudn nhan tin hiéu RF ¢ tan sé 433MHz
tir Remote dé kiém tra xem c6 dung 1a chu
nha khdng, néu dung s& thyuc hién lénh mo
cra. V6i wu diém khoang cach phéat xa
khoang 30m, nhung néu Remote chi phat
moi ID caa né téi bo nhan, thi hacker dé
dang thu lai duoc ID nay va van ding k¥
thuat Replay attack dé gia mao cha nha. Giai
phap 1a chong hack trong trudng hop nay la
sir dung Rolling code hay con goi la hopping
code. Trong d6 ma ID cua Remote ¢ dinh
duoc gui di kém 1 ma dong, ma nay co quy
luat riéng, ting hodc giam sau mdi lan phét.
Ma x& thyuc c6 dang:

Auth_key(i) = ID + E(7) 2)

Trong d6 khoa Auth key(i) la md xac
thuc lan phét tha i. Phia thu chi chap nhan
cac Auth_key(i) theo thir tw nao do, vi du thr
tu ting dan. Ky thuat Replay attack s& phat
lai Auth_key(i) & Ian thir (i + 1), va tét nhién
bo thu s€ loai khoa nay vi no dang doi
Auth_key(i+1).

Muc d6 bao mat cua hé thdng phuc
thudc vao d6 bao mat cta ham mé hoa E(i).
Tuy nhién, day 1a ham tinh chi chira tham sé
i, hacker d& dang xay dung lai ham E bang
cac quan sat quy luat gia tri Auth_key voi
nhiéu gia tri i khac nhau. Hoic don gian
hon, hacker c6 thé xay dung bang do dang
lookup table ma khong can xay dung lai
ham ma hda E.

2.3 Nhan dang véi RFID dai tin UHF
(860-915MHz).

Cac hé théng thu phi khéng dung, quan
ly hang trong kho béi Ia minh ching hiéu qua
nhét tinh wu viét vé khoang cach cua RFID &
dai tin UHF (860-915MHz). O dai tan tan
nay, khoang cach doc Ién t&i 10-15m trong
khi tag van Ia tag thu dong, khong can dung
pin. Tuy nhién, day khong phai giai phap
thich hop cho tng dung nhan dang chu
phuong tién vi 3 1y do: Kich thuéc antenna
doc rat 16n kho lap dat trén xe, chi phi dau
doc dat do, dau doc tiéu thy nang lugng Ién
s& nhanh chong lam hé thdng acquy trén xe
can Kiét.

3. RFID CHU PONG 125kHz TRONG
UNG DUNG XAC THUC O
KHOANG CACH HEP

M6 hinh cia mét hé théng RFID chu
dong [4] gom cac thanh phan co ban nhu
hinh 4, trong d6 Tag chira ngudn dién riéng
va duoc trang bi kénh phét tin hiéu riéng téi
Reader.

thjiphiit LF |iﬂk(2l‘l’l)

125kHz

Khéinhan
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BG nhan tin hiéu
UHF 433Mhz

Mach phdt UHF

UK link 30m)
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Mach cong sust
dGng mé ngucn

Mihoi |
Manchester |

Pin, ndt nhén...

Khai quan Iy
nguon

Cam bién..

B 00

Reader/Host Tag (Keyfoh)

Hinh 4. So do khéi ciia RFID chii dong

Mo hinh nay phu hgp vaéi tng dung xac
thuc chu phuong tién, vi khoang céach giao
tiép cua link LF chi khoang 2m, tic chi xac
thuc néu cha xe mang Remote trong bén kinh
2m gan xe, khi d6 xe méi c6 thé khoi dong
dugc. Kich thuoc antenna nho gon, nang
luong tiéu thu thap 1a dic diém noi bat, khic
phuc cac diém yéu cua RFID bing tin UHF
(860-915MHz).

Do dugc trang bi kénh truyén song cong,
khoa xac thuc Auth_key la mot chuoi gia
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ngdu nhién dwoc mi hoéa va truyén téi
Remote tr SCU, khi Remote nhan dugc sé€
giai ma hoa va phat lai (qua link UHF
433MHz) ma Hash(Auth_key) la ham hash 1
chiéu.

khod OTP

| I
s \ [
| Manchester | | LFIBH | - Demodulator, | (R cin 1 )
—{ Encoder 1-< Manchester [~ ﬂ 0101101.. ‘
| Modulator | : \__Decoder J

I

i

= ! i
Timer ’,'[\mw : I
$00ms \f\jI ! ;

- Fs

Demadultor | 3 U [ Mosror |
Manchester :_ Manchester
| Decoder i + | Encoder

\ | UK i L

BG t30 khoa

Ham bim

| 13Nk \
i md cip? w | HM s
{nhliu gi| | KEY-FOB
e J | !
Kécthe MR
SCU

Hinh 5. M6 hinh ding OTP dé chong ky
thudt hack Replay attack.

Reader thuc hién ham Hash() cho khéa
Auth_key cta n6, so sanh két qua véi chudi
bit nhan duoc tir Remote, néu dung, thi xéac
nhan xac thuc. Bé chdng ky thuat hack brute-
force attack, toan b qua trinh nay duoc kiém
soat bai bo Timer vai timeout la 500ms, sau
thoi gian nay, néu hacker gui lai dang chudi
bits, thi van bi coi 1a khdng hop lé.

4.  THIET KE HE THONG
4.1 Phan ciing

Reader diéu ché AM, song mang
125kHz dé truyén tin hiéu téi Keyfob. Mach
phat tin hiéu 125kHz theo nguyén ly ban cau
H nhu hinh 6 va dugc thiét ké trén board
mach theo hinh 7.
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Hinh 6. Mach phat 125kHz nira cau H

Hinh 7. Vi tri khéi phat 125kHz trén board
mach Reader
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Hinh 8. Diéu ché AM thuc thi trén khoi phat.

Viéc diéu ché AM co thé thuc hién theo
hinh 8 st dung cac module phan cung cua
chip MCU. Hinh 9 1a dang song da diéu ché
AM quan sét tai dau ra antenna.
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Hinh 9. Dang séng diéu ché AM (OOK)
quan sat trén may Oscilloscope.

Hinh 10 Ia mé hinh 3D cua Remote (hay
con goi la Keyfob), sir dung IC AS3933 [5]
nhan tin hiéu LF c6 do nhay cao, dugc dicu
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khién béi MCU ARM Cortex M0+ MKLO3.
Antenna nhan tin hiéu 3D cho phép Remote
nhan tin hiéu tin cay & moi huéng. Ngoai ra
con c6 IC MICRF113 cua hdng Microchip
phét tin hiéu AM ¢ tan sé6 UHF 433Mhz. Ca
hé théng duoc cip ning lwong tir pin CR2032.

LF 125KHZ
TRANSPONDER

wl

Hinh 10. Remote 125kHz transponder
4.2 Phan mém

Trong néi dung phan ndy, tac gia trinh
bay chi tict qua trinh xac thyc ¢ phuong di¢n
phan mém véi thuat toan ma héa ma OTP.

Pé chdng viéc tao ma xac thuc gia, tac
gia da xay dung ky thuat md hod md OTP
(One Time Password), su dung trong giao
thirc xac thuc theo mé hinh ¢ hinh 5. Ma
OTP I1a mdt ma 32 bits ngau nhién, duoc lay
tir gid bo dém 32bits. Ma OTP duoc gui tur
Reader t6i Tag sau khi thuc hién ham ma hoa
cap 1, c6 thoi gian xac thuc hop 18 trong
khoang tauth = 500ms dugc kiém soét boi bo
dinh thoi Timer.

M4 hoa cap 1 thyc hién trén kénh truyén
LF, cho tin hiéu gui tir Reader (SCU) tdi
Keyfob. N6 dua trén thuat toan khoa doi
xang (symmetric-key algorithms), trong do
viéc ma hoda va giai ma dung chung mot khoa
(hay con goi la salt-key hoac encryption
key). Goi k la khod, E(x, msg) la ham méa hoa
sir dung khoa k cho thong diép msg, C la
thong diép da ma hoa, ta co

C = E(k, msg) (3)

Khi d6 ton tai anh xa nguoc E! 1a ham
giai ma hod, cho phép khoi phuc lai dit liéu goc

msg = E™*(k,C) 4)

Khoé k: Ia byte ngdu nhién duoc ly tir 8
bit nhé nhat cua bo dém 32 bits

Ham ma hoa E(k, msg) thuc hién theo
cac budc sau (dugc minh hoa ¢ hinh 11).

e Bu6c 1: Chia chudi msg thanh n byte
riéng 1€ (v6i n = xbyte 1a kich thudc cia
msg). Panh s tht tu tir 0 dén (n -1) va
xép lan luot theo thir ty ting dan. Goi
mang nay la LF_Encrypteddata.

e Budc 2: Péo trang thai tt ca cac bit ciia
byte dau tién néu bit cudi cung LSB cua
klao.

e Budc 3: Xay dung mang temp_arr gom 8
phén tir bang cach ghép cac bit ciia mang
LF Encrypteddata theo chiéu doc.

e Budc 4: Xoay vong xudng (quay trai) i
vi tri ctia phan tir temp_arr[i] néu bit tha
icuaklal.

e Budce 5: Khoi phuc mang
LF Encrypteddata sau khi xoay céc bit &
budc trén.

e Budc 6: Pao tat ca cac bit ctia byte cubi
trong mang LF Encrypteddata néu bit
cuodi cung LSB cuak 1a 1.

e Budc 7: Mi hoa k bang cich kiém tra
MSB va LSB cua k, néu giong nhau thi
dao céac bit tir k1-k6, néu khac nhau thi
d6i vi tri k123 cho k456.

Mang temp arr
I T
AT o¢ 0t 08 03 028 OC 03 09
o0 |og3fomtonnt 0 | 1| 1|1
oL | 0682 [10110010
o2 | 0xd4 |00000100
073 | 0xBD |10001101
emd | 0400 00000000
Checksum | 0148 (01001000
Sat(k) | 09 (01001001

MangLF_Encrypteddata

(ol =T I I T
(=0 E i == I I =
o o |lao o | o (-
el =R =N E=R =N

Hinh 11. Minh hoa cdc buwéc ma hoa OTP
Tap sinh V cua E(k, msg) s& bao gom
28 vector.
Gia su hacker phat song UHF va sur dung
k¥ thuat brute-force attack dé do ma xac thuc
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32 bits. D6 véi hé thdng khong dung mé
OTP, goi pi la xac suat ma tha tha i (i = 1+

2%2) tring véi ma xac thuc, dé thay p, = z—éz
Néu tdc do bit trén kénh UHF 1a 4kbps, thoi
gian trung binh d¢ hacker do dugc ma:

32 . 32 2%+41
dip) =g
4kbps 4kbps 2

t= ; 199 (5)
ngay va thoi gian téi da dé chic chian do
dugc ma la:
32*2%
t =
" 4kbps
sau khi df) duogc s€ dugc su dung dé truy cap
tiép cac lan sau.

ma

= 34359738 (s) = 397 ngay,

Vi giai phdp ma OTP ngau nhién ma
tac gia dé xuat, cir 500ms maot phién xéc thyc
két thic. Phuong phap brute-force attack
khong con y nghia vi chi thir dugc khoang
e 500ms > 4kbps

32
nay. Do vay khong cd thai gian hitu han dé
chic chan ma OTP dugc do ra.

=62 ma trong thoi gian

Cén phai luu y rang, khéa OTP néu do
dugc cling khong c¢6 nhiu y nghia gi vi n6
khéng dung lai dugc dé cho cac lan xac thuc
sau.

5.  KET QUA THUC NGHIEM

Bang 1 tong hop mot sé két qua thuc
nghiém khi so sanh tinh ning gitta Tag RFID
thu dong va chu dong.

Thuc nghiém do khoang c&ch nhan dang
va tan sé séng mang duoc tac gia thuc hién
vé6i ca RFID chu dong va thu dong theo thiét
lap o bang 2.

Két qua: Khoang cach nhan dang RFID
chu dong xa khoang 2,2m do dung chip
AS3933 ¢6 do nhay thu cao va mach phét cé
cong suét 16n hon RFID thu dong. Véi ca hai
loai, thi khoang cach doc tai tan sé cong
huong 125kHz 14 xa nhat. Khoang cach nay
giam di nhanh chong khi tan s thay doi léch
khoi tan s6 cong huong.

Bdng 1. So sanh RFID thu dong va chu dong

Pic diém RFID thu | RFID chii
dong? dong?
Bang tin song | 125kHz | 125Khz
mang
Do nhay thu 3V 80V
Khoang  cach | 10 cm 2,2m
giao tiep
Ma hoa kénh | Manchest | Mancheste
truyen er 1/Bitpha...
Data rate ~1Kbps ~4Kbps
Ghi do liéu v
nguoi dung
Ma hod ID/Data | Khéng Co, tuy
chon
Muc do bao mat | Ratthap | Tét
Kha nang nhan | Co Co
dang ID
Kha ning chéng | Khong Co
xac thuc gia
mao.
Khoi tao  xac | Khong Co
thuc
bién nang tiéu | 0 pA 7,54 pA
thu
Kich thudc Nhé gon | Trung
binh
Tong quan Khong Can pin,
can  pin, | khoang
khoang cach  Xxa,
cach  doc b’éO, mat
gan, dé bi | rat tot, kho
hack. hack.

! Passive tag EM4100
2 Po véi chip LF reciever AS3933
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Bing 2. Thiét ldp do khodng cdch nhdn dang

RFID thu RFID chi ddng
dong
RFIDREAD- |MCU:
4100 MIMXRT1010
% Halfbridge Driver:
% > 2ED2108S06F,
B 3 BSCO0906NS
'z LF antenna:
= AS705A
(=)
EM4100 AS3933DEV-
< SYSTEM
= FRDM-KL03Z
Phﬁn MCUXpresso
mém
Dit liéu Gia lap 32 bits ID ngau
nhién trén Tag
Thiét bi |AFG21112 |Oscilloscope
DC supply: E3644A
KHOANG CACH DQC VA TAN SO
25  =#=RFIDchi déng =#=RFIDthu déng
E )
=
815
(8]
2 1
Ly
20,
¥

|

Hinh 12. Khodng cdch nhdn dang va tan sé

Pé danh gia do kha thi vé mat ning
luong khi dung tag cha dong vai chip
AS3933, tac gia do muc tiéu thu nang luong
va chu ky Sleep, Wakeup cua Keyfob.

Bdng 3. Dong tiéu thu cua Keyfob

Trang thai Thoi gian Dong tiéu

keyfob (ms) thu (nA)
Sleep 950 3.2
Wakeup 50 90

79

Dé tinh dugc dong tiéu thu trung binh
cua Keyfob:
~950*3.2+50*90

1000
Vi dién luong 225mAh, pin CR2032

c6 thé udc tinh dugc thoi gian sir dung theo
biéu do sau:

=7540uA  (6)

BATTERY CR2032 LIFETIME

2.75

L L IR ¥ I =

Battery Voltage (W)

0051152 253 354 45
Thoi gian (nam)

Hinh 13. Biéu do tuéi tho pin CR2032 ding
cho tag chii dong®

O hinh 13, véi dong tiéu thy trung binh
1a 7,54pA, thoi gian uac tinh phai thay mai
pin cho tag chua dong 1a 3,5 nam khi pin giam
dudi muc 2.75V la muc cac linh kién CMOS
bat d¢au hoat dong khong on dinh.

6. KET LUAN

Mic di 1a cdng nghé da phat trién tir
lau, RFID chua dong va thu dong van dong
vai trd rat 16n trong linh vuc nhan dang. Pic
biét ky thuat RFID chua dong 125kHz cho
phép nhan dang x&c thyc tin cay trong pham
vi béan kinh hep, véi kha ning chdng hack va
truy cap trai phép cao, muc nang luong tiéu
thu nho, né rat pha hop cho tng dung nhan
dang chu phuong tién ma hién nay cac hang
xe 16n trén thé gioi dang ap dung. Ky thuat
bao mat ma xac thuc ma tac giai dé xuat phu
hop véi cac hé théng vira va nho, ¢ do tai
nguyén MCU han hep nhung van yéu cau
dam bao tinh bao mat, hiéu qua. Ky thuat
nay ciing c6 thé dugc ap dung cho cac thiét
bi UWB ma duoc du doan s& tro nén rat phd
bién trong tuong lai gan.

3 Tag bao gom LF receiver AS3933, MCU KL03
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